Appendix 4:  Example It Standards Profile

PRGM X IT Standards Profile

Information Processing Standards�

JTA SECTION & SERVICE AREA�STANDARD, TITLE, & DATE

��2.2.2.1.2 User Interface Services�FIPS Pub 158-1: 1993. User Interface Component of the Application Portability Profile X-Windows Version 11, Release 5.���OSF Motif Application Environment Specification (AES), Release 1.2, 1992���Win32 APIs. Window Management and Graphics Device Interface. Volume 1 Microsoft Win32 Programmers Reference Manual, 1993, Microsoft Press���X/Open c323, Common Desktop Environment (CDE) Version 1.0, April 1995.��2.2.2.1.3 Data Management Services�FIPS Pub 127-2: 1993. Database Language for Relational DBMS.���Open Data Base Connectivity, ODBC 2.0.���RFC-1866: 1995. Hypertext Markup Language (HTML), Version 2.0��2.2.2.1.4.4 

Imagery Data Interchange�(function not performed by this system)��2.2.2.1.4.6 

Sound Data Interchange�(function not performed by this system)��2.2.2.1.4.7 Video Data Interchange�(function not performed by this system)��2.2.2.1.4.8

Atmospheric Data Interchange�(function not performed by this system)��2.2.2.1.4.9

Oceanographic Data Interchange�(function not performed by this system)��2.2.2.1.5 

Graphic Services�(function not performed by this system)



��2.2.1.7 Operating System Services�ISO 9945-1: 1990. Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 1: System Application Programming Interface (API) [C language]���ISO 9945-2: 1993. Information Technology - Portable Operating System Interface for Computer Environments (POSIX) - Part 2: Shell and Utilities (as profiled by FIPS PUB 189: 1994)���IEEE 1003.2d: 1994. POSIX - Part 2: Shell and Utilities - Amendment: Batch Environment���IEEE 1003.1c: 1995. POSIX - Part 1: System Application Program Interface (API) Amendment 2; Threads Extension [C Language]���Win32 APIs. Windows Management and Graphics Device Interface, Volume 1 Microsoft Win32 Programmers Reference Manual, 1993, Microsoft Press.��2.2.2.2.1 Internationalization Services�ISO/IEC 8859-1: 1987. Information Processing - 8-Bit Single-Byte Coded Character Sets - Part 1: Latin/ Alphabet No 1.���ISO/IEC 10646-1: 1993. Information Technology - Universal Multiple-Octet Coded Character Set (UCS) - Part 1: Architecture and Basic Multilingual Plane.��Remote Procedure Computing

(See Note 1)�OSF - DCE Remote Procedure Call (RPC). Version 1.1, 1994.���OSF - DCE Time Services. Version 1.1. 1994���OSF - DCE Directory Services, Version 1.1. 1994��Distributed Object Computing

(See Note 2)�OMG - The Common Object Request Broker: Architecture and Specification, Version 2: July 1995 (also available as: X/Open Common Application Environment (CAE) Specification P431 - Common Object Request Broker Architecture & Specification, Version 2) 





���OMG - CORBA services: Common Object Services Specification, March 1996 (also available as: X/Open CAE Specification P432 - Common Object Services, Volume 1 and X/Open CAE Specification P502 - Common Object Services, Volume 2)���OMG - CORBA facilities: Common Object Facilities Architecture, November 1995.��

Note 1: Suite Software’s Distributed Object Management Environment (DOME) product was created prior to finalization of DCE and CORBA standards.  It used the existing DCE and CORBA standards that existed at the time it was developed. DOME has been used for approximately five years (with development activities prior to this).  It will continue to evolve with the standards as they become prevalent in the information system community.  Suite DOME currently use a message-based bus architecture for interprocess communications versus DCE’s approach of remote procedure calls.  Suite Software, developer of DOME is a voting member of the Object Management Group (OMG).



Note 2:  Suite Software’s Distributed Object Management Environment (DOME) product provides PRGM X with middleware support on the evolutionary path to complete CORBA compliance.  DOME was created as CORBA specifications were being defined.  DOME allows developers to define objects in the system that can be applications, services, hardware interfaces, etc.  The addresses of these objects are registered in DOME and communications between objects is supported by DOME.  The Distributed Data Manager is emerging in PRGM X and uses the underlying CORBA communications mechanisms to support isolation of the database engine from external processes.

Information Transfer Standards



JTA SECTION & SERVICE AREA�STANDARD, TITLE, & DATE

��3.2.1.1

Host Standards�IAB-Standard-3/RFC-1122/RFC-1123, Host Requirements, October 1989��3.2.1.1.1.1 Electronic Mail�ACP 123 US Supplement No. 1 Common Messaging Strategy and Procedures, November 1995.��3.2.1.1.1.2.1 X.500 Directory Service�ITU-T X.500. The Directory - Overview of Concepts, Models, and Services - Data Communication Networks Directory, 1993.



��Domain Name System (DNS)

(See Note 1)�IAB Standard 13/RFC-1034/RFC-1035, Domain Name System, November 1987��3.2.1.1.1.3 File Transfer�IAB Standard 9/RFC-959, File Transfer Protocol, October 1985��3.2.1.1.1.4 Remote Terminal�IAB Standard 8/RFC-854/RFC-855, TELNET Protocol, May 1983.��3.2.1.1.1.5 Network Management �IAB Standard 15/RFC-1157, Simple Network Management Protocol (SNMP), May 1990���IAB Standard 16/RFC-1155/RFC-1212, Structure of Management Information, May 1990���IAB Standard 17/RFC-1213, Management Information Base, March 1991��3.2.1.1.1.6 Network Time�RFC-1305, Network Time Protocol (V3), April 9, 1992.��3.2.1.1.1.7 

Bootstrap Protocol (BOOTP) �(function not performed by this system)��3.2.1.1.1.8 

Dynamic Host Configuration Protocol (DHCP)�(function not performed by this system)��3.2.1.1.1.9.1 Hypertext Transfer Protocol (HTTP)�RFC-1945, Hypertext Transfer Protocol - HTTP/1.0, May 17, 1996.��3.2.1.1.1.4.9.2 Uniform Resource Locator�RFC-1738, Uniform Resource Locators, December 20, 1994.��3.2.1.1.1.4.9.2 Uniform Resource Locator�RFC-1808, Relative Uniform Resource Locators, June 14, 1995.��3.2.1.1.1.10

Connectionless Data Transfer�(function not performed by this system)��3.2.1.1.2.1.1

Transmission Control Protocol (TCP)�IAB-Standard 7/RFC-793, Transmission Control Protocol, September 1981��3.2.1.1.2.1.2

User Datagram Protocol (UDP)�IAB-Standard 6/RFC-768, User Datagram Protocol, August 1980��3.2.1.1.2.1.3

Internet Protocol (IP)�IAB-Standard 5/RFC-791/RFC-950/RFC-919/RFC�922/

RFC-792/RFC-1112, Internet Protocol, September 1981��3.2.1.1.2.2

OSI/Internet Interworking Protocol�IAB-Standard 35/RFC-1006, ISO Transport Service on top of the TCP, May 1987��3.2.1.2

Video Teleconferencing (VTC) Standards�(function not performed by this system)��3.2.1.3.1

Analog Facsimile Standards�TIA/EIA-465-A, Group 3 Facsimile Apparatus for Document Transmission, March 21, 1995���TIA/EIA-466, Procedures for Document Facsimile Transmission, May 1981��3.2.1.3.2

Digital Facsimile Standard�(function not performed by this system)��3.2.1.4

Secondary Imagery Dissemination Standards�(function not performed by this system)��3.2.2.1 Router Standards

(See Note 2)��  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1812.txt" �MACROBUTTON HtmlResAnchor RFC-1812�, Requirements for IP Version 4 Routers, June 22, 1995���IAB Standard 6/RFC-768, User Datagram Protocol, August 1980���IAB Standard 7/RFC-793, Transmission Control Protocol, September 1981���IAB Standard 8/RFC-854/RFC-855, TELNET Protocol, May 1983���IAB Standard 13/RFC-1034/RFC-1035, Domain Name System, November 1987���IAB Standard 15/RFC-1157, Simple Network Management Protocol, May 1990���IAB Standard 16/RFC-1155/RFC-1212, Structure of Management Information, May 1990���IAB Standard 17/RFC-1213, Management Information Base, March 1991����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc951.txt" �MACROBUTTON HtmlResAnchor RFC-951�, Bootstrap Protocol, September 1, 1985����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1533.txt" �MACROBUTTON HtmlResAnchor RFC-1533�, DHCP Options and BOOTP Vendor Extensions, October 8, 1993���RFC-1541, DHCP, October 27, 1993����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1542.txt" �MACROBUTTON HtmlResAnchor RFC-1542�, Clarifications and Extensions for the  Bootstrap Protocol, October 27, 1993���IAB Standard 33/RFC-1350, Trivial FTP (TFTP), July 1992, to be used for initialization only.��3.2.2.1.1 

Internet Protocol (IP)�IAB Standard 5/RFC-791/RFC-950/RFC-919/RFC-922/

RFC-792/RFC-1112, Internet Protocol, September 1981��3.2.2.1.2.1

Interior Routers

(See Note 2)��  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1583.txt" �MACROBUTTON HtmlResAnchor RFC-1583�, Open Shortest Path First Routing Version 2, for unicast routing, March 23, 1994����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1584.txt" �MACROBUTTON HtmlResAnchor RFC-1584�, Multicast Extensions to OSPF, March 24, 1994, for multicast routing��3.2.2.1.2.2

Exterior Routers

(See Note 2)��  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1771.txt" �MACROBUTTON HtmlResAnchor RFC-1771�, Border Gateway Protocol 4, March 21, 1995����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1772.txt" �MACROBUTTON HtmlResAnchor RFC-1772�, Application of BGP In the Internet, March 21, 1995��3.2.2.2.1

Local Area Network (LAN)

(See Note 3)��  � PRIVATE HREF="http://www.iso.ch/cate/d16242.html" �MACROBUTTON HtmlResAnchor ISO/IEC 8802-3: 1993�, Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications, 10BaseT Medium�Access Unit (MAU)���IAB Standard 41/RFC-894, Standard for the Transmission of IP Datagrams Over Ethernet Networks, April 1984���IAB Standard 37/RFC-826, An Ethernet Address Resolution Protocol, November 1982��3.2.2.2.2 

Point to Point Standards�IAB Standard 51/RFC-1661/RFC-1662, Point-to-Point Protocol (PPP), July 1994����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1332.txt" �MACROBUTTON HtmlResAnchor RFC-1332�, PPP Internet Protocol Control Protocol (IPCP), May 26, 1992����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1333.txt" �MACROBUTTON HtmlResAnchor RFC-1333�, PPP Link Quality Monitoring, May 26, 1992����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1334.txt" �MACROBUTTON HtmlResAnchor RFC-1334�, PPP Authentication Protocols, October 20, 1992����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1570.txt" �MACROBUTTON HtmlResAnchor RFC-1570�, PPP Link Control Protocol (LCP) Extensions, January 11, 1994���EIA 232E, Interface Between Data Terminal Equipment and Data Circuit Terminating Equipment Employing Serial Binary Data Interchange, July 1991���EIA 449, General Purpose 37-Position and 9-Position Interface for Data Terminal Equipment and Data Circuit Terminating Equipment Employing Serial Binary Data Interchange, February 1980���EIA 530A, High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating Equipment, June 1992, Including Alternate 26-Position Connector, 1992��3.2.2.2.3

Combat Net Radio (CNR) Networking�(function not performed by this system)��3.2.2.2.4 

Integrated Services Data Network (ISDN)�(function not performed by this system)��3.2.2.2.5

Asynchronous Transfer Mode (ATM)

(See Note 4)�(function not performed by this system)��3.2.3.1.1.1 

5- and 25-kHz Service�(function not performed by this system)��3.2.3.1.1.2 

5-kHz DAMA Service�(function not performed by this system)��3.2.3.1.1.3 

25-kHz TDMA/DAMA Service�(function not performed by this system)��3.2.3.1.1.4 

Data Control Waveform�(function not performed by this system)��3.2.3.1.2.1 

Earth Terminals�(function not performed by this system)��3.2.3.1.2.2 

Phase Shift Keying (PSK) Modems�(function not performed by this system)��3.2.3.1.3.1 

Low Data Rate (LDR)�(function not performed by this system)��3.2.3.1.3.2 

Medium Data Rate (MDR)�(function not performed by this system)��3.2.3.2.1.1 

Automated Link Establishment �(function not performed by this system)��3.2.3.2.1.2 

Anti-Jamming Capability�(function not performed by this system)��3.2.3.2.1.3 

Data Modems�(function not performed by this system)��3.2.3.2.1.4 

Very High Frequency (VHF)�(function not performed by this system)��3.2.3.2.1.5 

Ultra High Frequency (UHF)�(function not performed by this system)��3.2.3.2.1.6 

Super High Frequency (SHF)�(function not performed by this system)��3.2.3.2.5

JTDIDS/MIDS Transmission Media�(function not performed by this system)��3.2.3.3

SONET Transmissions�(function not performed by this system)���Note 1: The PRGM X system is registered in the DNS for ease of location by clients.  The PRGM X system does not provide DNS services and DNS is not used internally by the system.  All internal communication between the hosts are done through IP addressing and DOME messages to reduce the PRGM X system's vulnerability to a DNS attack.



Note 2: The PRGM X program relies on communication services provided by DISA and the 375 CGp (Scott AFB).  PRGM X connects to the external world through a CISCO AGS+ router owned and maintained by the 375 CGp.  This router complies with all the referenced standards but is outside the control of the PRGM X program.  The PRGM X architecture does not include any routers which would require these services.  The 3Com Ethernet switch utilized in the PRGM X architecture is capable of running routing software but these services have been disabled to increase the security of the switch against penetration attacks.  While the PRGM X system does not own or maintain the routers used for communication, these routers are monitored by the system operators utilizing the SNMP protocols and the appropriate MIBs integrated into the system management tools.



Note 3: :  The PRGM X system does not utilize 10BASE-T cabling standards.  The classified segment of the PRGM X system required the use of fiber cabling (10BASE-FL).  The decision was made to use the same wiring media on both security partitions to minimize potential configuration management differences between the two partitions.



Note 4:  The 3Com switch utilized by the PRGM X program is capable of supporting the addition of ATM into the architecture with minimal configuration changes.  It is possible PRGM X will introduce ATM into the baseline architecture once the physical plant at Scott AFB is capable of supporting this technology.

 

Information Modeling and Information Standards 



JTA SECTION & SERVICE AREA�STANDARD, TITLE, & DATE

��4.2.1 

Activity model

(See Note 1)�FIPS PUB 183, Integration Definition for Function Modeling (IDEF0)��4.2.2 

Data Model�DoD Manual 8320.1-M-1, DoD Data Standardization Procedures���FIPS 184

Integration Definition for Information Modeling (IDEF1X)��4.2.3 

DoD Data Definitions

(See Note 1)�DoD Manual 8320.1-M-1, DoD Data Standardization Procedures���Defense Data Dictionary System (DDDS)��4.2.4.2.1  

J�Series Family of Message Standards�(function not performed by this system)��4.2.4.2.2 

US Message Text Format (USMTF) Messages

(See Note 2)�MIL-STD-6040, United States Message Text Format (USMTF)��4.2.4.2.3. 

Database-to-Database Exchange

�(See Note 3)��

Note 1:  The Joint Transportation CIM Center (JTCC) is responsible for the IDEF0 and IDEF1X for the Defense Transportation System (DTS).  PRGM X implementing  the Transportation Logical Data Model (TLDM) as provided by the JTCC.  The JTCC is responsible for registering the data elements inside the TLDM with the DDDS.  PRGM X is also required to process non-DDDS compliant data elements from legacy source systems.  The mapping between the DDDS and non-DDDS data elements in an interface between PRGM X and the legacy source systems is clearly defined in the Interface Requirement/Design Document (IR/DD) between the systems.



Note 2:  PRGM X does not originate any USMTF messages.  PRGM X does process incoming USMTF messages which are not compliant with the standard received from source systems.  As the source systems come into Compliant with this standard, PRGM X will come into Compliant.



Note 3:  Currently PRGM X does not perform direct database to database transfers of data.  It is anticipated the requirement for this type of exchange will be required soon.  PRGM X will transfer data in accordance with the Transportation Logical Data Model as found in the DDDS.

Human-Computer Interfaces Standards 



JTA SECTION & SERVICE AREA�STANDARD, TITLE, & DATE

��5.2.1 

General�DoD HCI Style Guide, TAFIM Version 2.0, Volume 8, 30 September, 1994.��5.2.2.1 

Commercial Style Guides�Open Software Foundation (OSF)/Motif( Style Guide, Revision 1.2 (OSF 1992)���The Windows( Interface:  An Application Design Guide, Microsoft Press, 1992��5.2.2.2 

DoD HCI Style Guide�DoD HCI Style Guide, TAFIM Version 2.0, Volume 8, 30 September, 1994.��5.2.2.3 

Domain-level Style Guides�User Interface Specification for the Global Command and Control System (GCCS), October 1994��

�Information Systems Security Standards 



JTA SECTION & SERVICE AREA�STANDARD, TITLE, & DATE

��6.2.2.1 Application Software Entity Security Standards�DoD 5200.28-STD, The Department of Defense Trusted Computer System Evaluation Criteria, December 1985���NCSC-TG-021, Version 1, Trusted Database Management System Interpretation, April 1991���FORTEZZA Application Implementors' Guide, MD4002101�1.52, 5 March 1996���FORTEZZA Cryptologic Programmers' Guide, MD4000501�1.52, 30 January 1996��6.2.2.2.1

Operating System Services Security�DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985��6.2.2.2.1.1

Security Auditing and Alarms Standards��  � PRIVATE HREF="http://www.iso.ch/cate/d18165.html" �MACROBUTTON HtmlResAnchor ISO/IEC 10164-8, 1993�, Information Technology-Open System Interconnection - Systems Management - Part 8: Security Audit Trail Function (ITU-T X.740)���DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985����  � PRIVATE HREF="http://www.iso.ch/cate/d18164.html" �MACROBUTTON HtmlResAnchor ISO/IEC 10164-7, 1992�, Information Technology-Open System Interconnection - Systems Management - Part 7: Security Alarm Reporting Function (ITU-T X.736, 1992)��6.2.2.2.1.2

Authentication Security Standards�FIPS PUB 112, Password Usage, NIST, 30 May 1985����  � PRIVATE HREF="http://ds.internic.net/rfc/rfc1510.txt" �MACROBUTTON HtmlResAnchor RFC-1510�, The Kerberos Network Authentication Service, V.5, 10 September 1993��6.2.3.1.1 Host Security Standards�FORTEZZA Interface Control Document, Revision P1.5, 22 December 1994���FORTEZZA Plus Interface Control Document, Release 3.0, 1 June 1995��6.2.3.1.1.1

Security Algorithms�(function not performed by this system)��6.2.3.1.1.2 Security Protocols�MIL-STD-2045-48501, Common Security Label��6.2.3.1.1.3  Evaluation Criteria Security Standards�DoD 5200.28-STD, The DoD Trusted Computer System Evaluation Criteria, December 1985���NCSC-TG-005, Version-1, Trusted Network Interpretation, July 1987��6.2.3.2.1  Internetworking Security Standards�MIL-STD-2045-48501, Common Security Label��6.2.5

Human-Computer Interface (HCI) Security Standards�DoD Human-Computer Interface Style Guide, TAFIM, Version .2.0, Volume 8, 30 September 1994��

��



Information Systems Security Standards�










