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FRAUD PREVENTION AND DETECTION

The Inspector General (IG) for the Department of Defense recently gave testimony before a Senate subcommittee concerning the impact of acquisition reform on DoD procurement.  The IG expressed concern in several areas, including: 1) the decrease in programs for fraud prevention, detection, and reporting as a result of acquisition workforce reductions; and 2) less emphasis on fraud reporting due to the new initiatives for partnering with industry.  The IG agreed that there are benefits to be obtained through closer partnering with industry, but stated that this new relationship should not mislead DoD into the assumption that procurement fraud no longer exists. 

A number of events in recent years have heightened public awareness of fraud and white-collar crime within the Federal Government’s procurement process.  Since fraud is covert in nature, contracting offices are often unaware fraud schemes are being perpetrated against their contracts until it’s too late. So, in an effort to detect and deter fraud more efficiently, the OSI and Contracting Communities are working more closely together to utilize each other’s expertise to combat fraudulent activities occurring in the acquisition process. 

Detection and deterrence of fraudulent activity depends on a well-managed fraud program.  For more information on how the AFOSI can help your squadron combat fraud, please contact me at the phone number listed below.  

CAPTAIN CAMILLE Y. CHANDLER 
AFOSI Command Acquisition Advisor 
HQ AFOSI/XOGB 
DSN 857-1061 
Com:  (240) 857-1061 
Fax: (240) 857 0967 
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GE
NERAL PROCUREMENT FRAUD SCHEMES OVERVIEW

Contract fraud includes a number of common and recurring schemes related to the procurement of goods and services by companies and government organizations.  The schemes include those committed by suppliers alone, by DoD officials alone and the most dangerous and damaging of all, schemes in which both sides of the procurement process collude and conspire to defraud your operations.

This section discusses factors which may indicate the presence of, or the enhanced potential for, fraud at various stages in the procurement process. The indicators included in this outline are not intended to be taken by themselves to establish the existence of fraud. Rather, the presence of any of the indicators when taken in the context of particular procurement actions should alert the office to take appropriate actions to ensure the integrity of the process.  An important factor to consider is that fraud is often committed by or with the help of DoD employees who do not reside in the contracting office.  The possibility that a DoD employee outside the contracting office, who has influence in the contracting process, may be a part of the fraud scheme should not be overlooked.

The following is a list of general procurement fraud schemes provided by the Association of Certified Fraud Examiners.

Scheme 1: Bribes and Kickbacks: Suppliers and contractors pay bribes and kickbacks in exchange for selection, the ability to overcharge, deliverance of non-conforming products or to gain other advantages.  Indications of kickbacks are most significant if one or a small number of suppliers receive unexplained favorable treatment from a particular procurement official over a period of time.  For example, corruption is indicated if an employee in the procurement process accepts high-priced, low-quality goods or services without objection for an extended period of time.

Bribes and Kickbacks Indicators:

· Unexplained or unjustified favorable treatment of a particular supplier

· Unjustified high prices or explosive price increases

· Unusually high volume of purchases

· Questionable, improper (noncompetitive) or repeated selection of a particular supplier

· DoD official accepts low quality, late delivery from contractor

· Close socialization between DoD official and vendor

· DoD official accepts inappropriate gifts and entertainment

· Unexplained increase in wealth by a DoD official

· DoD official has undisclosed outside business

· Supplier has reputation in the industry for paying kickbacks

· Unnecessary middleman or broker involved in contracts or purchases

· Requests for sole source procurements when there is an available pool of vendors to compete the contract

· Questionable, undocumented or frequent requests for change orders awarded to particular contractor

· Procurement official acts beyond or below normal scope of duties in awarding or administering a contract

· Industry or country has a reputation for corruption

Scheme 2. Collusive Bidding by Contractors: Several bidders can secretly agree to submit complementary high bids to allow pre-selected contractors to win contracts on a rotating basis, or to divide contracts by territory, or take other steps to defeat the competitive process and divide work.  Collusive bidding also known as “bid rigging” will drive up prices in the affected industry.  It is more common in industries with high start-up and entry costs with relatively few bidders, such as road construction, paving and waste disposal.  Some forms of bid rigging often accompany kickback schemes in order to insure that the corrupt company is selected.

Indicators of Collusive Bidding

· Winning bid is too high compared to cost estimates, published price lists similar jobs or industry averages 

· Rotation of winning bidders by job, type of work or geographical area

· The losing bidder hired as subcontractor

· Qualified contractors fail to bid and become sub-contractors or low bidder withdraws then becomes a subcontractor

· Certain contractors repeatedly win contracts at one agency or company but not elsewhere for similar goods or services

· Bid prices drop when a new bidder enters the competition

· Losing bidder cannot be located in business directories, have nonexistent address, etc.

· Losing bids by unqualified, inappropriate or unknown bidders

· Losing bids do not comply with bid specification, or only one bid is competitive and others bids are poorly prepared

Scheme 3. Change Order Abuse: A contractor, in collusion with a DoD official can submit a low bid to insure winning a contract, and then increase its price and profits by submitting change order requests after the contract is awarded.  A dishonest contractor, acting alone or in collusion with a DoD employee, can submit unjustified or inflated change order requests to increase profits, or as the result of corruption, use the change order process to extend a contract that should be re-bid.

Indicators of Change Order Abuse

· Weak controls and procedures regarding review or need for change orders

· Numerous, unusual or unexplained change orders for a specific contractor approved by the same employee

· Pattern of low bid award followed by change orders that increase the price or scope of the contract, or extend the contract period
· Vague contract specifications followed by change orders

· Poorly documented change orders or change order requests in round number amounts if that is unusual for the job

· Pattern of change orders just below upper level approval limit

· High-level personnel involved in change order decisions, especially for only certain contractors.

· Purchase orders of contracts extended by change order rather then re-bidding

Scheme 4.  Co-Mingling of Contracts: Dishonest contractors can submit multiple bills on different contracts or work orders for work performed or expenses incurred only once.  A DoD official can facilitate the scheme and share in the profits by writing similar work orders under different contracts and accepting the multiple billings.

Indicators of Co-Mingling of Contracts

· The contractor submits several invoices for the same or similar expense or work under different jobs or contracts.

· The contractor submits the same or similar documentation to support billings on different contracts.

· Multiple awards for similar work are given to the same contractor

· Similar work orders are issued to the same contractor under more than one contract.

Scheme 5.  Conflict of Interest: Conflicts of interest can arise if DoD personnel have undisclosed interests in a supplier or contractor by, accepting inappropriate gifts, favors or kickbacks from vendors, or by engaging in unapproved employment discussions with current or prospective contractors or suppliers.

Indicators of Conflict of Interest

· Unexplained or unusual favoritism of particular contractor 

· Unjustified high prices 

· Purchase of unnecessary or inappropriate goods or services

· Procurement official fails to file conflict of interest or financial disclosure forms

· Keen interest by a DoD employee with a particular vendor

· Employee declines promotion from a procurement position

· DoD employee has discussion about employment with a current or prospective contractor

· DoD employee frequently socializes with the contractor and accepts of inappropriate gifts like travel, lunches, or entertainment from a vendor

· Vendor address, phone number, zip code, matches employee address 

· Vendor Employer Identification Number (EIN) matches employee SSN

· Vendor address is a mail drop

Scheme 6. Cost Mischarging: This scheme refers to contractors who defraud the government by overcharging on cost-type contracts.  The contractor can do so in a number of ways, including charging labor costs incurred on fixed price contracts to a government cost-plus job or by charging the same costs to two or more contracts.

Indicators for Cost Mischarging

· Contractor has simultaneous similar cost-type and fixed price contracts

· Transfers material costs from one contract to another, particularly from a fixed price or commercial contract to cost-type or government contract

· Cost still charged to the original job order, but no physical inventory is left on the job

· Initial billings for actual material costs is in excess of negotiated costs

· Later billings show a downward adjustment in material costs as labor/overhead costs increase

· No reporting of residual or excess materials by the contractor

· Significant transfers to scrap accounts or inventory write-off accounts

· Outdated standard prices for materials

· Very low variation between standard and actual material costs and quantities.
Scheme 7. Defective Pricing: Defective pricing schemes refer to government contractors who fail to disclose accurate, current and complete pricing data in a contract proposal on cost type contracts.  The contractors can use inflated costs in proposals for labor and materials, submit fictitious price quotations from phantom suppliers, fail to disclose discounts, falsify supporting documentation or resort to other tactics in an attempt to improve their profits.

Indicators for Defective Pricing

· Contractor refuses delays or is unable to provide supporting documentation for costs

· Apparent high prices compared to similar contracts, price lists or industry averages

· Unrealistically high profit margins on completed work

· Materials, supplies or components used in production are different than those used in the proposal or contract

· Contractor fails to record rebates, discounts, etc.

· Failure to correct known system deficiencies that lead to defective pricing

Scheme 8.  Excluding Qualified Bidders: A dishonest DoD employee, probably in collusion with a corrupt bidder, can use a variety of tactics to exclude other qualified bidders, including arranging narrow or unduly burdensome pre-qualifications criteria. They can also establish unreasonable bid specifications or split purchases to avoid competitive bidding or make unjustified sole source awards and so on.

Indicators for Excluding Qualified Bidders

· A significant number of qualified bidders failing to bid

· Fewer than normal or required minimum number of bidders responding to request for bids

· Unreasonably narrow contract specifications

· Allowing an unreasonably short time limit to bid

· Adopting unreasonable “pre-qualification” procedures

· Splitting purchases or otherwise limiting contract amounts  

Scheme 9. Failure to Meet Contract Specifications: A contractor that knowingly delivers work, goods or services that do not meet contract specifications may be guilty of fraud if they falsely represent that is has complied with the contract or deliberately conceals its failure to do so.  If the contractor has not made fraudulent representations or concealed its acts, the contractor would be liable for breach of contract rather than fraud.

Indicators of Failure to Meet Contract Specifications
· Discrepancy between test and inspection results or contract and actual product  

· Absence of test or inspection documentation

· Low quality, poor performance or high volume of complaints

· Failed tests or inspections

· Absent or inadequate test or inspection reports

· Absent or inadequate supporting documents from contractor

· Inspectors socialize with or accept gifts or favors from the contractor’s personnel

· Contractor resists audit or audit clause provision in contract or purchase order

· Indications from the contractor’s expense records, payroll or other records that it did not comply with contract specifications. For example the contractor did not:

· Purchase materials required under the contract

· Own or lease equipment required to do work

· Have necessary labor on job site

Scheme 10.  False Inflated or Duplicate Invoices: Suppliers or contractors can intentionally submit false (meaning services were not provided), duplicated or inflated invoices.  The scheme can involve a contractor acting alone or in collusion with a DoD employee who shares in the profits.

Indicators of False Inflated or Duplicate Invoices

· Weak or un-enforced controls in the receipt of goods and payment of invoices

· Inadequate, copied or apparently altered supporting documents

· Missing or copied purchase order or receiving documents

· Submission of other than original or verified invoice

· Invoice payment is a round number amount or is unusual in its circumstances

· Total payment to vendor exceeds total purchase order or contract amounts

· Unusually high volume of purchases from one vendor

· Invoiced goods or services cannot be located in inventory or accounted for

· Questionable or missing purchase order for invoiced goods or services

· Multiple payments invoiced in the same time period

Scheme 11.  False Statements and Claims: Contractors or suppliers can submit false information about their employee credentials and/or experience.  They can also invoice for goods and service that are not delivered or charge for higher quality items than are provided.  They can submit false or defective bonds, or make a variety of other false statements and claims.

Indicators of False Statements and Claims

· Discrepancies between reported facts and observed data and supporting documentation

· Discrepancies between reported facts and test and inspection results

· Refusal or inability of the contractor to provide supporting documentation

· Inadequate or apparently altered supporting documentation

· Repeated acknowledged errors by contractor

· Unreasonable claims or statements compared to prior performance or industry standards

· High rate of rejection, returns or failures

· Contractor pledges individual securities in lieu of a performance bond like cash or property.  That same asset could be pledged to multiple projects rendering them useless in the event of default

Scheme 12.  Leaking of Bid Information: Procurement officials can leak bid information from other bidders, or confidential pre-bid information to a favored bidder to give them an unfair advantage in the bidding process.  Such schemes usually occur as the result of corruption.

Indicators of Bid Information Being Leaked

· Poor controls on bidding procedures 

· Failure to enforce deadlines

· Non-public opening of bids 

· Winning bid just under the next lowest bid

· Winning bid at or just below government estimate

· Acceptance of late bids

· Bid due dates unnecessarily extended 

· Late bidder is the winning low bidder

· Contract is unnecessarily re-bid 

· A consultant or middleman is involved in the procurement process

· Suspect bid contains data based on information in a procurement Official File but not available to the general public

· DoD employee socializes or accepts gifts and favors from the suspect bidder
Scheme 13.  Manipulation of Bids.  A procurement employee, probably as the result of corruption, can manipulate the bidding process in a number of ways to benefit a favored contractor or supplier.  These include leaking information regarding competing bids, accepting late bids, changing bids, re-bidding work and so on.  A contractor can also submit a “low” bid with the understanding that the corrupt DoD official will request or approve contract modifications and price increases.

Indicators of Manipulation of Bids Scheme

· Poor controls and inadequate bidding procedures

· Winning bid voided for errors and job is re-bid or awarded to somebody else

· Acceptance of late bids or award to a non-responsive bidder

· Contracts are changed after receipt of bids and the contract is re-bid and awarded to different contractor

· A qualified bidder disqualified for questionable reasons

Scheme 14.  Phantom Vendor: In a weakly controlled environment, an employee with procurement responsibilities or in accounts payable, or an outsider can submit bills from a non-existent vendor.  Normally phantom vendors supposedly provide services or consumables rather then products that can be verified.  Dishonest bidders also can submit bids from a fictitious bidder as part of bid rigging schemes.

Indicators of Phantom Vendors

· Paid vendors not on the approved vendor list or listed in business or telephone directories

· Invoiced goods or services cannot be located or verified

· Inadequate vendor identification information 

· Incorrect or non-existent address or phone number

· Vendor list incorrect street address or phone number

· Vendor address or telephone number is the same as a DoD employee’s 

· Small initial purchase from vendor, allowed by much larger purchases

· Payment without an invoice

· Copied or unusual supporting documents, purchase order or receiving document submitted with invoice

Scheme 15.  Product Substitution: A supplier or contractor can substitute products or materials of lesser quality than specified in the contract or use counterfeit, defective or used parts in order to increase profits or comply with contract time schedules. The dishonest supplier might give gifts or favors to inspectors or pay kickbacks to DoD officials to facilitate the scheme. They also could submit false documentation to conceal it.

Indicators for Product Substitution

· Discrepancy between product’s description normal appearance vs. actual appearance 

· New product appears to be used

· Frequent complaints by user of supplies and services

· A pattern of malfunctions with new equipment

· Materials submitted to the Contracting Officer for approval are not the same materials on the construction site

· Improperly calibrated equipment used for acceptance testing

· Winning bid was significantly lower then the bids submitted by other contractors.  (Contractor may plan to increase contract profits by substituting cheaper materials than specified by the contract)

· Contractor delays or fails to provide required product specifications to contracting

· Contractor fails to pay subcontractors as required  (This may indicate a cash flow problem and make contractors prone to cutting costs on materials)

· Contractor defaults on other commercial or government contracts. (Cash flow problems are major reason contractors try to save money by substituting cheaper materials).

Scheme 16.  Purchases for Personal Use or Resale: Unnecessary, excessive or inappropriate purchases of goods and services, or purchases for personal use or resale.  An employee can purchase items through Government Purchase Card or Form 9 that are intended for his personal use, such as tools, personal computers or automobile parts, or that the employee intends to resell as part of a side business, such as computer parts or inventory.  

· High volume or unusual purchases of consumer items or items suitable for personal use or resale

· Such items are missing from inventory or unaccounted for 

· Purchases in question are from vendors that sell consumer products

· Purchased item returned to vendor without vendor credit or refund

· Questionable scrap or surplus sales of suspected items

· Inadequate analysis or documentation to support the need to acquire goods in the quantities purchases

Scheme 17.  Rigged Specifications: An employee with procurement responsibilities probably in collusion with a supplier or contractor drafts a request for bids or proposals that contain specification that are too narrow or too broad.  Unduly narrow or broad specifications can be used to qualify an otherwise unqualified contractor to bid.  Broad specs can also be used in connection with later contract amendments and change orders to facilitate a corruption scheme. They could also submit a Sole Source Justification to contracting and unjustly recommend a contractor as the only company that can do the mission. 

Indicators for Rigged Specifications

· Only one or a few bidders respond to request for bids

· Similarity between specifications and winning contractor’s product or services

· Specifications are significantly narrower or broader than similar previous requests for bids

· Unusual or unreasonable specifications for the type of goods or services being procured

· Unexplained changes in contract specifications from prior request for proposals or similar items.

· High number of change orders with one contractor
· Splitting requirement into two or more purchase orders or contracts, each below upper level review or competitive bidding thresholds, to avoid review or competitive selection. 

· A DoD official can rig the bidding process by including line item requests for bids on certain works, good or services that will not actually be called for when work begins.

Scheme 18.  Unjustified Sole Source Awards.  A DoD official can avoid or affect a competitive selection requirement by influencing the award of a contract or purchase order to a favored contractor or supplier. Such awards are often the result of kickbacks or undisclosed conflicts of interest by the responsible procurement employee.  The results of such awards are usually higher prices, lower quality or other disadvantages to the contracting organization.

Indicators of Unjustified Sole Source Awards

· Vague justification or documentation requesting a Non-Competitive award

· Sole source award above or just below estimated cost

· Previously competitive procurements become non-competitive

· Split purchases to avoid competitive bidding limits

· Awards made below the competitive bid limits that are followed by change orders that exceed such limits

· Request for bids sent out but only really given to one vendor

Understanding Cardholder Fraud  

The following guidelines were prepared by the members of the Government Purchase Card (GPC) Joint Fraud Task Force located in Washington, DC. 

Fraud is any felonious act of corruption or attempt to cheat the Government or corrupt the Government's agents.  GPC cardholders have a responsibility to use the card to procure supplies and services at the direction of the agency under official purchase authorization.  Fraudulent purchases include, but are not limited to; 1) purchases which exceed the cardholder’s limit; 2) purchases which are not authorized by the agency; 3) purchases for which there is no funding; 4) purchases for personal consumption; 5) purchases which do not comply with Federal Acquisition Regulations;  6) purchases which are billed by the merchant but are never received by the agency; and 7) excessive purchases of necessary items to receive kickbacks, i.e., toners, paper, and other high price items.   

Intentional use of the Government Purchase Card for other than official Government business will be considered an attempt to commit fraud against the U.S. Government and will result in immediate cancellation of an individual's purchase card and further disciplinary actions. The cardholder will be held personally liable to the Government for the amount of any non-government transaction. Under 18 U.S.C. 287, misuse of the purchase card could result in a fine of not more than $10,000 or imprisonment for not more than five years or both. Military members that misuse the purchase card may be subject to court martial under 10 U.S.C. 932, UCMJ Art. 132.  Depending on the circumstances, other sections of the US Code may apply and may carry additional penalties.  An employee found to have misused their card may be subject to personnel actions as provided in the agency regulations.  

The purchase card shall be used to purchase supplies and services in accordance with the Federal Acquisition Regulation (FAR).  Purchase card use as the procurement and payment tool for micro purchases (less than $2,500) is defined in FAR 13.2.  GSA cardholder training on use of the purchase card may be found at fss.gsa.gov/webtraining/trainingdocs/smrtpaytraining.cfm.

For purchases above the micro-purchase threshold, the purchase card may be used as a payment mechanism, not a contracting mechanism.  When used as a payment mechanism, contractors may bill against the card.  For example, an order has been placed against a GSA Federal Supply Schedule for $15,000.  The award was made using the ordering procedures in the Schedule.  Instead of issuing an invoice, the contractor agrees to accept payment via purchase card.  When the order is delivered, the contractor bills the purchase card account instead of issuing an invoice directly to the agency.  All applicable requirements of the Competition in Contracting Act, other statutes and Executive Orders, and the Federal Acquisition Regulations, as well as agency supplements, apply to purchases made with the purchase card as the payment mechanism

Non-Cardholder Fraud

Non-cardholder fraud involves use of the card or cardholder data by an unauthorized person.  The risk of non-cardholder fraud is higher in certain situations, including:

· Never received – a new or replacement card has been mailed to the cardholder but was never received.  Due to the possibility that the card could have been intercepted by a third party, the account will be cancelled by the bank upon notification from the cardholder that the card was not received.  A new card with a new account number will be issued.  Generally cardholders will be required to activate their card by phone once they receive it to ensure that the card has been properly received.

· Lost card – The cardholder reports that the card has been misplaced or lost.  The account will be closed and a new card issued.   Reporting the card as lost does not relieve the Government for payment of any transactions which were made by the cardholder prior to reporting it lost.  Cardholders may be required to sign an affidavit confirming their card was lost.  If transactions appear on the cardholder statement, which were not made by the cardholder, the cardholder should submit a dispute form to the bank within 60 days of the disputed statement. 

· Stolen card – The cardholder reports that the card has been stolen by a third party.  The account will be closed and a new card issued.   Reporting the card as stolen does not relieve the Government for payment of any transactions which were made by the cardholder prior to reporting it stolen.  Cardholders may be required to sign an affidavit confirming their card was stolen.  If transactions appearing on the cardholder statement were not made by the cardholder, the cardholder should submit a dispute form to the bank.  Failure to submit the dispute form and/or affidavit could result in liability to the Government. 

· Altered or Counterfeit cards – These types of cards are normally identified by the bank’s authorization process or by the cardholder when they receive their statement.  Third parties obtained account information and used that information to make purchases with the card.  If a fraudulent pattern of use is recognized by the bank at the time of authorization, the bank will validate the use of the card with the cardholder and/or suspend the card.  The cardholder may be asked to sign an affidavit verifying that the transactions were fraudulent.  If transactions appearing on the cardholder statement were not made by the cardholder, the cardholder should submit a dispute form to the bank.  Failure to submit the dispute form and/or affidavit could result in liability to the Government.

· Account takeover – This situation may be known as identity theft.  In this case the cardholder’s identity has been compromised.  The third party may request a new card by providing confidential information about the cardholder which they have illegally obtained. Cardholders who may have been subject to identity theft should contact the bank’s customer service to prevent the thief from obtaining a card in the cardholder’s name.

· Fraudulent Convenience Check Charges – This situation may occur when a cardholder’s account has been utilized by an unknown entity.  Difficulty in verifying this activity occurs often, because the charges show on the account as cash advances.  However, the bank’s fraud department is responsible for investigating this matter.

Once it is determined that an account has been compromised, investigation of the activity on the account is the responsibility of the bank.  Unless it is determined that a Government employee is involved in the fraud, the agency generally does not participate in the investigation.   The account will be closed and a replacement account opened.  Non-cardholder fraud is investigated by special units within the banks responsible for initiating civil actions and communicating with Government law enforcement organizations.   Any information which you may acquire related to non-cardholder fraud should be reported to your bank.  Cardholders should contact customer service at the 800 number provided on the back of the card to report any suspected fraud.  

Indicators of Cardholder Fraud

· Fraud starts small and may not stop after only one action. No matter how small the misuse, it should be addressed immediately to prevent any future occurrences.  
· The card should only be used by the cardholder.  If the cardholder is not directly involved in the transaction, there is greater risk that fraud will be committed. 
· Cardholders should be able to provide documentation of purchases, i.e., invoices, receipts, etc., when requested by the approving official, A/OPC or auditors.
· Random reviews of cardholder records by the A/OPC will discourage fraud since cardholders and approving officials know someone is watching.
· In many instances. the approving official and/or A/OPC would have detected fraud earlier with proper review.  

· Identify the cardholder’s duties, what is his/her normal purchase pattern.

Attachment 2 contains a checklist provided to highlight indicators, which may point to cardholder fraud.  It is important to understand that these are indicators only and as such must be investigated further with the cardholder or other individuals as appropriate.  

Types of Reporting Tools Used to Identify GPC Fraud

You can use the GPC’s bank electronic access system in order to generate agency reports as a means of detecting fraud.   There are several essential reports that can provide transaction data with different levels of detail.  Each report can be made available at every level of the hierarchy.  The following list of reports may be utilized to detect fraud within your program:

· Account Activity Report – This report shows all accounts in the activity and spending for each account during the billing cycle.  The report provides details on each transaction such as transaction date, transaction type (credit, debit, convenience check, etc.) merchant name, and dollar amount.  This report may be used to sort transactions by dollar size, merchant, date or type.  This report is particularly useful for identifying suspicious merchants, unusually high spending patterns, excessive convenience check usage, or untimely purchases. 

· Declined Authorizations – If available, the declined authorization report will identify cardholders who have attempted to use a card to buy an item for which they are not authorized, which exceeds their single purchase limits, which exceeds their monthly purchase limit or from a merchant which is assigned an inaccurate merchant category code.  If a cardholder consistently has declined authorizations, the Program Coordinator should provide additional training or make a change to the cardholder authorization controls or dollar limits to address an official requirement.

· Disputes – The disputes report identifies date, merchant, reason code, dollar amount and status of each dispute filed by a cardholder.  Reviewing the report would identify cardholders with excessive disputes: cardholder may require training or may be trying to disguise fraudulent activity.  Approving officials and Program Coordinator should track and follow-up on disputes to determine the outcome of disputes.  Cardholders should attempt to resolve disputes directly with merchants prior to filing a dispute report.  If a merchant is consistently appearing on the dispute report, the Program Coordinator should determine whether the merchant has billing issues, quality issues or is attempting to commit fraud by submitting false transactions.  

· Unusual Spending Activity – The banks offer various reports identifying  transactions which may warrant further review.  These reports vary by bank.  

· Lost/Stolen Card – This report identifies cards reported lost or stolen.  This report may be reviewed to identify cardholders who have repeatedly reported their cards missing.  This may be an indicator that the cardholder needs to secure their card or that the cardholder is attempting to disguise fraudulent activity by denying the charges.  

Schemes From Previous GPC Investigations

The following schemes have been identified during past joint investigations.  Obviously there are a host of schemes perpetrated by cardholders and contractors; however, the information listed below is to provide you with an idea of the kinds of schemes perpetrated against the GPC.

1. Vendors continually charged $2499.00 to $2500.00, more than once on the same day, and or every day for one week.  It was also identified that on an unspecified date and time the vendors would meet to split profits with cardholder(s).

2. Vendors would conspire with the cardholder to prepare bogus invoices, in which they would prepare phony request orders and then supplement them with phony invoice from the contractor.  The cardholder and contractor would then take all proceeds from the transaction.

3. Cardholders would establish front companies to receive payment for merchandise never received.  Cardholders would then conspire with either other contractors or other employees to utilize business to obtain larger profit margin and to show some legitimate business is being conducted.

4. Vendors would provide kickbacks to cardholders for their repeated business and loyalty.  These kickbacks range from cash payments to gift cards, toys, other items of value.

5. Cardholders and/or approving/billing officials would extort money from vendors by requesting the vendor pay them money for providing their company with continued work.

6. Vendors excessively charge cardholders for low priced items.  Vendors would also add unapproved charges to cards.  

.
Remedies for Contract Fraud

For every proven case of fraud, there will be a remedy.  A remedy is a criminal, civil, contractual or administrative action that should be initiated by a commander or official having responsibility over a matter central to a significant procurement fraud case.  This is done in order to protect the interests of the Air Force and to deter future incidents of fraudulent conduct.

Each year, over $40 billion is lost to fraud.  As a result, there is a loss of public confidence in our ability to operate efficiently and a loss of buying power for equipment, training, and facilities.  It is up to each and every one of us to prevent the needless loss of taxpayer money by preventing fraud, as well as the conditions which lead to it.

The motives and methods for fraud in the contract award process are varied.  There are many instances where fraud is perpetrated in order to obtain a contract that can later create an opportunity to engage in such activities as theft or embezzlement, product substitution, mischarging, fast pay or progress payment fraud, etc.  Still others commit fraud to obtain government contracts because they need the business to keep their companies in operation when private sector activity is low. Air Force Instruction (AFI) 51-1101, The Air Force Procurement Fraud Remedies Program, provides guidance for pursuing remedies in significant acquisition fraud cases and other contractor responsibility matters.  It shifts overall responsibility for managing the Air Force Procurement Remedies Program from the Air Force Office of Complaints, Remedies, and Oversight (SAF/IGQ) to the Office of the Assistant Air Force General Counsel for Acquisition (SAF/GCQ). AFI 51-1101 defines Fraud as “any intentional deception by an individual, corporation, partnership, or other entity which seeks to unlawfully deprive the Air Force of something of value or to secure from the Air Force a benefit, privilege, allowance, or consideration for which there is no entitlement.” 

The instruction further defines Significant Procurement Fraud Cases as “alleged or confirmed instances of criminal or civil misconduct by a government contractor or individual which satisfy one or more of the following criteria:

· All acquisition-related fraud cases that involve an alleged or  actual loss to the Air Force of $100,000 or more.

•
All corruption cases related to the Air Force acquisition process, regardless of the dollar amount of loss involved.  Corruption includes such fraudulent acts as conflicts of interest; the solicitation, offer, payment, or receipt of bribes, gratuities, kickbacks, or commissions; the unauthorized disclosure of procurement-related information; and collusion, bid rigging, price-fixing, or other antitrust violations.

•
All Air Force cases involving alleged or proven defective products or product substitution where the nature of the defect or substitution presents a serious hazard to health, safety, or operational readiness, regardless of the dollar amount of loss involved.

•
All cases in which there is a significant Air Force interest as determined by SAF/GC.  Such cases include, but are not limited to those involving a congressional inquiry or substantial media attention.
Fraud Remedies

There are a number of laws and regulations contained in the United States Codes (U.S.C.) and Federal Acquisition Regulations (FAR) which are applicable to the settlement of fraud cases.  The statutes and regulations are located at the Judge Advocate Office, and to a lesser extent, the contracting offices. You will find a list of the remedies available to the Government in response to evidence of procurement fraud:

A.
Contractual/Administrative Remedies:
•
Termination for default
•
Termination for convenience
•
Termination for damages for gratuities
•
Unilateral price reduction
•
Deductive change order
•
Revocation of acceptance
•
Warranty or correction of defects
•
Recovery of reprocurement costs
•
Acceptance at a reduced price
•
Rescission
•
Reformation
•
Withholding of payment
•
Rejection of nonconforming supplies or services
•
Disallowance of contract costs
•
Suspension of progress payments
•
First article disapproval and nonpayment of costs
•
Recovery of nonrecurring costs for commercial sales
•
Stop work order
•
Cure notice
•
Show cause letter
•
Issue quality deficiency report
•
Liquidated damages
•
Technical data challenges
•
Subcontract disapproval
•
Other contract clauses providing remedies
•
Suspension
•
Debarment
•
Truth in Negotiations Act
10 U.S.C.2306
•
Suspension of Payments
10 U.S.C.2307
•
Revocation of forward pricing agreement
•
Refusal to employ fast pay procedures
•
Refusal to authorize certificate of conformance
•
Removal from qualified products list
•
Removal from approved manufacturers list
•
Heightened testing or inspection requirements
•
Closer surveillance
•
Termination of employment
•
Recoupment of the value of any bribe or gratuity
•
Revocation of a contracting officer’s warrant

B.
Criminal Remedies:

•
False Claims
18 U.S.C.287
•
False Statements
18 U.S.C.1001
•
Major Fraud Act
18 U.S.C.1031
•
Mail Fraud
18 U.S.C.1341
•
Wire Fraud
18 U.S.C.1343
•
Conspiracy to Defraud
18 U.S.C.371
•
Conspiracy to Defraud
18 U.S.C.286

in Connection with Claims
•
Anti-Kickback Act
41 U.S.C.51, et seq.
•
Bribery, Gratuities, and
18 U.S.C.201

Conflicts of Interest
•
Theft, Embezzlement,
18 U.S.C.641

or Destruction of Public

Money, Property, or Records
•
Falsification of Contractors’
18 U.S.C.494

Bonds, Bids, and Public

Records

C.
Civil Remedies:
•
False Claims Act
31 U.S.C.3729, et seq.
•
Program Fraud Civil
31 U.S.C.3801, et seq.

Remedies Act
•
Forfeiture of Claims
41 U.S.C.604

under Contract Disputes Act
•
Priority of Government
31 U.S.C.3713

Claims in Bankruptcy

What’s in a Remedies Plan

A remedies plan is a comprehensive, evolving plan prepared in accordance with AFI 51-1101 for pursuing all applicable remedies in significant acquisition fraud cases.  These plans are updated periodically to report new information and provide the status and success of all applicable remedies. The plan consists of seven parts:

Section I
Administrative Data
Section II
Allegations and Adverse Impact Statement
Section III
Contract Review
Section IV
Potentially Applicable Remedies
Section V
Miscellaneous Comments and Information
Section VI
Remedies Plan Participants
Section VII
MAJCOM Coordination and Comments

Suspension and Debarment

Suspension and debarment are administrative remedies available pursuant to FAR Subpart 9.4.  The Air Force Suspension and Debarment Official (SDO)* may suspend, propose for debarment, or debar a Government contractor (or subcontractor) for any of a number of reasons that indicate the contractor is not presently responsible. The purpose of these administrative remedies is to protect the integrity of the procurement process, not to punish the contractor.  Once the SDO has suspended, proposed for debarment, or debarred a contractor, the company’s or individual’s name is posted on the GSA List*.  The contractor is immediately ineligible to receive any contracts from any department or agency within the Executive Branch of the Federal Government. 

Suspension 

Suspension is a temporary procedure pending the completion of an investigation and any ensuing legal proceedings.  By regulation, a suspension may not exceed twelve months, unless a legal proceeding has been initiated, or the term has been extended for six months*.   Unless the Government has initiated legal proceedings against the contractor during the 12 or (if extended) 18 month period, the suspension must be terminated.  

The SDO may impose a suspension when there is “adequate evidence” of any of the following:

1. Commission of fraud or a criminal offense in connection with (i) obtaining, (ii) attempting to obtain, or (iii) performing a public contract or subcontract;

2. Violation of Federal or State antitrust statutes relating to the submission of offers;

3. Commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property; or

4. Violations of the Drug-Free Workplace Act of 1988, as indicated by: (I) failure to comply with the requirements of the clause at FAR 52.223-6, Drug Free Workplace, or (ii) such a number of contractor employees having been convicted of criminal drug statutes occurring in the workplace as to indicate the contractor has failed to make a good faith effort to provide a drug-free workplace; 

5. Intentionally affixing a label bearing a “Made in America” inscription (or any inscription having the same meaning) to a product sold in or shipped to the United States, when the product was not made in the United States (see section 202 of the Defense Production Act;

6. Commission of an unfair trade practice as defined in 9.403 (see section 201 of the Defense Production Act); 

7. Commission of any other offense indicating a lack of business integrity or business honesty that seriously and directly affects the present responsibility of a Government contractor or subcontractor; or 

8. Any other cause of so serious or compelling a nature that it affects the present responsibility of a Government contractor or subcontractor.

An indictment, or equivalent formal criminal process (e.g., an information), for any of the causes noted in paragraphs 1 through 7, above, constitutes “adequate evidence.”  In the absence of an indictment, the SDO can determine that there is adequate evidence in the administrative record to support a “fact based” suspension.  The evidence must support any of the causes noted in paragraphs 1 through 8, above.

Debarment


Debarment excludes a contractor from Government contracting or subcontracting for a specified period, generally not more than three years.  Prior to being debarred, the SDO provides notice to the contractor that he proposes the company or individual be debarred.  The contractor’s name is at that time entered onto the GSA list and is immediately ineligible for new contracts or subcontracts.  The contractor has an opportunity to make a written submission, and an in-person presentation, to convince the SDO that it is presently responsible.

The SDO may debar a contractor (or subcontractor) based on a criminal conviction, or civil judgment, for any of the following: 

1. Commission of fraud or a criminal offense in connection with (i) obtaining, (ii) attempting to obtain, or (iii) performing a public contract or subcontract;

2. Violation of Federal or State antitrust statutes relating to the submission of offers;

3. Commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property;

4. Intentionally affixing a label bearing a “Made in America” inscription (or any inscription having the same meaning) to a product sold in or shipped to the United States, when the product was not made in the United States; or

5. Commission of any other offense indicating a lack of business integrity or business honesty that seriously and directly affects the present responsibility of a Government contractor or subcontractor.

The SDO also may impose a “fact based” debarment when, by a “preponderance of the evidence,” a contractor is found not to be presently responsible because of:

1. Violation of the terms of a Government contract or subcontract so serious as to justify debarment, such as (I) willful failure to perform in accordance with the terms of one or more contracts; or (ii) a history of failure to perform, or of unsatisfactory performance of, one or more contracts.

2. Violations of the Drug-Free Workplace Act, as indicated by (I) the contractor’s failure to comply with the requirements of FAR clause 52.223-6, Drug Free Workplace; or (ii) such a number of contractor employees convicted of violations of criminal drug statutes occurring in the workplace, as to indicate that the contractor has failed to make a good faith effort to provide a drug-free workplace.

3. Intentionally affixing a label bearing a “Made in America” inscription (or any inscription having the same meaning) to a product sold in or shipped to the United States, when the product was not made in the United States.

4. Commission of an unfair trade practice as defined in FAR 9.403.

5. Any other cause of so serious or compelling a nature that it affects the present responsibility of a Government contractor or subcontractor.

Conclusion


Suspension and debarment should be considered as a potential remedy early in a case of suspected contractor fraud or poor performance, even where the Department of Justice has brought no criminal or civil case.


As such actions make them ineligible for new contract awards, suspended or debarred contractors are frequently anxious to promptly resolve disputes, including the payment of restitution and penalties.

Point of Contact


Any questions relating to suspension or debarment may be directed to Richard A. Pelletier, Associate General Counsel for Contractor Responsibility by email  richard.pelletier@pentagon.af.mil, or by phone at (703) 693-9819, DSN 223-9819.  The Office of the Deputy General Counsel for Contractor Responsibility is located in the Pentagon, Room 5D236; the mailing address is: 1740 Air Force Pentagon, SAF/GCR, Washington, DC 20330-1740.  The facsimile number is (703) 697-4340, DSN 227-4340.

ATTACHMENT 1

SOME WAYS THE LOCAL OSI OFFICE CAN ASSIST YOU IN YOUR CONTRACTING MISSION: 

· Help you determine whether the suspicion or hunch that you have might actually be fraudulent activity 

· Provide background checks on companies and personnel using DCII (Defense Clearance Information Index) to find out if contractor or personnel have ever been convicted of fraudulent activity.

· Fraud awareness briefings at Commander Calls, Government Purchase Card Courses, QAE training, etc.

· Assist the contracting office in processing suspension and debarment request to SAF/GCR

· Assist the contract administrators in doing labor checks and the follow-up with the Department of Labor.

· Brief contingency contracting officers prior to deployments.  Help with embassy sources and contacts at the AOR.

· Assist the government purchase card coordinator in investigating suspicious GPC accounts

· Be an advisor to the Environmental Working Group to help assure contractor environmental compliance.

GPC Fraud Indicator Checklist




ATTACHMENT 2 
	
	Issue
	Yes
	No
	Comments

	1
	Does the transaction fall within a merchant category code?
	
	
	

	2
	Does the merchant name appear to be outside the cardholder’s general area of responsibility?
	
	
	

	3
	Does the cardholder have several transactions with the same merchant within a short time frame (48 hours) and does the amount of the transactions total more than $2,500?
	
	
	Possible split transactions

	4
	Has the account been closed due to fraud and a new card reissued?
	
	
	

	5
	Has the cardholder disputed transactions on a frequent basis?
	
	
	

	6
	Has the cardholder had multiple declined authorizations?
	
	
	Cardholder training recommended

	7
	Does the cardholder have transactions (authorizations) occurring on non-working days (e.g. weekends)?
	
	
	

	8
	Does the cardholder have higher than normal expenditures during the billing cycle?
	
	
	

	9
	Has the dollar limit on the account been raised during the billing cycle?
	
	
	A/OPC review recommended

	10
	Has the contractor been debarred (see http://Epls.arnet.gov for listing)   
	
	
	

	11
	Is the cardholder unable to provide proof of purchases such as receipts? 
	
	
	

	12
	Does the cardholder have multiple transactions of even dollar amounts (i.e. $20, $100)?
	
	
	

	13
	Has the cardholder allowed others in the office to use their card for making purchases?
	
	
	

	14
	Does the cardholder have recurring purchases of a high dollar value?
	
	
	

	15
	Does the cardholder have transactions with two merchants with two different names but same address and owner?
	
	
	

	16
	Does the cardholder repeatedly do business with the same merchants (minimal rotation)?
	
	
	

	17
	Does the cardholder make repeated purchases close to their single purchase limit?  
	
	
	

	18
	Does the cardholder consistently hit their monthly limit?
	
	
	

	19
	Does the merchant address appear to be a business or home address?
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Planning, Working and Training Together
































*   The Air Force SDO is Mr. Steven A. Shaw, Deputy General Counsel for Contractor Responsibility.


*   The GSA posting, designated the “Excluded Parties List System”, is located at “http://epls.arnet.gov.”


*   The SDO may extend the term for six months upon the written request of an Assistant Attorney General.  FAR 9.407-4 (b).
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