COOP email for 3-4 June FRB

Please forward to FRB re the COOP discussions in June.

Carolyn J. Lee

Chief, Contracting Business Systems Division

SAF/AQCI

(703) 588-7009

DSN 425-7009

-----Original Message-----

From: Boozer Roger LtCol HQ SSG/PI 

Sent: Thursday, March 25, 2004 12:03 PM

To: Lee Carolyn Civ SAF/AQCI

Cc: Dawson Linda W Civ HQ SSG/PI; Hood Lynna S Civ HQ SSG/PI

Subject: FW: June 3-4 FRB Face-To-Face logistics & registration 

Ms Lee, an explanation of what should be in the COOP is contained in the below excerpts from the Air Force Supplement to DoD SPS SSAA Appendix E, Information System Security Policy. The requirement for a COOP is in the SPS 4.1 CONOPS in para 1.48, p.228, of the attached.  SPS 4.2 CONOPS Part 3,  Technical Administration, is not finalized yet but will also have COOP as a requirement. Hope this helps.

Roger Boozer, Lt Col, USAF

Chief, AFCIS Gunter

DSN: 596-5869

A Contingency Plan shall be developed by the CSM to reduce the impact of 

unanticipated interruption of operations.  Additionally, the Contingency 

Plan will contain guidance addressing how to reduce the impact from 

catastrophic events and how to resume operations after the event.  The 

Contingency Plan shall address natural and computer-related events. 

Such events or failures include weather damage, water damage, loss of 

all or part of SPS' capabilities, inoperative components, defective 

storage media, maintenance problems, disruption to operations due to 

building evacuation, and complete or partial failure of security 

measures.  Each SPS site is responsible for writing, testing, and 

exercising a contingency plan.  

The AFCIS Program Office at HQ SSG/PI maintains two fully configured SPS 

Database Servers and SPS-I/Application Servers that may be made 

available to a SPS site in certain situations.  In the event of a 

Database Server or Application Server malfunction, the AFCIS Program 

Office routinely works with the site SA and equipment vendor to have the 

server repaired under warranty.  In the event the AFCIS Program Office 

determines that a server can't be repaired within a reasonable timeframe 

(14-21 days), the AFCIS Program Office can ship a fully configured 

server in a ruggedized transport case.  In the event of a catastrophic 

event (i.e. server is destroyed or is not accessible for an extended 

period), the AFCIS Program Office can immediately ship a fully 

configured server.  CONUS delivery would generally occur within 2-4 

days.  OCONUS sites may be better served by having contingency servers 

available in-theater. 

       Backup and Recovery 

Both the SPS Database Server and the SPS-I/Application Server are backed 

up nightly.  During backup operations, the database is shut down and all 

users are disconnected from the server.  Prior to the backup job, a 

scheduled task dumps all the SPS databases to the hard drive.  After the 

databases are dumped, ARCserve kicks off a backup script that stops all 

Sybase services and begins the nightly offline full backup of all Sybase 

data files, control files, and parameter files.  SPS servers perform a 

full offline backup every night at 2300 hours. 

If using an autoloader (e.g. Sony AIT-1 or HP SureStore) a rotation 

scheme may be set up to automatically change out tapes daily.  Backup 

tapes are reused every fourth day, keeping the previous three backups on 

separate media.  If using a single tape unit, a rotation scheme may 

still be used, but tapes must be swapped daily. 

 In the event that database recovery must be performed, the latest Sybase 

dump file on the local hard drive will be loaded to recover the database 

up to the point specified.  If this fails, the latest tape backup will 

be used to restore the necessary data files. 

See the AFCIS Program Office Web site 

<https://afcis.ssg.gunter.af.mil/> https://afcis.ssg.gunter.af.mil/ 

Library Section, System Admin, Install Guides, "BrightStor (ARCserve 9) 

User Guide" for detailed information on SPS backup and recovery. 

        Emergency Response 

A roster of key officials to be contacted during emergency operations 

shall be maintained by the CSSO and immediately available to SPS 

personnel on duty. 

       Exercising and Testing 

The Contingency Plan shall be reviewed and selectively tested at least 

annually by the CSSO and respective ISSO.  Test results will be 

documented and briefed to appropriate senior program and site officials. 

-----Original Message-----

From: Leaphart Kay Civ AFRC/LGCM 

Sent: Thursday, March 18, 2004 7:40 AM

To: Haskew Susan Ctr SAF/AQCI; Porter Gloria Maj SAF/AQCI

Cc: Frost Holly Civ AFRC/LGCM; Willingham Carol Civ AFRC/LGCP

Subject: FW: June 3-4 FRB Face-To-Face logistics & registration

Is there a requirement somewhere that we have a formal written COOP plan?  Like AETC and USAFE (in their responses Holly shared with me from last year) we would just get by manually until our electronic capability was restored (like in the old days), but we don't have a written plan that says that. If there's a requirement that we write that down in a formal document, we'll comply; otherwise I would think that our approach comes under the heading of common sense (which I realize is not so common these days!)

We look forward to seeing you in June.

Kay Leaphart

HQ AFRC/LGCM

DSN 497-1610

FAX 497-2210

-----Original Message-----

From: Frost Holly Civ AFRC/LGCM 

Sent: Thursday, March 18, 2004 7:32 AM

To: Leaphart Kay Civ AFRC/LGCM

Subject: FW: June 3-4 FRB Face-To-Face logistics & registration

-----Original Message-----

From: Lee Carolyn Civ SAF/AQCI 

Sent: Monday, March 15, 2004 2:29 PM

Subject: RE: June 3-4 FRB Face-To-Face logistics & registration

Susan/Gloria - please add to the agenda a discussion of site COOP plans.  I'd like the FRB members to bring copies of their plans if available for sharing thoughts/ideas.

Thanks

Carolyn

Carolyn J. Lee 

Chief, Contracting Business Systems Division 

SAF/AQCI 

(703) 588-7009 

DSN 425-7009 

-----Original Message-----

From: Haskew Susan Ctr SAF/AQCI 

Sent: Monday, March 15, 2004 2:24 PM

Subject: June 3-4 FRB Face-To-Face logistics & registration

FRB,

Attached is the information and directions for the June FRB Face to Face meeting from AFSOC.  Please note we are also planning a social for 1800 on Wednesday, 2 Jun. Susan Haskew 

SAF/AQCI 

COM 703-588-7080 

DSN 425-7080 

