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Introduction

Air Force PD² Administrators are critical to successful deployment and should be identified several months prior to the PD² installation.  These personnel will receive System Administration training in addition to the standard user training.  They typically have broader access than the regular user community, and more complex responsibilities. 

There are numerous references describing the actions necessary for the effective administration of PD².  The CONOPS outlines the primary system set-up and support considerations.  AMS also provides a helpful reference guide (the PD² System Administrator’s Guide) specifically targeted for the system administrator community, with instructions for configuring, updating and maintaining the “tasks” in the PD² database.  The standard AMS User’s Guide is another handy reference tool.

This part provides instruction on areas of consideration for the initial system set-up, long term maintenance of PD² and technical/database responsibilities pertaining to system administrators.  Administrators will also find the Air Force SPS Implementation Plan useful in relating the basic technical architecture of PD² and other system considerations.

To ensure clear delineation of responsibility, the Air Force has segmented the PD² system administration function into three major roles:

· Functional System Administration 

· Technical System Administration

· Database Administration 

System Administration (functional), often labeled SA, refers to the management and support of the SPS application itself.  Throughout the CONOPS, a reference to system administrators implies those users with functional administration responsibilities.  Technical System Administration refers to the more technical tasks associated with the management and support of the server and its operating system.  Finally, Database Administration (DBA) refers to the performance management and support of the SPS Database.  The AFCIS SPO at Maxwell-Gunter Annex will provide centralized SA and DBA as required to support field activities.  It should be noted that while these roles have been specifically differentiated, a single person might be designated to serve multiple roles at a site.  Below is a brief summary of the tasks associated with each of these administrative roles:

1.1.1 Section I:  Functional System Administration

· System Administration Module Activities:

· Prepare SPS Application

· Security Model Maintenance and Update 

· Clause Maintenance and Development of Local Clauses

· Local Clause Logic 

· Local Milestones/Local Checklists

· Local Attachments/Smart Attachments

· Approvals and Warrants

· Reports

· (Monthly, Critiques, Congressional Inquiries, Protests, etc.)

· SPS User Administration 

· Analyze Other PD2 System Administration Options

· Buy USA

· Set Asides

· Analysis

· Contract Type

· Auto Order

· Contract Close-out

· Funding (Currency Conversion)

· Vendor and CCR Downloads

· Organizational Maintenance

· Workload Management 

· PALT

· Route

· Gather User/Procurement Profiles

· Team

· EDI (843 Interpretation/EDI UDF File, other EDI transactions [transmit])

· EDA/NAFI (transmit)

· FedBizOpps

· CBD Procedures

· User Preferences

· PD2 Task Maintenance

· CDL Template 

· MOTD

· License

· Reactivate

· Unit of Issue

· Transmit

· Local Information

· CLIN Templates (format)

· Other System Administration Tasks

· PIIN Reassignment Authorization

· Enable Multiple Contract Modification Menu Access Upon Request

· Interface By-Product Procedures

· Cancel PR

· Customer Requested Changes

· Load and Configure SPS Application

· Provide Post-Implementation Support

· Software Installation and Update (Server and Workstation)

· Standard Data Package Download

· Reference Library Updates (SmarText)

· DFARS/FAR Updates (including Clause Logic)

· Help Desk Support

· Maintaining Document Numbering Conventions

· SPS-I 1IL Web Interface : Item Description

· Purging Contract Files

· Year-end Processing

· DD 350/1057 Reporting (prior to electronic transfer); maintaining numbering log at site level

· Remote User Access and Maintenance

· Processing User requests for SA changes (i.e. Procurement Profile, access to SA tasks, etc)

· In-house Training for Back-up SA(s) and Customers

1.1.2 Section II:  Technical/Database System Administration

· Support Mechanisms

· Site Servers

· Workstations

· Database

· Application

· Communication Infrastructure

· Central Database Administration

· CDA Process

· DBA Process

· Site Responsibilities

· AFCIS SPO Responsibilities

· Configuring Databases and Logical Database Devices

· Creating a Database on a Logical Device

· Growing a Database

· Shrinking a Database

· Assessing site SPS performance (look at peak periods); determining triggers and notifications

· Setting Performance Thresholds

· Establishing Automatic Notification of Threshold Breaches

· Implementing a Structured Process to Respond to Breaches

· Automated Backup Procedures

· Developing a Backup and Recovery Plan

· Dumping a Database When the Log Has Been Truncated

· Configuring Multiple Listeners

· Scheduling Backups of Sybsystemprocs

· Increasing the Number of Devices

· Configuring Additional Memory

· Enabling More Processors

· Database Restore with Site SA Cooperation (to fix a critical failure)

· Handling Deadlocks

· Killing Processes

· Increasing the Network Packet Size

· Truncating the Master Database Transaction Log of Fixes

· PD2 Regular Maintenance and Troubleshooting

· Databases and Logical Database Devices

· Database Devices

· Creating a Database on a Logical Device

· Growing a Database

· Shrinking a Database

· Dump Devices

· Transaction Log

· Database Backup and Restore

· Database Backup

· Dumping the Transaction Log

· Database Restore

· Coordinating Sybase Database Backups with Normal File Backups

· Monitoring Usage

· Threshold Procedures

· Killing Processes

· Stopping and Starting a Sybase SQL Server

· DBCC

· Errors and Viewing Error Log

· Maintenance Schedules

· Scheduling Routine Backups

· Recommended Backup Schedule

· Automated Backup Procedures

· Making Routine Backup Dumps

· Dumping a Database when Log has been Truncated

· Scheduling Backups of the Master Database

· Scheduling Backups of Sybsystemprocs

· Truncating the Master Database Transaction Log

· Choosing Backup Media

· Dumping to Files of Disks

· Disk Mirroring

· Operating System Mirroring

Section I: Functional System Administration 

1.2 Prepare SPS Application

The Air Force defined a baseline standard data configuration for installation at all contracting sites.  This data, as discussed in the Introduction:  Procurement Desktop-Defense Background, presents high-level guidance on the procurement process flow.  Sites will tailor this package to address lower-level instructions pertinent to their users.  They must also integrate site templates as appropriate and configure PD² to support their specific user communities, such as assigning users, groups and so forth.

Sites will have primary responsibility for accomplishing the preparatory steps.  Configuring the SPS application will help Air Force sites maximize the benefits they gain from PD², whether timesaving (with pre-loaded templates), organizational (with standard routes and teams), security-oriented (with document and menu access) or otherwise.

For easier reference, Prepare SPS Application topics are divided into those requiring focus group consideration (“Focus Group Topics”) and “Other General Tasks.”

1.2.1 Focus Group Topics

Below are six areas likely to require site-specific consideration in preparing the SPS application.  These may require facilitated focus groups, site meetings or the decision of site experts:

Security Model 

· Define menu and document access rights

Clauses and Clause Logic

· Define local clauses and logic for automatic clause selection for solicitation and award documents

Milestones, Checklists and Attachments

· Define master templates to help enforce standard business practices, reduce duplication of effort and increase efficiency

Approvals and Warrants

· Define approval and warrant authority levels

User Guidance

· Define baseline user guidance resulting from contract operations on PD²

Reporting Requirements

· Identify and consolidate site reporting requirements to request DBA support from the AFCIS SPO

1.2.2 Security Model XE "Security Model" 
[image: image1.wmf]
PD² has three levels of security that work in a kind of hierarchy:

· System security controls access to the application itself through User ID’s and passwords.

· Menu security enables or disables Menu functions based on the access rights defined for users in the security model.  For example, a user may have Requirements Menu access, but no rights to the functions in the Pre-Award/Award or Post-Award Menus.

· Document security assigns rights to specific objects based on the characteristics of the objects and the users in question.

References to PD²’s “Security Model” typically relate to a combination of object and Menu access controls.  Objects in the system may be “containers” such as cabinets and folders, or documents such as Purchase Requests and Solicitations.  Access rights to the objects and functions are controlled transparently in PD² and should effectively translate privileges users would have to containers and documents in the hard-copy world.

The PD² Security Model defines users’ capabilities to read, write, move (drag) and delete objects on their desktops and those of other users.  The general approach to PD² security is that documents are assigned to classes; groups are assigned to classes; and then users are assigned to groups.  These terms are defined in more detail below.  Within a group, Menu options can be disabled for certain users, with inactive options appearing grayed out for users denied those privileges.
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Note:  Air Force representatives participated in a series of focus groups to develop a baseline Security Model to support the Air Force contracting community.  A large percentage of the data required to populate the Security Model will be provided with the installation of PD² supplemented by the Air Force Standard Data.  Air Force sites should refer to the documentation in Baseline Security Model developed by Air Force planners.  These tables not only capture data relevant for entry into the PD² database, they also help to explain the complex three-dimensional Security Model.  Sites will not be starting from scratch in developing their own Security Models; instead, sites will refine the Air Force baseline to fit their circumstances and user communities.  Site responsibilities will focus primarily on populating the PD² database with local user information.  To facilitate completing the minimum user-specific requirements, the CONOPS provides a table of required fields with comments for guidance.  This table, titled PD² System Administration Procurement Profile, is located at the end of the Baseline Security Model section.

What is a group? A group is a collection of users who share the same set of access rules.  Access rules and menu options are defined at the group level, not for individual users.  Groups are generally based on the organizational structure and functional responsibilities of specific users.  Selective access restrictions may be applied on a user-by-user basis.  While individuals cannot be granted privileges beyond those of their specified group(s), they can be denied privileges they would otherwise have as group members.  

What is a class?  A class is a collection of documents that share the same attributes.  Classes are usually based on the different functions or phases (e.g., requirements, post-award) of objects in the procurement process.  A class is associated with an object when the object is created.  Access to objects depends upon three things:

1. the object’s class

2. who owns the object

3. who is viewing the object

How is location involved?  Because PD² provides an online search feature, users can access documents on other users’ desktops.  From the search window, a user’s group may be granted rights not only to view a document located on someone else’s desk, but also to drag that document onto the viewer’s desktop.  Drag is therefore a very powerful right that the Air Force plans to reserve for managers and system administrators.

1.2.3 Baseline Security Model XE "Security Model"  

The Air Force PD² Security Model was established using standard Air Force contracting, organization, and naming conventions.   The security model can be streamlined to meet the needs of each contracting office, however, the following is the minimum group configuration to be used at each Air Force contracting office.  When determining if and how the Security Model may be streamlined to meet specific site-level requirements, offices may elect to map their organizations from an overall view as well as flight/branch specific processes to guide group establishment and user assignment.  

1.2.3.1 Security Model Rules to Remember

The Air Force Security Model provides a foundation from which to customize your site specific requirements.  As such, you may need to make adjustments to the Standard Security Model to suit your particular business processes.  The following list provides some helpful hints to remember if and when you customize your security model:

· A user cannot delete a document from any other user’s desktop

· A user automatically has Read privileges to a document on his/her desktop

· After a document has been approved, it becomes Read-only (regardless of security)

· A user belonging to multiple groups has the “sum” of all the access levels defined for each group

· An individual user cannot be granted privileges that he/she does not have based on his/her group, only denied privileges that he/she would otherwise have as a group member

· There should be a class defined for every object which members of the group can create via the Menu
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Note:  PD² is installed with a sysadmin user and group.  While these are not part of the standard Air Force Security Model, it is essential for initial development of groups and users. Do not delete the sysadmin user or group when developing your security model, for deleting these prematurely may prevent reentry into PD². This precaution is also mentioned in the Air Force Implementation Plan.

Note:  PD² is also installed with two default teams called System and System2.  As it is part of the DoD Standard Data but not the Air Force Standard Data, this team may be deleted, if desired, and replaced with Air Force specific teams.  Due to its dependency on individual user information, the Team Task requires manual input after Air Force Standard Data is installed.  Refer to the table titled: “PD² System Administration Procurement Profile” for further guidance on creating teams.

1.2.3.2 Air Force Security Model Blanket Rules:

These blanket rules were applied in the development of the Air Force Standard Security Model.  They tie Air Force Groups to their rights with respect to the defined Classes of objects:

· SA group has read, write, drag and delete access to all classes on all desktops except XXX Source Selection group

· All groups have write and delete access to their own desktop containers

· Mgt, SAP CO, Large CO, and SA groups have read access to other groups’ documents except XXX Source Selection

· Mgmt group has drag access for all documents on all desktops

· SAP CO, Large CO, CS, CN, Mgmt and XXX Source Selection groups have write access for all classes on their own desktops

· Support group has write access for Funding, and General classes on users’ own desktops

· Review group has write access to General classes on users’ own desktops

· Customers have write access for Funding, Requirements, and General classes on their own desktops

· Finance has write access to General, and Funds on own desktops

· MAJCOM has write access to General classes on users’own desktops

· XXX Source Selection has read, write and drag access to all classes on users’ own desktops

· No one outside a XXX Source Selection group may access XXX Source Selection documents

· XXX Team group has read and drag access to all classes on users’ own desktops. The purpose of this secondary group is to assign merely read access to documents within a team group. In order to access and edit documents, users would drag documents from a team cabinet onto their own desktops, thereby activating document access as established by their primary group membership
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Note:  The purpose of the secondary group XXX Team is to assign merely read access to documents within a team group.  Users will drag documents from a team cabinet onto their own desktops to activate document access as established by primary group membership.

Note:  Because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the Class Access section.  Once you create teams, they will need to associate class access to those teams accordingly, and may use the tables in this section for guidance.

Note:  Team leaders must be given access to the team cabinet through system administration in order for them to be able to see the cabinet on their desktop.

In addition to the Air Force blanket rules, several default system rules apply.  These supersede customized access rights:

· All groups have read access to all classes on fellow group members’ desktops

· All users have drag access on their own desktops

· No users have write access on other users’ desktops

1.2.3.3 Air Force Standard Groups XE "Security Model:Groups" 
The Air Force Security Model was established using standard Air Force contracting, organization and naming conventions.  This baseline can be customized to meet the needs of each contracting office.

	Standard Group Code
	Standard Description

	Mgmt

(Management)
	Identifies the Squadron Commander, Deputy, Director of Contracting Operations, and Contracting Superintendent.

	SAP CO 
	Identifies warranted contracting officers whose authority is limited to actions under the Simplified Acquisition Procedure (SAP) threshold.

	Large CO
	Identifies warranted Contracting Officers with authority to execute formal acquisitions.

	CS

(Contract Specialist)
	Identifies contracting professionals who do not possess Contracting Officer authority but work under the guidance of a Contracting Officer. The term contract specialist is a generic descriptor for this level of individual whose formal job title on his or her position descriptor may differ.

	CN

(Contract Negotiator)
	Also identifies contracting professionals who do not possess Contracting Officer authority but work under the guidance of a Contracting Officer.

	Support

(Administrative Support)
	Identifies individuals responsible for satisfying the office administrative duties of the typical contracting office.  These positions include, but are not limited to, Executive Secretary, information specialists, file clerks, receptionists, etc.

	Review

(Reviewer)
	Identifies individuals who perform specialized functions associated with the typical contracting process.  These positions include, but are not limited to the Small Business Specialist, individuals responsible for the development and implementation of policy and procedures, contract review, and pricing functions.

	Customer
	Identifies those individuals/organizations supported by the local contracting office with access to PD².

	SA

(Functional/Technical System Administrator)
	Identifies individuals responsible for the daily management of the Standard Procurement System.

	Finance
	Identifies supporting accounting and finance personnel who have access to PD². Includes the ABSS funds manager.

	MAJCOM
	MAJCOM LGC or PK staffs who have policy oversight of the contracting office.

	XXX Source Selection
	An ad hoc group designed for specific source selection. This will ensure that source selection documents are properly protected from release to individuals outside the source selection team.

	XXX Team
	An optional group which provides universal rights within team cabinets.

Note:  As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the Class Access.  Once you create teams, they will need to associate class access to those teams accordingly, and may use the tables in this section for guidance.


Remember that Groups are defined by access rights and not necessarily by job titles.  If a clerk in your office has buying privileges, she/he should probably be given limited membership in the CS Group.  This can be accomplished by denying certain privileges on a user level.  Other adjustments may also be necessary.

Note:  As a system administrator, you will also notice a group called “sysadmin,” for system administration.  This is a default Group into which an automatic user assignment is made upon creation of the database.  While this is a system set-up security measure and should be preserved, it has no other bearing on the site security model.

1.2.3.4 Air Force Standard Classes XE "Security Model:Classes" 
There may be cases in complex organizational structures where it is advantageous to have different groups (e.g., small purchase and contracts) create the same object (e.g., SF 18) into different classes (small purchase and pre-award).  However, in most cases, all groups will create objects into the same class.

The Air Force classes are fairly straightforward.  Following is a table documenting these and their related object assignments.  The basic list includes: Funding, Requirements, Pre-Award/Award, Post-Award, DeskTop Container Objects, General, and Funds Certification.

	Standard Class
	Standard Documents Included

	Funding
	PR Modification

Purchase Request

IPR (DD Form 448)

	Reqmt:

(Requirements)
	CDRL (DD Form 1423)

Contract Security Classification Specification (DD Form 254)

	Pre/Awrd:

(Pre-Award/Award)
	Accounting Pre-Award Survey (SF 1408)

Architect-Engineer Contract (SF 252)

BPA Master Agreement (DD Form 1155)

Construction Contract Award (SF 1442)

Construction Solicitation (SF 1442)

Construction Solicitation Amendment (SF 30)

External Award/Contract (SF 26)

Financial Pre-Award Survey (SF 1407)

Imprest Fund

Offer Evaluation

Pre-Award Survey Request (SF 1403)

Production Pre-Award Survey Request (SF 1405)

Small Purchase Award (DD Form 1155)

Quality Assurance Pre-Award Survey Request (SF 1406)

Technical Pre-Award Survey Request (SF 1404)

Award/Contract (SF 26)

DD 350

DD 1057

Commercial Contract Award (1449)

IOQ (DD form 1707)

BPA CallD.O. (DD Form 1155)

Commercial D.O. (DD Form 1449)

RFQ (SF 18)

RFQ Amendment (SF 30)

Commercial Solicitation (SF 1449)

Commercial Solicitation Amendment (SF 30)

Solicitation Amendment (SF 30)

Solicitation Offer & Award (SF 33)

Large Purchase (SF 33)

	PostAwrd:

(Post Award)
	Architect-Engineer Contract Mod (SF 30)

Award Status

Construction Award Mod (SF 30)

Contract Closeout Checklist (DD Form 1597)

Contract Completion Statement (DD Form 1594)

Contract Mod (SF 30)

Delivery/Payment Tracking Source

Multiple Contract Modification (SF 30)

P.O./D.O. Mod (SF 30)

Commercial Award Modification (SF 30)

Commercial D.O. Modification (SF 30)

BPA Call Modification

BPA Master Modification (SF 30)

Large Purchase Modification  (SF 30)

	DeskTop:

(Desktop Container Objects)
	Desktop Object Inbox

Outbox

Workload Folder

Team Cabinet

Cabinet

Envelope

Folder

	General:
	Attachment

Checklist

Customer Feedback Form

Milestone Plan

Memorandum of Agreement

Vendor Dispute Tracking

CBD Announcement

SML

CDL

Audit Tracking

Correspondence Log

Vendor Performance Evaluation

	Funds:

(Funds Certification)
	Funds Doc for DD Form 1155

Funds Doc for DD Form 1155 Mod

Funds Doc for SF 26

Funds Doc for SF 30 Mod

Funds Doc for SF 1442

Funds Doc for SF 1442 Mod

Funds Doc for SF 1449

Funds Doc for SF 1449 Mod

Funds Doc for SF 252

Funds Doc for SF 252 Mod

Funds Doc for SF 33 (Projected for release, date still to be determined)

Funds Doc for SF 33 Mod (Projected for release, date still to be determined)


1.2.3.5 Air Force Menu Options XE "Security Model:Menu Options" 
In the Security Model section, you will find a table listing the Menu options assigned to each group for each Menu item available in PD² v.4.1.  Blanket access rules were applied in the assignment of Menu privileges.  Users do not require Menu access to read a document, only to create one. (To read a document, double-click on the icon.)  Exceptions to this general rule include non-standard Menus that do not apply to document creation, but are informational or functional, such as: Alerts, Analyze, Approvals (which opens up the Approval Sheets), Attachment Information, Change, Notes (which open Notes without opening documents), Properties, Reports, Rename, Renumber, Route, Search, User Workload, Workload Management and Automatic Assignment of workload. 

Certain Menu items (such as the Reference Library or “Exit”) are available to all groups, but most Menu items can be turned on or off.  Note that a group must have access to a parent Menu in order to reach the sub-menus.

Having a Menu option does not supersede security.  If users cannot write to forms or Reports, or cannot create SMLs, Modifications or Amendments, they should not have Menu access to those objects and functions.  (It is possible to have more Menu options than you can actually use, if your security and document access rights are limited.)  

One such example in the Air Force Security Model is “delete” access, which has been granted to all groups at the parent Menu level.  All users were given the right to delete Desktop Container Objects in the Air Force security model “blanket rules.”  However, users will not have rights to delete objects normally restricted from deletion by the Security Model.  In fact, under the Air Force blanket rules only System Administrators can delete PD² objects other than desktop containers.  For removal of unwanted forms and other documents, the Air Force established a convention for routing unwanted materials to a “Trash” cabinet for System Administrators to access and empty.  This is described in Part 2: User Guidance.

TABLE 1:
STANDARD SECURITY MODEL MENUS BY GROUPS 

	Groups:
	MGT
	SAP CO
	LG CO
	CS
	CN
	Support
	SA
	Review
	Customer
	Finance
	MAJCOM
	XXX SS
	XXX Team

	Menu Name
	
	
	
	
	
	
	
	
	
	
	
	
	

	File
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	New
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Cabinet
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Envelope
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Folder
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Shortcut
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Open
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Close
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Delete
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Cancel
	
	
	X
	X
	
	
	X
	
	
	
	
	
	

	Change
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Rename
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Renumber
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Search
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Properties
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Print
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Print Preview
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Print Setup
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Note
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Approvals
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Route
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Exit
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	

	Edit
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Copy
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Cut
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Paste
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Procurement
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Requirements
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	PR Form
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	Copy PR 
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	MIPR (DD  448)
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	Security (DD 254)
	X
	X
	X
	X
	X
	X
	X
	
	X
	
	
	X
	

	CDRL (DD 1423)
	X
	X
	X
	X
	X
	X
	X
	
	X
	
	
	X
	

	PR Modification
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	Release Modification
	X
	X
	X
	X
	X
	X
	X
	
	X
	X
	
	X
	

	Pre-Award/Award
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Solicitations
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Solicitation Mailing List
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	IOQ (DD Form 1707)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	RFQ (SF 18)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	RFP/IFB (SF 33)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial Solicit SF1449)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Construction Solicit (SF 1442)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Release Solicitation
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Amendment (SF 30)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial Solicit Amend 
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Construction Solicit Amend 
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Release Amendment
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Pre-Award Survey Forms 
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	General (SF 1403)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Technical (SF 1404)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Production (SF 1405)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	QA (SF 1406)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Financial (SF 1407)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Accounting System (SF 1408)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Offer Evaluation
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Certify Funds
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Funding Document
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Apply Document
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Awards
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	A & E Contract (SF 252)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	BPA Master - (DD 1155)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial Purchase(SF 1449)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Construction Purchase (SF 1442)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	External Award
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Imprest Fund Disbursement
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Large Purchase (SF 26)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Large Purchase (SF 33)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Simplified Purchase (DD 1155)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Automatic Ordering
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Release Award
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	FPDS Reports
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	DD Form 1057
	X
	
	
	
	
	
	X
	
	
	
	
	
	

	DD Form 350
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Audit Tracking
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Vendor Dispute Tracking
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Post-Award
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Modification (SF 30)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	A & E Contract (SF 252)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	BPA Master Agreement  (DD 1155)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	BPA Call
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial (SF 1449)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial DO (SF 1449)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Construction (SF 1442)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Large Purchase (SF 26)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Large Purchase (SF 33)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Simplified Purchase (DD 1155)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Multiple Contracts 
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Release Modification
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	FSS/DO/TO (DD Form 1155)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Commercial DO (SF 1449)
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	BPA Call
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Imprest Fund Management
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Award Status
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Vendor Performance
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Audit Tracking
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Vendor Dispute Tracking
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Closeout
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Contract Completion Statement  (DD 1594)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Contract Closeout Checklist  (DD 1597)
	X
	
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Payment Schedule
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Retention Date
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Closeout Award
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Termination
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Terminate
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Rescind Termination
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Contract Data Cover Sheet
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Delivery
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Add Delivery
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Modify Delivery
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Discrepancy Report
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Add Discrepancy Report
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Modify Discrepancy Report
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Summary Discrepancy Report
	X
	X
	X
	X
	X
	
	X
	
	X
	
	
	X
	

	Payment Request
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Add Payment Request
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Modify Payment Request
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Payment
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Add Payment
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Modify Payment
	X
	X
	X
	X
	X
	
	X
	
	
	X
	
	X
	

	Create Tracking Source
	X
	X
	X
	X
	X
	
	X
	
	X
	X
	
	X
	

	Milestone Plan
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Checklist
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Contract Distribution List
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	CBD Announcement
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	Correspondence Log
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Memorandum of Agreement
	X
	
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Attachment
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	New  
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Information
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Analyze
	X
	X
	X
	X
	X
	X
	X
	X
	
	
	X
	X
	

	Customer Feedback Form
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	EDI Transmit
	X
	X
	X
	X
	X
	
	X
	
	
	
	
	X
	

	DD 1057 Feeder Information
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Reports
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Workload Management
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Automatic Assignment
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Assign
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	Configuration Parameters
	X
	X
	X
	
	
	
	X
	
	
	
	
	
	

	User Workload
	X
	X
	X
	X
	X
	X
	X
	
	
	
	
	X
	

	Reference
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Utilities
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Document Import
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Document Export
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Word Processing
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Spreadsheet
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Alert
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Create
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	Alert Manager
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	

	System Administration
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Org. Maintenance
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Vendor Maintenance
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Other Org. Maintenance
	
	
	
	
	
	
	X
	
	
	
	
	
	

	Preferences
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	External Interface
	
	
	
	
	
	
	
	
	
	
	
	
	

	Issue Tracker
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Toolbar
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Window
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	

	Cascade
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Layer
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Tile
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Tile Horizontal
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Arrange Icons
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Help
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX

	Procurement Desktop
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	System Administration
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Procurement Glossary
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Data Model
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Data Flow Reference
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Using Help
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	Release Notes
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X
	X

	About PD2
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX
	XXX


(
XXX = Menus/menu items all users may access & are not configurable.

(
Visual clue that item is top-level menu.

(
Visual to show items within box belong to same top level menu.

TABLE 2:
STANDARD SECURITY MODEL CLASS ACCESS FOR GROUP

CLASS ACCESS FOR GROUP:  MGT

CLASS OF OBJECTS

	
	MGT 
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	RW/M-
	RW/M-
	RW/M-
	RW/M-
	RW/MD-
	RW/M-
	RW/M-

	
	SAP CO
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	LG CO
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	CS
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	OWNING
	CN
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	GROUP
	SUPPORT
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	REVIEW
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	CUSTOMER
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	SA
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	FINANCE
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	MAJCOM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-

	
	XXX SS
	-/--
	-/--
	-/--
	-/--
	-/--
	-/--
	-/--

	
	XXX TEAM 
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the MGT group have:

· Write and Delete access to their own desktop containers

· Read access to other groups’ documents except XXX Source Selection group

· Drag (Move) access for all documents on all desktops except XXX Source Selection group

· Write access for all classes on their own desktop

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  SAP CO

CLASS OF OBJECTS

	
	SAP CO
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	SAP CO
	RW/-
	RW/--
	RW/--
	RW/--
	RW/-D
	RW/--
	RW/--

	
	LG CO
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	CS
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	OWNING
	CN
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	GROUP
	SUPPORT
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	REVIEW
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	CUSTOMER
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	MAJCOM
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the SAP CO group have:

· Write access for all classes on their own desktops

· Delete access to their own desktop containers

· Read access to other groups’ documents except SA and XXX Source Selection groups 

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  LG CO

CLASS OF OBJECTS

	
	LG CO
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	SAP CO
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	LG CO
	RW/--
	RW/--
	RW/--
	RW/--
	RW/-D
	RW/--
	RW/--

	
	CS
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	OWNING
	CN
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	GROUP
	SUPPORT
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	REVIEW
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	CUSTOMER
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	MAJCOM
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--
	R-/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the LG CO group have:

· Write access for all classes on their own desktops

· Delete access to their own desktop containers

· Read access to other groups’ documents except SA and XXX Source Selection groups 

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  CS

CLASS OF OBJECTS

	
	CS
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	RW/--
	RW/--
	RW/--
	RW/--
	RW/-D
	RW/--
	RW/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M


SUMMARY RULES:  Users in the CS group have:

· Write access for all classes on their own desktops

· Write and Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  CN

CLASS OF OBJECTS

	
	CN
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	RW/--
	RW/--
	RW/--
	RW/--
	RW/-D
	RW/--
	RW/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the CN group have:

· Write access for all classes on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  SUPPORT

CLASS OF OBJECTS

	
	SUPPORT
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	RW/--
	R-/--
	R-/--
	R-/--
	RW/-D
	RW/--
	R-/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the SUPPORT group have:

· Write access for Funding, General, and Desktop classes on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  REVIEW

CLASS OF OBJECTS

	
	REVIEW
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	R-/--
	R-/--
	R-/--
	R-/--
	RW/-D
	RW/--
	R-/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the REVIEW group have:

· Write access to Desktop and General class objects on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  CUSTOMER

CLASS OF OBJECTS

	
	CUSTOMER
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	RW/--
	RW/--
	R-/--
	R-/--
	RW/-D
	RW/--
	R-/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the CUSTOMER group have:

· Write access for Funding, Requirements, Desktop, and General on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  SA

CLASS OF OBJECTS

	
	SA
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	SAP CO
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	LG CO
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	CS
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	OWNING
	CN
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	GROUP
	SUPPORT
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	REVIEW
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	CUSTOMER
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	SA
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	FINANCE
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	MAJCOM
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM 
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD
	RW/MD


SUMMARY RULES:  Users in the SA group have:

· Read, Write, Drag (Move), and Delete access to all classes on all desktops except XXX Source Selection group

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  FINANCE

CLASS OF OBJECTS

	
	FINANCE
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	RW/--
	R-/--
	R-/--
	R-/--
	RW/-D
	RW/--
	RW/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the FINANCE group have:

· Write access to Desktop, General, and Funds on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  MAJCOM

CLASS OF OBJECTS

	
	MAJCOM
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	R-/--
	R-/--
	R-/--
	R-/--
	RW/-D
	RW/--
	R-/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the MAJCOM group have:

· Write access to Desktop and General class objects on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  XXX SOURCE SELECTION

CLASS OF OBJECTS

	
	XXX SS
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	RW/M-
	RW/M-
	RW/M-
	RW/M-
	RW/MD
	RW/M-
	RW/M-

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the XX X SOURCE SELECTION group have:

· Read, Write, and Drag (Move) access for all classes on their own desktops

· Delete access to their own desktop containers

· Read and Drag (Move) access to documents within XXX Team cabinets

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

CLASS ACCESS FOR GROUP:  XXX TEAM

CLASS OF OBJECTS

	
	XXX TEAM
	FUNDING
	REQMT
	PREAWD/AWD
	POST AWD
	DESKTOP
	GENERAL
	FUNDS

	
	MGT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SAP CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	LG CO
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	OWNING
	CN
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	GROUP
	SUPPORT
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	REVIEW
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	CUSTOMER
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	SA
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	FINANCE
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	MAJCOM
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX SS
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--
	--/--

	
	XXX TEAM
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-
	R-/M-


SUMMARY RULES:  Users in the XXX TEAM group have:

· Read access to documents within the XXX Team group 

Note:  The purpose of this secondary group is to assign merely read access to documents within a team group. Users would then drag documents from a team cabinet onto their own desktops to activate document access as established by primary group membership

· As mentioned in the Air Force Security Model blanket rules, because the XXX Team represents optional teams, the Air Force Standard Data load does not contain the read and drag rights to XXX Team as annotated in the table above. Once you create teams, you will need to associate class access to those teams accordingly, and may use the table above for guidance

REPORTING ACCESS

Access to Cognos reports is assigned at the group level, with individual write and run privileges designated at the user level.  The following list describes a baseline for assigning group access to various reports according to the Air Force Security Model. Again, once group access is established, you may then determine write or read (run) rights to those reports at the user level.  Since users may have varying access to report information, those reports run by system administrators, or users with system administration report access, will capture the most complete results from available data.

	Report Name
	Groups with Report Access

	Performance History
	Mgt, SAP CO, Large CO, CS, CN, SA, Review, MAJCOM, XXX Source Selection 

	Awards Summary
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Awards by Vendor CAGE
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Associated CORs
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Contract Close-Out Status
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Contract List
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Contracting Officer Totals
	Mgt, SAP CO, Large CO, SA

	MOA Detail
	Mgt, SAP CO, Large CO, SA

	Audit Actions
	Mgt, SAP CO, Large CO, SA

	Dispute Action
	Mgt, SAP CO, Large CO, SA

	Workload Totals
	Mgt, SAP CO, Large CO, SA

	Workload Detail
	Mgt, SAP CO, Large CO, SA

	Detailed Contracts
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	Contract Modifications
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection

	PR Status
	Mgt, SAP CO, Large CO, CS, CN, SA, XXX Source Selection, Customer


1.2.3.6 Security Model Final Checks

If you do adjust the Air Force Standard Security Model, check for these common problems and errors:

· Allowing a group to create objects for which they lack Write access: This should be avoided whenever possible by ensuring that the class assigned to the object type for this group is the one to which the group has Write access.

· Undeletable object classes: At least one group should have the Delete privilege for a given class in the system. Otherwise objects in that class can never be deleted.

· Bad combinations of drag and delete privileges: If user has Delete privileges for an object class on his/her own desktop but not in another group, yet also has the Drag privilege, he/she can drag the object to his/her own desktop and delete it there. Watch out for this one!

· Forgetting to include a system administrator group: There should always be a group with Drag and Delete privileges for most documents in the system to facilitate trouble-shooting.

· Not defining a class for every object that members of the group can create through the menu: The user will receive an error message if he/she selects a menu option to create a form for which he/she has not default class assigned.

1.2.4 PD2 System Administration Procurement Profile

After installation of PD² and Air Force Standard Data (to include Air Force Security Model), sites may utilize this worksheet as a guideline for populating the minimum requirements for site-specific Team, User, and Procurement Profile information. The table lists the System Administration tasks, the order in which they should be accessed, and the fields to populate for proper PD² user functionality. Note the remarks in the Comments column as some mandatory tasks will be pre-populated with Air Force Standard Data upon installation of PD² and will not require additional input before adding users.  While sites may choose to store information in additional System Administration fields, this worksheet outlines the minimal mandatory input per user. For further guidance regarding Air Force standards, refer back to the section on Baseline Security Model, Part 2: User Guidance, or Appendix A: Standard Data Configuration.
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Note:  As noted in the Security Model Rules to Remember, PD² is installed with a sysadmin user and group.  While these are not part of the standard Air Force Security Model, it is essential for initial development of groups and users. Do not delete the sysadmin user or group when developing your security model, for deleting these prematurely may prevent reentry into PD². This precaution is also mentioned in the Air Force Implementation Plan.

Note:  Due to the nature of automated Data Migration and SPS-I (Interfaces), the default user sysadmin will serve as the recipient of migrated and interfaced information. To include the sysadmin user into the Air Force Security Model, be sure the sysadmin user’s primary group is checked for SA and that the default “sysadmin” group is a secondary group for the sysadmin user.

Note:  PD² is also installed with default teams called System and System 2 and a default Trash cabinet under the System team.  As these teams are part of the DoD Standard Data but not the Air Force Standard Data, they may be deleted, if desired, and replaced with Air Force specific teams.  Due to its dependency on individual user information, the Team Task requires manual input after Air Force Standard Data is installed. The table below lists instructions for adding teams and team cabinets. If you wish to add your own Trash team cabinet, follow the directions under the Team Task in the table below. Create a new team called Trash, assign a team leader, include all users in the team, and then create a Trash cabinet for the team. You may then determine read/write/drag/delete access for the team using the tables appearing earlier in this section for guidance. Refer to the System Administration guide under the PD² Help menu as well for additional guidance on adding teams and cabinets.

	SA Task
	Tab
	Mandatory Fields
	Comments

	Class
	
	
	Pre-loaded Air Force standard Classes are provided upon installation of PD².

	Group
	
	
	Pre-loaded Air Force standard Groups are provided upon installation of PD².

	Reports
	
	
	Since report access is granted at the group level, select the appropriate groups and grant access to desired reports. Refer to PART 1: System Administration, for instructions on downloading additional reports from the AFCIS SPO web site.

	Approvals
	
	
	Pre-loaded Air Force standard Approvals are provided upon installation of PD².

	Prefs
	
	
	Setting default preferences is not required, but is recommended. You may elect to accept the installation defaults, after which users can customize preferences from their workstations. To support automated PR’s, the PR follow-up recipient (sysadmin) must have a designated default Issuing Office.  Additionally, to eliminate the necessity to manually add Payment Offices for each award, have buyers set their default pay office within the Prefs Task.

	
	Desktop Preferences
	
	

	
	
	Confirm to exit
	Defaults to checked.

	
	
	Save configuration on exit
	Defaults to checked.

	
	
	Inactivity logout delay
	Defaults to 170 minutes.

	
	
	Notification for new items in Inbox
	Defaults to checked.

	
	
	Check for new Mail every __ minutes
	Defaults to every 10 minutes.

	
	
	Send new Mail every __ minutes
	Defaults to every 1 minute.

	
	
	Auto Ordering Preference 
	Defaults to Award Creation Only.

	
	Notification Preferences
	
	Defaults to select all notifications except:
· Delivery Due Dates

· Notification of Payment Made

· Request for Delivery Status

· Contractor Deficiency Notification Dates

· Contractor Deficiency Exhibit Request Dates

· Payment Request Rejection Notification

	User
	
	
	Enter all PD² users before progressing to the next task.

	
	User
	User Id
	Enter user Id as appropriate (max: 8 characters). User Id is case sensitive.

	
	
	Password
	Enter temporary password (min: 6 characters). Passwords are case sensitive and must be alpha and numeric.

	
	
	Verify
	Verify temporary password.

	
	
	Last Name
	Enter user’s last name.

	
	
	First Name
	Enter user’s first name.

	
	
	Middle Initial
	Middle initial is not required but is recommended.

	
	
	Full Name
	Enter Full Name to represent how user’s name will appear on PD² generated documents.

	
	
	Description
	Enter user’s job description as appropriate.

	
	
	Effective Date
	The From field defaults to today’s date. Leave the To field blank unless user is temporary.

	
	
	User Report Class
	Defaults to reader. Change to writer or admin as required.

	
	Groups
	
	Select user’s group(s) from the list of Air Force standard groups in the left column and add to User’s Groups in the right column. You must select at least one group per user and designate one group as the primary group.

	
	Approvals
	
	Assignment of approval authority codes is required for users with approval authority. Select a user’s approval authority from the list of Air Force standard authority codes in the left column and add to Assigned Authority Codes in the right column. You may select one or multiple authority codes.

	Team
	
	
	Enter all teams before progressing to the next task.

	
	Team
	Team ID
	Enter Team ID as appropriate.

	
	
	Description
	Enter Team Description as appropriate.

	
	
	Team Leader 
	Select a Team Leader from the list of available PD² users. 

	
	
	Team Group
	Select XXX Team from the drop-down list (XXX indicates the specific group name).

	
	Users
	
	Select team members by moving user names from the left column to the right column.

	
	Cabinets
	
	Add team cabinets as required.

	Warrant
	
	
	Pre-loaded Air Force standard Warrants are provided upon installation of PD².  The Air Force Standard Data provides warrants in terms of Firm Fixed Price (FFP) Contract Type only.  If you wish to supplement the Air Force Standard Data with additional warrants of varying contract types and/or dollar values, you may do so within this task.  When determining appropriate warrant information, consider each combination of award type, contract type, and dollar value limits that may be assigned to a particular user based on the types of contracting performed at your site and warrant a user might possess. Example combinations include: GSA-FFP-Unlimited, GSA – FFP - < 100,000, or Contract – COST- < 10,000.

	Proc Profile (User Procurement Profile)
	
	
	Procurement Profiles are mandatory for users who will create solicitation and award documents as well as warranted users.

Note: you cannot create a profile for the system default user sysadmin.

	
	User
	User
	You may only create profiles for existing PD² users displayed in the drop-down list. 

	
	
	Address
	If Organization Maintenance has not yet been populated, select New from the Organization Search window after attempting to add an address from the User tab, and launch Organization Maintenance. Mandatory fields in Organization Maintenance include: 

· Organization Name

· Street Address

· City

· State

· Zip Code

· Short Code

· Contracting Office Code (for population of DD350 Block A3)

· Phone Number

· Fax Number

· UIC

· Address Type (at least one)

	
	
	Phone
	Phone numbers are required for population of contract documents.

	
	
	Fax
	Fax numbers are required for population of contract documents.

	
	
	PIIN UIC
	Insert the first six characters of contract number configuration.

	
	
	Call/Order Code
	The two-digit code is required for users authorized to place D.O.’s against External Awards.

	
	Warrant
	
	Warrant assignment is mandatory for warranted users.

	
	
	Warrant
	Select a warrant from the available Air Force standard warrants in the drop-down list.

	
	
	Warrant number
	Enter warrant number.

	
	
	Issue date
	Issue date defaults to today’s date. If the warrant’s issue date is to occur in the future, change to the desired date of issue.

	
	
	Receive date
	Insert the date from previous Issue Date field.

	
	
	Status
	Select appropriate warrant status from the drop-down list.

	
	
	Status date
	Status Date populates according to the Status field.

	
	
	Issuing organization
	Click Add to launch Organization Maintenance from which to select or add a desired address.


1.2.5 Clauses XE "Clauses"  and Clause Logic

1.2.5.1 Clause Logic XE "Clause Logic" 
The central concept of clause logic is the idea that clause rules are used to limit, or focus, the instances when clauses are appropriately included in solicitations and contracts.  A clause rule can be created which has no limitations, thus meaning that the rule will always be true and the associated clause will always be selected.  A clause rule can be created which has one or more limitations, thus focusing the instances that are appropriate for the associated clause to be included in the document.  

When a clause rule is created, it includes various limitations (described below) that can be thought of as existing in three states: present, not present, and indifferent.

· If the limitation is to be “present,” it is a very specific state.  

· Example 1: If the limitation is an “FFP” line item, the line item must be FFP for the limitation to be true.  It cannot be any other type of line item.  It can only be the exactly defined limitation.

· Example 2: If the limitation is that the total dollar value is to be “>$100,000,” the total dollar value may be any value in excess of $100,000.  It cannot be less than or equal to that value.

· Example 3: If the limitation is that the total dollar value is to be between two dollar values, multiple limitations may be defined.  If the limitation is to be a total dollar value between $100,000 and $500,000, the limitations may be defined as “>$100,000” and “<$500,000.”  Any dollar value between the two values will meet the limitation; any dollar value outside of the range fails to meet the limitation.
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Note:  When using multiple quantity limitations, the system administrator should ensure that impossible limitations are not defined.  For example, a dollar value cannot be greater than $500,000 and less than $100,000 at the same time.

· If the limitation is to be "not present", it is a less specific state.

· Example 1:  If the limitation is a “Not FFP” line item, the line item can be any type except FFP for the limitation to be true.  It can be anything other than the exactly defined limitation.  Use of multiple “not present” limitations allows definition of a set of true data.  

· Example 2:  If the limitation is to be any fixed price line item, the limitations can be defined as “Not COST,” “Not CPAF,” “Not CPIF,” “Not CPIF,” “Not CS,” “Not LH,” “Not LTR,” and “Not T&M.”  This means that the limitation is defined as being any fixed price line item type.

· If no limitation is identified, the system is “indifferent” to the state of the data.  

· Example 1:  If no line item type limitation is identified, then any line item type may be selected, and the limitation is still true.  

· Example 2:  If no limitation on the type of document is identified, the rule will be true for all document types.

Data criteria, characteristics, and clause rules that begin with “PD2” are not editable, nor may they be deleted by the local system administrator.  This protects the integrity of the provided clause logic and data.

Understanding automatic clause selection and the associated clause logic set requires an understanding of four inter-related system administration tasks.  The tasks are Clause, Clause Rules, Characteristics, and Format.  The Clause task is used to integrate all aspects of clauses and clause rules, and to specify how and where selected clauses generate into the procurement document (solicitation, amendment, award, or modification).  

For additional guidance on the specifics of the Air Force utilization of Clause Logic and its associated tasks, refer to the Air Force FAR site at: http://farsite.hill.af.mil.

1.2.5.2 Clause Task XE "Clause Task" 
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The Clause task contains both FAR and DFARS clauses that are pre-loaded into the PD² database.  Each clause is associated with a clause rule that determines when it can be applied to a solicitation or a contract using the Auto Select Clause feature.  In addition, the section clause location in different contract formats can be assigned in the task. 

The system administration Clause task is used to:

· Define clauses:

· Clause Number – used to identify the clause using a number or name (i.e., 52.203-2).

· Clause Title – used to identify the clause using a name (i.e., Certificate Of Independent Price Determination).

· Regulation – used to identify the source of the clause (i.e., FAR, DFARS, Local, etc.)

· Effective Date – used to identify the effective date of the clause (documents cannot pull in clauses that have effective dates in the future).

· Reserve Date – used to identify the reserve date of the clause (documents cannot pull in clauses that have been reserved prior to the date identified; reserve dates may be identified for future reservation).

· Substantially the same as – identifies clauses whose text may be changed by the user; allows the user to open the clause in a read/write status from the clauses tab of line item detail.

· Fill-in – identifies clauses with data to be filled in by the user; allows the user to open the clause in a read/write status from the clauses tab of line item detail.

· Notify on Change – identifies whether users with unreleased solicitations containing the clause are to be automatically notified when the clause is revised.

· User Editable – identifies whether users have the authority to change the clause from full-text to by reference (and vice versa) or to delete the clause using the delete or include/not include function.

· Usage Text – identifies the appropriate conditions for use of the clause.

· Clause text – identifies the text of the clause.

· Associate clause rule(s) with clauses

· Define whether the clause should pull in by full text or by reference, whether the clause is required, required when applicable or optional

· Specify in which section of various formats the clause is to be placed.

1.2.5.3 Clause Formatting XE "Clauses:Clause Formatting" 
Following are formatting instructions to be applied when entering clauses into PD².  These instructions will ensure that manually entered clauses appear in the same typeface and layout as the system-driven clauses:

· All text is in Times New Roman font.

· All text is in font size 10.

· All title lines are capitalized, with the exception of an alternate clause number. 

· There is a line space between the title and the clause text.

· All paragraphs and subparagraphs are left justified.

· Paragraphs and subparagraphs have no indentation.

· There is a blank line at the end of the clause text.

For example, FAR 52.203-3 appears as follows:

52.203-3

GRATUITIES (APR 1984)  [There are 6 spaces between the clause and the text]

(a) The right of the Contractor to proceed may be terminated by written notice if, after notice and hearing, the agency head or a designee determines that the Contractor, its agent, or another representative-- 

4. Offered or gave a gratuity (e.g., an entertainment or gift) to an officer, official, or employee of the Government; and 

5. Intended, by the gratuity, to obtain a contract or favorable treatment under a contract. 

(b) The facts supporting this determination may be reviewed by any court having lawful jurisdiction. 

(c) If this contract is terminated under paragraph (a) of this clause, the Government is entitled – 

6. To pursue the same remedies as in a breach of the contract; and 

7. In addition to any other damages provided by law, to exemplary damages of not less than 3 nor more than 10 times the cost incurred by the Contractor in giving gratuities to the person concerned, as determined by the agency head or a designee. (This subparagraph (c)(2) is applicable only if this contract uses money appropriated to the Department of Defense.) 

(d) The rights and remedies of the Government provided in this clause shall not be exclusive and are in addition to any other rights and remedies provided by law or under this contract. 

The title line of FAR 52.202-1 Alternate I appears as follows:

52.202-1 Alt I
DEFINITIONS (OCT 1995) - ALTERNATE I (APR 1984)

Clauses in the standard numbered format displayed in the Clause Administration task are sorted first by regulation, then by section, subsection, and finally by clause number. For example, if “X” represents the regulation, “Y” represents the section, “Z” represents the subsection, and “AAA” represents the clause number, then the standard numbered format for a clause would be “X.Y-Z AAA.” Any “non-standard” clauses (i.e. not in the format “number.number-number” or “number-number.number-number”) are sorted alphabetically after clauses in the standard numbered format.

For proper EDI transmission of local clauses, be sure to identify the fill-in boxes of newly created clauses.

1.2.5.4 Clause Rule XE "Clause Rule" 
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The Clause Rule feature determines clause selection.  This task establishes the rule, associated data criteria characteristics, and clauses.  The feature also provides the ability to build the query select statement to automatically pull in the clause when creating the solicitation or award.  Clause rules for FAR and DFARS clauses are included in PD².

Clause Rules can be defined using a combination of data criteria, document characteristics, imbedded routines, and clause inclusion.  These are used to define the clause applicability limitations defined above.  The clause rule is used to define when it is appropriate for the associated clause to be automatically included into, or recommended to, the procurement document.  Another way to think of the rule, is that it restricts when the rule can be called.  A rule that has no data criteria, characteristics, or embedded routines (SQL statements) has no limitations.  Therefore, the rule will always be true; any clause with which it is associated will be pulled into all procurement documents.  Adding data criteria, characteristics, or embedded routines to the rule adds restrictions on when the rule can be true, and therefore when the clause will be pulled into the document.  Sources of data that can be used to define a clause rule:

· Data criteria are defined as comparisons against data elements already entered by the user, or calculated from data entered by the user.  Data criteria may be entered into fields, selected from drop-down lists, be numerically compared to calculated values such as the total dollar value of line items, extracted from a character string such as the procurement instrument identification number (PIIN), highlighted radio buttons, etc.  

· Document characteristics are things that may be applicable to an acquisition that is not available as a data criteria.  In the paper world, many of these things were made part of the document by adding a clause.  They are defined by the need for an additional data point not already available elsewhere in the database.

· SQL statements (embedded routines) are look-up routines that look for certain items in the database.  The only one in the system currently looks back through the chain of documents to ascertain if a DD254 is associated with the procurement action.

· Clause inclusion is used to identify other clauses which must be present or absent for a specified clause to be defined as being applicable.  For example, when the regulation prescriptive language states that Clause X is used when Clause Y or Clause Z are used, then Clause Y or Z being present can be defined in the clause rule.  Alternatively, if Clause A is to be used when Clause B is not used, then the Clause A rule can include the requirement that Clause B is not present.

1.2.5.5 Characteristics XE "Clause Logic:Characteristics" 
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The Characteristics task is a tool to refine clause selection based on established categories, such as product or competition type.  PD² has an initial group of Characteristics established, yet the Air Force may elect to create additional characteristics to support local clauses.

Characteristics that are required by the system administrator to provide an additional data point for the purposes of defining clause rules may be created, deleted or modified using the Chars (Characteristics) task in System Administration.  Those SPS provided characteristics starting with “PD2” are part of the standard data set and cannot be changed or deleted by the system administrator, however, they may be used by the system administrator in creating additional rules for local clauses.  It is recommended that a system administrator who desires to create additional characteristics use a naming convention different than the SPS provided characteristics.  For example, an Air Force site may begin their locally defined characteristics with “AF”.  Categories are used to create groupings of characteristics.  Categories cannot be used in clause logic, but assist the system administrator in grouping like characteristics for ease of use.

1.2.5.6 Format
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Prior to document generation, PD² allows the end user to select the format of the document.  The formats available are determined by those provided in the Standard System data set and the system administrator in the Format task.  This enables you to create, modify, or delete contract formats.  For example, because Communication Services Agreements are not currently supported in PD², you may customize a format to support those contracts.

The Format task is used for two primary purposes; 1) to define the document format, including the sections and content of those sections, which will be used to generate the procurement documents, and 2) to associate appropriate procurement documents (as default, or as available) which may use the defined formats.  It is important to understand that every clause that is to be pulled into a document must have one or more format sections assigned to the clause.  This defines where the clause will be generated into the document.  PD2 uses the assigned UCF section (in the Clause task) to identify  Provisions.  It is important to assign an appropriate UCF section to Local clauses, even if the clause will not be used in UCF documents.  This is how PD2 identifies the Provisions and a) removes them from an award being created from a solicitation, and b) prevents them from being added to a stand-alone award.

1.2.5.7 Automatic Clause Selection XE "Automatic Clause Selection" 
A useful way to understand how automatic clause selection operates and is set up is to use the paradigm of When, What, How, Where.

· The When is defined by the clause rule.  When the clause rule (all of its parts) is true, the associated clause will be appropriate for inclusion in the procurement document, or for presentation to the user for consideration (i.e., in a Not Include status).  

· The What is defined by the association of one or more rules to a clause.  What clause is to be selected When its selection is appropriate based on data entered into the document and characteristics that have been selected.  

· The How is defined after the clause rule is associated with a clause and defines  How the clause is to be pulled into the document (i.e., by full text or by reference; as required, required when applicable, or optional; initially as included or not included).  

· The Where is defined after the clause rule is associated with the respective clause and the How is defined.  For each clause, one or more format sections are specified that define Where the clause may be inserted into the document.  If a clause does not have these sections assigned, the clause will have nowhere to be placed, and therefore will not be selected.

The clause logic data set (1,600 plus rules for FAR and DFARS clauses) has been developed with certain defaults, as follows:

· The clause logic assumes that Simplified Acquisition Process is used for acquisitions under the Simplified Acquisition Threshold, or under $5,000,000 for commercial items.  Under these thresholds, if other than the Simplified Acquisition Process is to be used, then the Non-SAP characteristic must selected.  

· The logic assumes that the acquisition is competitive, unless the data or user selection of conflicting characteristics indicates otherwise.  

· The logic assumes that negotiation is being used if the PD2 solicitation is an RFP or RFQ, or the user selects the matching characteristic for a solicitation created outside of the PD2 database.  

· The logic assumes place of performance is in the United States unless the user selects the Overseas, Guam, United Kingdom, Germany, Italy, or Spain characteristic.

· Except for the Service Contract Act and the Defense Base Act, applicability of all other Acts have been embedded in the clause logic.  If the Service Contract Act or the Defense Base Act apply, the appropriate characteristic must be selected.

· The Simplified Acquisition Threshold is stored as a separate data element; those clause rules that contain SAT look to that data element.  If the SAT changes, the rules will not have to be updated.  The clause rules that contain $100,000 (as specifically defined in the regulations) will remain at the $100,000 level until the rule itself is changed.

1.2.5.8 Clause Logic Examples XE "Clause Logic:Examples" 
· New Clause Logic using existing data criteria and characteristics for Local Clauses.  

A local clause is loaded into the clause database that should be included in solicitations and contracts over the simplified acquisition threshold for all acquisitions for supplies when FAR 52.209-1 or 52.211-5 are used.  The system administrator opens the System Administration, Clause Rule task and clicks the New button.  On the Rule tab, the system administrator enters a name not starting with “PD2”, for example AFMC 1234.  The rule name should be such that the system administrator can easily identify the clause that the rule will be associated with or the circumstances under which the rule will be true.  On the Data Criteria tab, the system administrator selects the “PD2 CON, IFB, RFP, RFQ” data criteria to idicate that the rule is applicable to documents that are a contract, IFB, RFP, or RFQ.  (NOTE:  If the rule is to be applicable to all document types, no document-type data criteria needs to be selected; the system will be indifferent to which type of document is being used.)  The system administrator will also select “PD2 > Simplified Acquisition Threshold” criteria to indicate that the rule is applicable when the total of line item dollar values is greater than the simplified acquisition threshold.  On the Characteristic tab, the system administrator opens the Product Type category and selects the Supply characteristic to indicate that the rule is applicable to the purchase of supplies.  On the Clause Inclusion tab, the system administrator clicks the Add Clause button and uses the search utility to select 52.209-1 and 52.211-5 from the list of available clauses.  The system administrator then selects the “Or” radio button from the Condition block, and the “Present” radio buttons on both clauses.  This indicates that the clause rule is applicable to the presence of either 52.209-1 or 52.211-5 as selected by automatic clause selection or by manual selection of the clauses by the user.  

The clause rule will be true when all of the conditions identified in the rule are true.  If any of the required conditions is missing, the rule will be false.

The system administrator clicks the OK button to save the newly created rule.

The system administrator opens the System Administration, Clause task and uses the search utility to find the applicable local clause, in this case AFMC 1234.  The system administrator highlights the clause and Clicks the “Revise” button.  The system administrator either sets or verifies the effective date of the clause and clicks the “OK” button.  The system administrator verifies or edits information on the Clause tab.  On the Rule tab, the system administrator uses the search utility to find the appropriate clause rule or rules, in this case, clause AFMC 1234.  The system administrator highlights rule AFMC 1234 and moves it to the Selected Rules window using the down arrow.  The system administrator selects the appropriate Required, Incorporation, and Not Include status.  On the Section tab, the system administrator identifies the appropriate format section(s) that the clause should be inserted into by highlighting the section(s) and moving them into the Selected Sections window using the down arrow.

The clause will now be inserted into the section identified by the system administrator for the format selected by the user in the Required, Incorporation, and Not Include status selected by the system administrator when all parts of the clause rule are true.

· Creating a new Data Criteria

Data criteria can be created that looks at data items from drop down lists, numerical fields, text fields, whether a field is filled in, and may use wild-card values to look at “classes” of data.  If the system administrator needs to define a data criteria not already in the list of available PD2 data criteria, this is done through the System Administration, Clause Rule task. 

In this example, the system administrator finds a need for a data criteria for the purchase of  Live Animals (Federal Supply Group 88)(available from a drop-down list).  On the Data Criteria tab, the user clicks the “New” button.  In the Data Criteria Detail screen, the system administrator enters a description of the data criteria, for example, “AFMC Live Animals”.  The “AFMC” is used to specify that the data criteria is not one of the PD2 criteria, but has been created by the organization.  The system administrator selects the appropriate source of the data from the Data Source drop down, in this case, “PD2 CLIN” since the FSC is entered in line item detail.  The system administrator selects the appropriate data attribute, in this case “PD2 FSC Group”.  The system administrator selects the appropriate operator, in this case “=”, because the data criteria is to be equal to FSG 88.  The system administrator clicks the “Add” button to enter the Data Value Detail.  Using the drop down list, the system administrator selects “88” and clicks the “OK” button.  The selected data value will appear in the Data Value window.  The system administrator clicks the “OK” button to save the newly created data criteria.

In a second example, the system administrator finds a need for a data criteria for procurement actions over $123,000.  On the Data Criteria tab, the user clicks the “New” button.  In the Data Criteria Detail screen, the system administrator enters a description of the data criteria, for example, “AFMC Over $123,000”.  The “AFMC” is used to specify that the data criteria is not one of the PD2 criteria, but has been created by the organization.  The system administrator selects the appropriate source of the data from the Data Source drop down, in this case, “PD2 Total Cost”.  The system administrator selects the appropriate data attribute, in this case “PD2 Total Cost”. The system administrator selects the appropriate operator, in this case “>”, because the data criteria is to be greater than the defined value.  The system administrator clicks the “Add” button to enter the Data Value Detail.  The system administrator enters “123000” in the Data Value field and clicks the “OK” button.  The entered data value will appear in the Data Value window.  (NOTE:  When entering numerical values, use only number; do not use commas, dollar signs, or other non-numerical values.)  The system administrator clicks the “OK” button to save the newly created data criteria.

In a third example, the system administrator finds a need for a data criteria to determine whether a certain field has data entered.  On the Data Criteria tab, the user clicks the “New” button.  In the Data Criteria Detail screen, the system administrator enters a description of the data criteria, for example, “AFMC Inspection Level”.  The “AFMC” is used to specify that the data criteria is not one of the PD2 criteria, but has been created by the organization.  The system administrator selects the appropriate source of the data from the Data Source drop down, in this case, “PD2 CLIN”.  The system administrator selects the appropriate data attribute, in this case “PD2 Inspection Level”. The system administrator selects the appropriate operator, in this case “NOT NULL”, which means that the field is not empty (therefore has data entered in the field).  No additional information is required for definition of this data criteria.  The system administrator clicks the “OK” button to save the newly created data criteria.

In a fourth example, the system administrator finds a need for a data criteria to determine if the Additional Shipping Marking started with the phrase “Mark For”.  On the Data Criteria tab, the user clicks the “New” button.  In the Data Criteria Detail screen, the system administrator enters a description of the data criteria, for example, “AFMC Mark For”.  The “AFMC” is used to specify that the data criteria is not one of the PD2 criteria, but has been created by the organization.  The system administrator selects the appropriate source of the data from the Data Source drop down, in this case, “PD2 CLIN”, since the Additional Shipping Marking field is in line item detail.  The system administrator selects the appropriate data attribute, in this case “PD2 Additional Shipping Marking”. The system administrator selects the appropriate operator, in this case “LIKE”, because the data criteria will be used with a wild-card to determine if the entered value meets the defined criteria.  The system administrator clicks the “Add” button to enter the Data Value Detail.  The system administrator enters “Mark For%” in the Data Value field and clicks the “OK” button. The percent sign (%) is the wild card and will cause the data criteria to look for data starting with “Mark For” and  will be indifferent to additional characters in the entered data.  The entered data value will appear in the Data Value window.    The system administrator clicks the “OK” button to save the newly created data criteria.

· Creating a new Characteristic

If the system administrator needs to define a characteristic not already in the list of available PD2 data criteria, this is done through the System Administration, Chars task.  On the Characteristics tab, the user clicks the “New” button.  In this example, the system administrator finds a need for a characteristic for the purchase of  Non-Appropriated Fund (NAF) items.  In the Characteristic Detail screen, the system administrator uses the Category drop down list to select the appropriate Category within which the characteristic will be stored, in this case, “Other”.  The system administrator enters a name for the characteristic in the Name field, for example, “AFMC NAF”.  The “AFMC” is used to specify that the characteristic is not one of the PD2 characteristics, but has been created by the organization.  The system administrator enters a description of the characteristic, in this case, “AFMC Non-Appropriated Funds”.  The system administrator clicks the “OK” button to save the newly created characteristic.

· New Clause Logic using locally created data criteria and characteristics for Local Clauses

A local clause is loaded into the clause database that should be included in solicitations and contracts for acquisition of live animals using non-appropriated funds.  The system administrator opens the System Administration, Clause Rule task and clicks the New button.  On the Rule tab, the system administrator enters a name not starting with “PD2”, for example AFMC NAF Animals.  The rule name should be such that the system administrator can easily identify the clause that the rule will be associated with or the circumstances under which the rule will be true.  On the Data Criteria tab, the system administrator selects the “PD2 CON, IFB, RFP, RFQ” data criteria to indicate that the rule is applicable to documents that are a contract, IFB, RFP, or RFQ.  The system administrator will also select “AFMC Live Animals” criteria to indicate that the rule is applicable when any FSC in the Federal Supply Group 88 is entered into line item detail in the FSC field.  On the Characteristic tab, the system administrator opens the Other category and selects the AFMC NAF characteristic to indicate that the rule is applicable to NAF acquisitions.   

The clause rule will be true when all of the conditions identified in the rule are true.  If any of the required conditions is missing, the rule will be false.

The system administrator clicks the OK button to save the newly created rule.

The system administrator opens the System Administration, Clause task and uses the search utility to find the applicable local clause, in this case AFMC NAF Animals.  The system administrator highlights the clause and Clicks the “Revise” button.  The system administrator either sets or verifies the effective date of the clause and clicks the “OK” button.  The system administrator verifies or edits information on the Clause tab.  On the Rule tab, the system administrator uses the search utility to find the appropriate clause rule or rules, in this case, clause AFMC NAF Animals.  The system administrator highlights rule AFMC NAF Animals and moves it to the Selected Rules window using the down arrow.  The system administrator selects the appropriate Required, Incorporation, and Not Include status.  On the Section tab, the system administrator identifies the appropriate format section(s) that the clause should be inserted into by highlighting the section(s) and moving them into the Selected Sections window using the down arrow.

The clause will now be inserted into the section identified by the system administrator for the format selected by the user in the Required, Incorporation, and Not Include status selected by the system administrator when all parts of the clause rule are true.

· Replacement Clause Logic for PD² Clause Rule

If a system administrator determines that the provided PD² clause rule does not meet the organization’s requirements, the system administrator may create a new local rule and replace the PD2 rule with that local rule.  To do this, the system administrator creates a new local rule as described above, dissociates the PD2 rule, associates the local rule with the clause, defines how the clause is to appear in the document, and assigns/reassigns appropriate format sections.

1.2.6 Milestone Plans XE "Milestone Plans"  and Checklists 

1.2.6.1 Milestone Plan Templates XE "Milestone Plans:Templates" 
[image: image11.wmf]
Milestone Plans track progress throughout the procurement process.  As a System Administrator, you will want to maintain the Air Force standard Milestone Plan templates for adaptation and use by users at your site.  In addition, you may want to develop local Milestone Plan templates.  Refer to Appendix A: Standard Data Configuration for more details on the baseline Milestone Plans. 

Milestone Plan templates help users build their schedules and dependencies for specific procurement actions and then follow the accomplishment of those tasks during the life of the procurement.  PD² can assist in tracking completion of the Milestone steps.

The Air Force defined 15 Milestone Plan templates associated with specific procurement types and actions.  These include:  

· Sealed Bid 

· Competitive Negotiated Award

· Sole Source Negotiated Award

· Delivery Order/Task Order

· Purchase Order

· Exercise Option

· Contract Modification

· Master BPA/BOA

· Letter Contract

· One Pass Order

· Median Agency Source Selection

· Basic Source Selection

· A-76 Cost Study

· Contracting Officer Protest

· GAO Protest

Each template is defined in a separate table in Appendix A: Standard Data Configuration, and includes a column on milestone task durations and another on predecessor steps.

Following is a general description of the features of Milestone Plan templates.  Air Force specifics are discussed at the conclusion of these overviews.  

1.2.6.2 Milestone Dates XE "Milestone Plans:Dates" 
Milestone Plans track three types of dates: planned, revised and actual dates.  PD² contributes to the tracking of each type of date, but the inputs of the system administrator are important in calculating the dates and their sequence.

For planned dates, PD² responds to users’ input of planned overall start and end dates for their procurements by populating planned start and completion dates for specific steps within the procurements.  These are based on the number of days established in the template and any predecessor information that may have been defined by the system administrator for that template.

Revised dates indicate changes in the planned dates (which are fixed for tracking purposes once the Milestone Plan is saved for the first time).  Once saved, altering a Milestone Plan’s descriptions, start and end dates, or dependencies will result in revised schedule dates.

Finally, Actual dates are populated by individual users or automatically by PD² (if the milestone steps were active, the system will record their completion dates automatically).  The actual dates reflect the realities of task completion and can be reported against planned dates.

1.2.6.3 Active Milestones

Documents and Action Types can be associated with Milestone steps for automatic tracking of their completion.  For example, “PR” and “Approve” might be selected to fill a Milestone date for a step titled “Review and approve the Purchase Request.”  System administrators will activate Milestone steps from within the Milestone Plan templates (You will recognize active steps by the association of the document or object icon with the given step.  These appear in the Milestone Plan summary window.).

Once the specified action on an Active milestone is complete, PD² automatically updates the Actual End Date of the Milestone (recall PD² also auto-fills the planned start and finish dates based on duration.).  For example, if you create a Milestone Plan by highlighting a PR document, and designate a Milestone within the Plan as Active, when associated with the Document Type SF 1449, then assign an action of Award, the Milestone Plan will be updated when a SF 1449 is issued against the PR from which the Milestone Plan was created.  It will automatically be marked with an End Date when the SF 1449 is released.

Active Milestones can be locked in the Milestone templates, therefore requiring completion of these actions.  Bear in mind that predecessors to Active Milestones are by default Required steps.  This can be a limitation and is one of the few places the system enforces a given business practice.  As an example, if PR Approve is an Active Milestone with a predecessor, PD² will prevent approval and release of the Purchase Request until the preceding step is accomplished  (Advantages of predecessor and dependent milestones are described below.).

1.2.6.4 Dependent XE "Milestone Plans:Dependent"  Milestones

Milestone steps can be configured such that one or more steps must be accomplished before the next can begin.  These dependencies are defined in the Milestone Plan templates by selecting Predecessor steps from the list box in the Milestone Detail Screen for the given plan.

This functionality works as follows: if you as the system administrator set Milestone One as the predecessor to Milestone Two, you’ve established a dependency.  The planned and revised start dates of the second Milestone will always occur after those of the first, so Milestone Two cannot be reached before Milestone One.

The advantage of defining Predecessor relationships is that PD² will accurately reflect the tasks in your plan with dates that run end to end.  If the links aren’t established, they otherwise appear to begin on the same calendar day.

1.2.6.5 Required XE "Milestone Plans:Required"  Milestones

System administrators can lock milestones into the templates to require task completion.  These Required steps appear in red in the Milestone Summary window.  For example, the Air Force may want to designate DD 350 reporting a required step in award actions to remind users of their necessity.

1.2.6.6 Fixed Duration XE "Milestone Plans:Fixed Duration"  Milestones

System administrators can establish Milestones with Fixed Durations in a Milestone template.  Fixed Duration Milestones are automatically calculated in the system and cannot be changed in the Milestone Plan.

1.2.6.7 Required--Fixed Duration Milestones

The system administrator can also define Required—Fixed Duration Milestones in the Milestone templates.  These Milestones are required and automatically calculated in PD².  A user cannot change these Milestones.

1.2.6.8 Air Force Milestone Set-Up XE "Milestone Plans: Customizing Set-Up" 
In defining the Air Force Standard Data Configuration Milestone Plans, five blanket rules were applied:

· No Milestones were designated “Required” steps.

· All Milestones were designated “Optional” steps.

· No Milestones were designated “Active” steps. 

· Each Predecessor was designated by default as the immediate preceding step.

· Durations signify total days allotted per step and may be tallied for the task’s Procurement Action Lead Time (PALT) total.

The Air Force defined its Milestones at a high-level, with the understanding that sites will supplement the baseline plans as needed.  In general, the Milestone Plans were kept to a minimal number of steps.

1.2.6.9 Customizing the Milestone Plan Templates

System administrators are free to customize Milestone templates, changing such characteristics as:

· The Milestone name

· The duration of the Milestone

· The Predecessor

· The Milestone dates

· The document type to which the Milestone applies

Note:  Users must wait until after the Milestone Plan has been saved before entering revised and actual dates.

1.2.6.10 Checklist Templates XE "Checklist Templates" 
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Checklists are the foundation of the Air Force Standard Data Configuration.  They parallel the electronic contract file format designated by SAF/AQC and divide the procurement process into consecutive increments of related activities and documentation.

The Checklist templates loaded into PD² are limited to a visible field length of 39 characters, meaning many of the checklist steps outlined in the CONOPS Part 2: User Guidance, have been abbreviated in PD².  The shortened versions mirroring the loaded Checklists appear in Appendix A: Standard Data Configuration.  

The Checklist task is a tool to track documents or events associated with a procurement action.  Checklist templates can be tailored to accommodate specific situations.  Each Checklist template is associated with a system module corresponding to a procurement phase:

· Contract Management

· Contract Placement

· Correspondence

· Purchase Requests

· Simplified Acquisition

Air Force Checklist templates were associated with the Purchase Requests, Contract Placement, and Contract Management Modules.  The Air Force created nine Checklist templates, labeled by number for appropriate ordering as follows:

8. Requirements Checklist

9. Pre-Solicitation Checklist

10. Solicitation Checklist

11. Evaluation/Pre-Award Checklist

12. Award Checklist

13. Post-Award Documents Checklist

14. Contract Administration Checklist

15. Labor & Payroll Checklist

16. Payment and Performance Checklist

These Checklist templates may be found in Appendix A: Standard Data Configuration.

1.2.7 Attachment Templates XE "Attachment Templates" 
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This task relates to storing and maintaining Attachment templates.  An Attachment is a 3rd party document (e.g., word-processing or spreadsheet file) imported and linked to the electronic contract file.  While the Attachment template instance and its relationship to a PD² module are created in System Administration, the actual formatting and text must be created within the 3rd party software.  Therefore, attachment documents are not directly accessible in PD² for reporting purposes and their information does not “carry forward” from one document to the next.

Within the Attachment task, the Templates tab includes a Classification drop-down list box.  This drop-down list box contains standard EDI classifications.  When developing templates and template types, be sure to select a classification to ensure proper EDI transmission of the attachment.

Additionally, the PD² attachment feature has been expanded to include automatic attachments.  With automatic attachment capability, you may enter “bookmarks” into the attachment.  A “bookmark” is a predefined fill-in data field within a document.  The bookmark then automatically pulls data into the attachment when launched, eliminating the need for manually entering data into the attachment. 

For ease of reference and to permit effective searching (see Part 2: User Guidance), attachments should be created in accordance with the standard naming conventions adopted by the Air Force.  Once created, the user may modify the text within the Attachment or add new text.

1.2.7.1 Air Force Attachment Templates XE "Attachment Templates" 
First, remember that PD² provides a set of automated forms whose fields are data-driven and will “carry forward” from one form to the next.  Following is a list of the data-driven forms in PD² v.4.1.  This list will expand with future releases of the software, as new functionality is added.

	PD² Data-Driven Forms

	Purchase Request (Generic Requisition Form) and Modification

	DD 254 Security Classification Specification

	DD 350 Individual Contracting Action Report

	DD 448 Military Interdepartmental Purchase Request

	DD 1057 Monthly Summary of Contracting Actions <$25K

	DD 1155 Order for Supplies and Services

	DD 1423 Contract Data Requirements List

	DD 1707 Information to Offerors or Quoters

	DD 1594 Contract Completion Statement

	DD 1597 Contract Closeout Checklist

	SF 18 Request for Quotations

	SF 33 Solicitation and Large Purchase

	SF 1449 Commercial Solicitation, Award and Delivery Order

	SF 26 Award/Contract

	SF 252 Architect –Engineer Contract

	SF 1442 Construction Contract Solicitation and Award

	SF 1403 Pre-Award Survey Request

	SF 1404 Technical Pre-Award Survey Request

	SF 1405 Production Pre-Award Survey Request

	SF 1406 Quality Assurance Pre-Award Survey Request

	SF 1407 Financial Pre-Award Survey Request

	SF 1408 Accounting Pre-Award Survey

	SF 30 Amendment/Modification


1.2.7.2 Air Force Template Types XE "Attachment Templates:Types" 
The 10 Air Force Template Types include:  

· Requirement 

· Pre-Solicitation

· Evaluation/Pre-Award

· Award

· Post-Award

· Contract Administration

· Labor & Payroll

· Payment & Performance

· Source Selection

· General

For proper creation of attachments, be sure to assign a document type to the attachment. 

1.2.7.3 Attachment Modules XE "Attachment Templates:Modules" 
PD² asks you to associate attachment templates with one or more Modules in the system.  There are five system-defined Modules: Purchase Requests, Simplified Acquisition, Contract Placement, Contract Management and Correspondence.

These Modules serve two purposes: they allow you to group attachments by function, and they focus your menu choices when selecting attachments.  To facilitate the Attachment selection process within PD², Air Force Attachments listed in Appendix A will be associated with the appropriate Modules.

1.2.8 Approvals XE "Approvals"  and Warrants XE "Warrants" 
1.2.8.1 Air Force Approval Types XE "Approvals:Approval Types" 
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The Air Force identified 11 Approval Types to use for processing certain procurement documents.  The Air Force Standard Data Configuration shows these Approval Types as synonymous with the defined Approval Authorities.  The 11 Approval Types include:

· Commander/Director of Contract Operations

· Clerk

· Committee

· Contracting Officer Limited

· Contracting Officer Unlimited

· Competition Advocate

· Contracts Specialist/Negotiator

· Division/Flight Chief

· Head of Contracting Activity

· System Administrator

· Small and Disadvantaged Business Utilization Specialist (SADBU).

Refer to Appendix A: Standard Data Configuration, for further detail on Air Force Approval Types.

1.2.8.2 Air Force Approval Templates XE "Approvals:Approval Templates" 
In the course of a procurement action, varying levels of approval may be required depending on the thresholds, sensitivity, or other characteristics of the procurement.  The Air Force Approval Templates – similar to an Approval Sheet in the hard-copy world – were designed to permit users maximum flexibility in completing the approval process. 

Adding multiple authorities to a single Approval Template means each “signature” must be applied before moving to the next step in the procurement action.  For this reason, the Air Force created templates which in most instances require single Approval Authorities; then the service built additional add-on’s to affix when the procurement exceeds the lower-level threshold or criterion (e.g., Head of Contracting Activity).

The Air Force defined 44 Approval Templates, which are listed in Appendix A: Standard Data Configuration of the CONOPS.  In reviewing the tables in Appendix A: Standard Data Configuration, you’ll note that some duplication exists where two versions of a template were developed so users could choose the one fitting the nature of the procurement handled (e.g., Clearance [Sole Source/Competitive], which may require committee review).  You will also find asterisks where the document may require an additional “hca” template.

Finally, the Approval Templates defined will not accommodate external review and approval bodies (e.g., finance, customers, JAG) who are not parties to PD².  Separate conventions must be applied to integrate these participants when they become PD² users.

1.2.8.3 Warrants XE "Warrants" 
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A warrant represents granted authority to obligate Government funds in a specified dollar range.  In PD², a warrant identifies the level of authority required to release documents.  PD² supports the definition of warrants based on dollar value and contract type.

1.2.8.4 Air Force Warrant Types XE "Warrants:Warrant Types" \t "See" 
The Warrant Types feature in PD² provides a means for grouping similar Warrants.  The Air Force defined two Warrant Types for the contracting community: PCO/ACO and TCO.  The TCO distinction was made to accommodate cases where a unique termination warrant authority is required.

1.2.8.5 Air Force Warrants

The Air Force defined six Warrant thresholds for the PCO/ACO Warrant Type and one for TCO.  The six PCO/ACO warrants include:

· Unlimited

· <10 Million

· <5 Million

· <1 Million

· <100 Thousand

· <25 Thousand

The Warrants defined are for typical threshold levels.  These are intended to provide guidelines; therefore bases can revise them as necessary to match their specific warrants and threshold levels.  The Air Force Warrants are also set by dollar threshold, with a blanket application across all contract types.  

While each buyer can have only one Warrant Type, PD² provides other parameters to control Warrant authority: Award Type and Contract Type.  Therefore, Air Force bases can further tailor the baseline Warrants model to distinguish the contract types which, again, the baseline model does not do.  

Refer to Appendix A: Standard Data Configuration for the system defined options for these parameters.

1.3 Reporting Requirements

1.3.1 Reports XE "Reports" 
AMS has integrated third party tools, Cognos’s Impromptu® and PowerPlay®, as the PD² ad-hoc reporting module.  Licenses for Cognos have been integrated with PD² software.  These tools will empower users to develop queries and reports without learning the complex database syntax and schemes; thus effectively insulating users from the complexity of the database, the data dictionary and table joins.
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The Reports feature allows you to define security access rights to reports as well as add or delete the reports available to users.  As new reports are created within PD², only the creators have default access.  Report access must therefore be granted at the group level through the Reports Task.  Users in PD² must then be granted either write or read (run) capability at the user level for reports. 

Careful consideration must be given when granting read/write access to various PD² and Cognos reports.  Points to consider when establishing reporting rights include:

· Users may be designated as either readers or writers.

· A reader can only run existing reports to which his/her group has access.

Any user in a group with rights to any of the existing reports can at least view the report. 

· A writer can create a new report, import a previously created report, and delete a report he/she has created. 

· Any imported reports must already exist in a directory and must be Impromptu reports.

Reports using PD² data can only be accessed from inside PD².

A set of “canned” procurement reports is available in PD².  In addition, the Air Force is tailoring its existing reporting tools to fit the PD² model.  The AFCIS SPO is developing standard Air Force reports in the Cognos Impromptu® package (which partners with the PD² application to enhance the system’s ad hoc reporting capabilities) and will make these available to sites via the AFCIS SPO web-site.

Access security is maintained through System Administration report access and user group access.  Users can be assigned rights to read (run) or create new reports, to be stored in the database for security and sharing purposes.

As noted earlier, integration of these tools will add changes to the registry to be supplied to sites during installation of the PD² software.  In addition to the registry changes, Cognos, like Lotus SmarText, requires that the initialization file reside on the client machine in the C:\Windows directory.  

Cognos reports training is available through a variety of courses, involving different user profiles and levels of expertise:

· Impromptu end user training

· Impromptu advanced

· Impromptu administrator

· PowerPlay( end user

· PowerPlay(administrator

· PowerPlay( advanced administrator

Several standard reports are incorporated in PD², and others will be developed by the AFCIS SPO to accommodate current reporting capabilities.  Current reports include:

1.3.1.1 Performance History

This report allows the user to evaluate vendor past performance through the following fields: 

· Vendor Organization Name field - The organization name of the selected vendor contact.

· Vendor DUNS field - The DUNS for the address of the selected vendor contact, pulled from the Address tab on Vendor Maintenance window.

· Vendor Address field - The street address of the selected vendor contact.

· Vendor City field - The city of the selected vendor contact.

· Vendor State Abbreviation field - The state abbreviation of the selected vendor contact.

· Vendor Zip Code field - The zip code of the selected vendor contact.

· Award PIIN field - The award PIIN, pulled from the Vendor Performance Evaluation window.

· Award Effective Date field - The award effective date, pulled from the Vendor Performance Evaluation window.

· Evaluation Type field - The evaluation type value, pulled from the Vendor Performance Evaluation window.

· Complexity of Work field - The complexity of work value, pulled from the Vendor Performance Evaluation window.

· Overall Performance field - The overall performance value, pulled from the Vendor Performance Evaluation window.

· Product/Service Quality field - The product/service quality value, pulled from the Vendor Performance Evaluation window.

1.3.1.2 Awards Summary

Award Summary allows the user to enter the date range for an award effective date in order to determine specific information for the selected award.   This report provides the following fields: 

· Award PIIN field - The PIIN for the base award.

· Award Effective Date field  - The effective date of the award, pulled from the appropriate form.

· Award Description field  - The award description, pulled from the Create Award window.

· Cost Code field  - The cost code selected for a CLIN.

· Total of Funding Amount for Award PIIN field (uses funding amount) - A calculated column totaling all of the funding amounts for a particular award.

· Vendor Name field  - The name of the vendor identified as the contractor on the award document.

· Award Total Obligated Funding Amount field - The sum of all the funding on non-option year CLINs.

· Funding Strip field  - The long line of accounting selected for a CLIN.

1.3.1.3 Awards by Vendor CAGE

The Awards by Vendor CAGE report allows users to review awards of a particular CAGE.  This report provides the following fields: 

· Vendor Name field - The name of the vendor identified as the contractor on the award document.

· Vendor CAGE field - The CAGE code for the address of the selected vendor contact, pulled from the Address tab on the Vendor Maintenance window.

· NSN field - The NSN data, pulled from the Line Item Detail window.

· Award PIIN field - The PIIN for the base award.

· CLIN Description field - The CLIN description, pulled from the Line Item Detail window.

1.3.1.4 Associated CORs

This report allows the user to review the requirements assigned to a particular COTR.  This report provides the following fields: 

· COTR Name field - The name of contact.

· COTR Title field - The title of the contact.

· COTR Organization Name field - The organization name, pulled from the selected COTR contact.

· COTR Phone Number field - The phone number of the COTR contact, pulled from the Contacts tab on the Organization Maintenance window.

· PR Number field - The number of the PR, as seen on the Desktop.

· Award PIIN field - The award number(s) for all of the awards derived from the selected PR.

· Requiring Activity Organization Name field - The organization name of the selected requester.

1.3.1.5 Contract Close-Out Status

Contract Closeout allows users to identify current and closed-out contracts within their organization.  This report provides the following fields: 

· Award PIIN field - The PIIN for the base award.

· Close-out Status field - Verifies if the award is closed-out.

· Award Total Value With Options field - The sum of all the CLINs.

· KO Name field - The name of contact selected as KO.

· Vendor Name field - The organization name of the selected vendor contact.

· COTR Contact Name field - The name of the contact selected as COTR.

· COTR Organization Name field - The organization name of the selected COTR contact.

· Payment Office Name field - The name of the payment office organization.

1.3.1.6 Contract List

This report allows the user to review contracts within a certain dollar and time range (e.g., small purchase awards = $0-$100,000).  It prompts you to filter the report by entering a minimum and maximum value for the total value with options, along with a beginning and ending date for the award effective date.  This report provides the following fields: 

· Award PIIN field - The PIIN for the base award.

· Award Effective Date field - The effective date of the award as entered on the form.

· Award Total Value With Options field - The sum of all CLINs.

· Vendor Name field - The name of the vendor identified as the contractor on the award document.

· Vendor Street Address field - The address identified in the Street Address field on the Addresses tab on the Vendor Maintenance window.

· Vendor City field - The city identified in the City field on the Addresses tab on the Vendor Maintenance window.

· Vendor State Abbreviation field - The state identified in the State field on the Addresses tab on the Vendor Maintenance window.

· Vendor Zip Code field - The zip code identified in the ZIP Code field on the Addresses tab on the Vendor Maintenance window.

· DUNS field - The DUNS for the address of the selected vendor contact on the Addresses tab on the Vendor Maintenance window.

· CAGE field - The CAGE code for the address of the selected vendor contact on the Addresses tab on the Vendor Maintenance window.

1.3.1.7 Contracting Officer Totals

Users can use this report to review the contract award history for a particular KO.  The report displays a cumulative number of awards for a contracting officer and rolls up the total obligated funding, face value and value with options, of all awards for the contracting officer.  This report provides the following fields: 

· KO Name field - The name of the contact selected as KO.

· Count of Award PIIN for KO field - A calculated column counting the number of awards outlining a KO's responsibility. 

· Total of Award Total Obligated Funding Amount for KO field - A calculated grand total for the KO.

· Total of Award Total Face Value for KO field - A calculated grand total for the KO.

· Total of Award Total Value With Options for KO field - A calculated grand total for the KO.

· Award PIIN field - The PIIN for the base award.

· Award Owner field - The award currently on your Desktop.

· Award Effective Date field - The effective date of the award, pulled from the form.

· Award Approval Status field - Y = Approved, S = Approval Sheet Attached but Unapproved.

· Award Close-out Date field - The date on which the award was closed-out.

· Award Total Obligated Funding Amount field - The sum of all the funding on non-option year CLINs.

· Award Total Face Value field - The sum of all the non-option CLINs.

· Award Total Value With Options field - The sum of all the CLINs.

1.3.1.8 MOA Detail

This report provides a listing of all the existing MOA's by the MOA number.  This report provides the following fields: 

· MOA Title field - The MOA object name, or the Title field on General tab on the MOA window.

· MOA Number field - The MOA object number.

· MOA Task Title field - The Title field on the New MOA Task window.

· MOA Task Status field - The Status field on the New MOA Task window.

· MOA Task Funded Amount field - The Funded Amount field on the New MOA Task window.

· MOA Task Funding Strip field - The Fund Strip field on the New MOA Task window.

· MOA Associated Contract Number(s) field - The PIIN(s) contract number(s) of the contracts identified in the Contract List field on the Contacts/Contracts tab on the MOA window.

· MOA Task Date field - The Date field on the New MOA Task window.

· MOA Task Item Activity Date field - The Activity Date field on the New MOA Task Item window.

· MOA Task End Date field - The date that the MOA task was terminated or completed.

· MOA Task Item Person field - The Person field on the New MOA Task Item window.

· MOA Task Item Hours field - The Hours field on the New MOA Task Item window.

· MOA Task Item Cost field - The Dollars field on the New MOA window.

· Project Number field - The project number identified on the General tab of the MOA window.

1.3.1.9 Audit Actions

Audit Actions provides a listing of all the existing audit actions providing detailed audit information, the associated award PIIN, the contractor/vendor involved and any resolution that is available.  This report provides the following fields: 

· Audit Document Number field - The document number entered when creating an audit-tracking document.

· Audit Action field - The audit action identified on the Audit Tracking window.

· Audit Type field - The audit type identified on the Audit Tracking window.

· Audit Description field - The description entered when creating an audit-tracking document.

· Reportable field - The {Yes} or {No} radio button selected from the Reportable radio button group selected on the Audit Tracking window.

· Auditor Contact Name field - The name of the contact selected as the auditor on the audit-tracking document.

· Auditor Organization Name field - The organization name of the selected auditor contact.

· Date Audit Requested field - The date identified in the Date Audit Requested field on the Audit Tracking window.

· Date Audit Completed field - The date identified in the Date Audit Completed field on the Audit Tracking window.

· Response Required field - The {Yes} or {No} radio button selected from the Reportable radio button group selected on the Audit Tracking window.

· Audit Amount field - The dollar amount identified in the Audit Amount field on the Audit Tracking window.

· Resolution field - The detailed resolution entered on the audit-tracking document.

· Award PIIN field - The applicable award PIIN for the award associated with an audit-tracking document.

· Modification SPIIN field - SPIIN number in the Modification PIIN field on the Audit Tracking window.

· Audit Contractor Organization Name field - The organization name of the selected contractor contact.

· Total Contract Amount field - The number in the Total Contract Amount field on the Audit Tracking window.

1.3.1.10 Dispute Action

This is a detailed report listing existing vendor dispute actions providing associated PIINs, vendor and attorney information, and resolution, if applicable.  This report provides the following fields: 

· Dispute Document Number field - The number entered when creating a new vendor dispute.

· Dispute Document Description field - The description entered when creating a new vendor dispute.

· Dispute Vendor Organization Name field - The organization name of the selected vendor on the Vendor Dispute Tracking window.

· Dispute Vendor Attorney Organization Name field - The organization name of the selected vendor dispute attorney.

· Date Filed field - The date identified in the Date Filed field on the Vendor Dispute Tracking window.

· Vendor Dispute Resolution field - The detailed resolution description entered on the Vendor Dispute Tracking window.

· Dollar Amount field - The number identified in the Dollar Amount field on the Vendor Dispute Tracking window.

· Dispute Award PIIN field - The award PIIN associated with the particular vendor dispute.

· Dispute Award Description field - The description of the award associated with the particular vendor dispute.

· Protest Action Type field - The action type identified in the Action Type field on the Vendor Dispute Tracking window.

· Protest Category field - The category identified in the Protest Category field on the Vendor Dispute Tracking window.

· Date Resolved field - The date identified in the Date Resolved field on the Vendor Dispute Tracking window.

1.3.1.11 Workload Totals

This report provides a list of workload actions grouped by the assignor, thereby allowing a supervisor to review the workload status of his/her employees.  This report provides the following fields: 

· Assigned By field - The user identified in the Assigned By field on the Workload Assignment window.

· Number of Actions field - A count of the workload actions currently assigned.

· Total Funding Value field - Sums the total funding values of workload.

· Total Dollar Value field - Sums the total cost values of workload.

· Assigned To field - The user identified in the Assign To field on the Workload Assignment window.

· Assigned Document Number field - The number of any document on the workload.

· Master Document Number field - The number of the master document of the workload.

· Assigned Document Total Base Year Funding field - The total funding of all non-option CLINs for the assigned document.

· Master Document Total Base Year Funding field - The total funding of all non-option CLINs for the master document.

· Assigned Document Total Base Year Cost field - The total cost of all the non-option CLINs for the assigned document.

· Master Document Total Base Year Cost field - The total cost of all the non-option CLINs for the master document.

· Assigned Document Total Cost field - The total cost of all the CLINs for the assigned document with options.

· Master Document Total Cost field - The total cost of all the CLINs for the master document.

1.3.1.12 Workload Detail

This report provides a supervisor the opportunity to review the workload status of particular employees.  This report provides the following fields: 

· Assigned To field - The user identified in the Assign To field on the Workload Assignment window.

· Number of Actions field - A count of the workload actions currently assigned.

· Number of Open Actions field - The count of the number of workload assignments not completed at the time of the report.

· Number of Completed Actions field - The count of the number of workload assignments completed during the defined period.

· Number of Canceled Actions field - The count of the number of workload assignments with a CANCELED stamp applied during the defined period.

· Average PALT field - The average value of completion PALT % of Actions Completed On-Time field - The calculated percentage of actions completed during the defined period that were completed within (equal to or less than) the assigned Number of days identified in the initial workload assignment.

· Master Document Type field - The type of master document for the workload.

· Master Document Number field - The number of the master document of the workload.

· Description of Action field - The description identified in the Description field on the Workload Assignment window.

· Assigned By field - The user identified in the Assigned By field on the Workload Assignment window.

· Assigning User Full Name field - Information on the person whom assigned the workload.

· Assigned Date field - The date identified in the Assigned Date field on the Workload Assignment window.

· Date Received field - The date identified in the Date Received field on the Workload Assignment window.

· Start Date field - The date identified in the Start Date field on the Workload Assignment window.

· Projected End Date field - The date identified in the End field on the Work Assignment Window.

· Priority field - The priority identified in the Priority field on the Workload Assignment window.

· Workload Status field - Canceled / Closed / Late / Open

· Total Funding Value field - Sums the total funding values of workload.

· Total Dollar Value field - Sums the total cost values of workload.

1.3.1.13 Detailed Contracts

This report provides a list of award PIINs allowing the user to quickly review of base award documents (does not include modifications).  This report provides the following fields: 

· Award PIIN field - The PIIN for the base award.

· Issuing Office Organization Name field - The name of the issuing office organization.

· Vendor Organization Name field - The name of the vendor identified as the contractor on the award document.

· Contract Type field - The value selected as the document classification.

· Award Description field - The description entered in the Create Award window.

· Base Year End Date field - The latest performance end date for a base year CLIN.

· End Date With Options field - The latest performance end date for a base year CLIN including the option CLINs.

· Award Total Funding Amount field - The sum of all the funding on non-option year CLINs.

· Award Total Face Value field - The sum of all the non-option CLINs.

· Award Total Value With Options field - The sum of all the CLINs.

1.3.1.14 Contract Modifications

The Contract Modifications report allows users to review existing award and modification data.  This report provides the following fields: 

· Award PIIN field - The PIIN for the base award.

· Award Effective Date field - The effective date of the award, pulled from the form. 

· KO Name field - The name of the contact selected as the KO.

· Award Owner field - The award is currently on this user’s Desktop.

· Award Total Obligated Funding Amount field - The sum of all the funding of non-option year CLINs.

· Vendor Name field - the organization name of the selected vendor contact.

· Modification SPIIN(s) field - The SPIIN of any modifications for the contract.

· Modification Release Status field - Released or Unreleased.

· Modification Effective Date field - Block 3 on the SF 30.

· DD 350 Report Number(s) field - The number assigned to any DD Form 350 for the particular contract.

1.3.1.15 PR Status

This report allows the user to quickly review the status of requisitions.  This report provides the following fields: 

· Requiring Activity Organization Name field - The organization name of the selected requester.

· Requester field - The name of contact selected as requester.

· COTR Organization Name field - The organization name of the selected COTR contact.

· COTR Name field - The name of contact of the selected COTR.

· PR Number field - The number of the PR as seen on the Desktop.

· Requisition Date field - The requisition date of the PR.

· Solicitation PIIN field - The solicitation number(s) for the solicitation derived from the selected PR.

· Solicitation Issue Date field - The solicitation issue date listed on the form.

· Award PIIN field - The award number(s) for the awards derived from the selected PR.

· Award Released Date field - Date the award was released.

· Total Funded Amount field - The total amount of funding on the PR, regardless of whether it is applied at the CLIN level or contract level.

· Total Award Cost field - The cost of the CLINs including options on the award.

Users simply select Reports from the Procurement Menu, highlight the desired report and click Run.  If the report is not immediately available, those with access rights (usually system administrators) may import these files into PD² by using the [Import] button on the Reports window.  After running desired reports, users will then close down Impromptu when finished.  To create new reports, users may select Reports from the Procurement menu, click New and create the report.  Be sure to save it to disk for importing into PD².  The Baseline Security Model section, provides a guideline for assigning group level access to the 15 reports discussed above. 

For PD² data analysis using PowerPlay(, report builders will manipulate the PD² Cube.  This Cube contains several types of information:

· Content – Reporting catalog with data columns selected and organized for effective business queries, divided into folders and sub-folders for easier selection and query creation:

· Approvals

· Attachments

· Awards

· Checklists

· Cross Phase Analysis

· DD350

· DD1057

· Desktop Objects

· Milestones

· Reference

· Requirements

· Solicitations

· Workload

· Dimensions -- Areas of business analysis such as:

· PR priority

· Issuing Office Activity Address Number/ Contracting Officer/Assigned User

· Dollar value range

· Competition type

· Original/Modification

· Commercial

· Solicitation Type

· Action Type

· Commodity

· Preference Program

· Release Date

· Measures – Business objectives such as:

· Average PALT

· Average PALT plan difference

· Number of late actions

· Number of early actions

· Total base cost

· Total cost

· Total funded amount

· Number of actions

More information on Cognos capabilities is included in the Cognos documentation, which will be provided at the time of the installation or during training.

In the future, System Administrators may be designated to receive Cognos reports training (in either or both of the two packages – Impromptu® or PowerPlay®), which provides instruction on how to build the ad hoc and system queries.  For information about the availability of Cognos training classes, contact Lt. Enck, SPS Training Coordinator at the Gunter Annex of Maxwell AFB at DSN 596-5679 or by email at Robert.Enck@gunter.af.mil.

1.3.2 External Reporting 

In addition to Cognos reports, you may be responsible for tracking additional information for daily, monthly, and year-end reporting.

1.3.2.1 DD 350 XE "DD 350" 
Current Air Force policy is to accomplish all DD 350’s using E-Report (formally known as DD 350 GUI).  Air Force users should NOT use the DD 350 functionality in PD2.  See Appendix D of this CONOPS for instructions on the use of E-Reports.

1.3.2.2 DD 1057 XE "DD 1057" 
To accomplish balancing a DD 1057 report, the following steps must be applied:

· Ensure, via AFCIS SPO, the most current version of Integrity@SPS

· Within Integrity@SPS select the DD1057 Feeder button (4th icon)

· Enter the Start and Ending Dates 1 – 30 or 31 of the month.

· This will generate a report for items missing feeder sheets, feeder sheets created incorrectly, etc.    

· Resolve all missing feeder sheets following steps listed above

· Within Integrity@SPS select the DD1057 report button (5th icon)

· Enter the start and ending dates 1-30 or 31 of the month

· Report will generate.  Balance the Monthly report (Reference DFARs 253.204-71(c )

· Run AMS provided script for reconciliation of block B8 for correctness via AFCIS web site.

Note:  When balancing the Monthly report pay special attention to the included awards and their obligated amount.  If an action is over $25,000 this action should not have a feeder sheet, but rather a DD350.  Ensure a DD350 was created for this action and correct the feeder sheet to remove from the Monthly report. 

Note:  Exceptions are:  All contingency actions less than $200,000 are to be reported on the DD1057.  Actions less than $25,000 and greater than $500 that are under the Very Small Business Set Aside program or the Small Business Competitive Demonstration program are to be reported on a DD350."   This is in accordance with DFARS 204.670-2.

Note:  System Administrator will use the Integrity@SPS Summary of included awards as the balancing tool. 

Note:  PD² 4.1c users only: To exclude an erroneous 1057 feeder sheet from the monthly 1057 report, you need to set the business type code to the blank line and set the socio-economic action type to “none”.
1.3.2.3 DFAS Report

Each time an IAPS interface is run, the SA must also run the DFAS Report contained in Integrity@SPS.  The DFAS Report should then be forwarded to your DFAS representatives in either soft or hard copy.  This report provides information on awards that are more complicated than can be accommodated by the existing IAPS interface.  The report will allow DFAS to resolve questions associated with these more complicated awards.
1.3.3 Fiscal Year-end Reporting XE "Reports:Fiscal Year-end Reporting" 
In conjunction with performing your normal monthly reporting procedures, you may need to perform additional year-end activities.  Prior to midnight September 30, run the appropriate report to determine if all necessary PR’s have been awarded and their subsequent awards released.

As mentioned above, the monthly 1057 report collects reporting actions based on the award release date. Therefore, only awards released during the current month will be reported. As workload increases during end of fiscal year preparation, it is imperative you release all awards to be reported for the month of September before 1 October. 

In conjunction with ensuring all Simplified Acquisition awards have been released and accounted for in the September monthly 1057 report, be sure all DD350’s to be reported for the fiscal year have been signed and sent to J001 in accordance with regulatory guidance.
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Note:  CAUTION: Be sure you have processed all DD 350s from the old fiscal year before you install the new fiscal year edits.  No DD 350’s will be submitted to J001 until authorized by SAF/AQCI and/or MAJCOM.

Appendix F, Fiscal Year-End Processing, contains additional guidance that should be useful at year-end.
1.3.4 Centralized Report Generation XE "Reports:Centralized Report Generation" 
The AFCIS SPO will maintain all standard reports and update them as warranted by the user community.  Access to certain reports may be limited, as importing and executing the reports will also be a function of PD² system security as defined by the site.  System administrators should oversee the import of standard and ad hoc reports.  When seeking specific reports, sites should first examine those reports provided by PD²/Cognos reporting tools, then review the AFCIS SPO web-site for desired reports, and finally, if no available reports meet specific requirements, contact their MAJCOMs to request a customized report.  Reports will be developed for Air Force users on an as-needed basis and a prioritization scheme will be applied as warranted (with full description of the timeframe for turnaround and availability of queries provided on the web-site).  Reports will be made available for download with explicit instructions on the AFCIS web-site at: http://afcis.ssg.gunter.af.mil.

Note:  The AFCIS SPO at Gunter will be available at all times to assist users in generating or running reports.  Please contact the AFCIS SPO at DSN 596-3245 or 596-3141.

1.3.4.1 Downloading Reports from the AFCIS SPO Web XE "Reports:Downloading Reports from the Web" -Site

The reports will closely match legacy system reports and are downloadable from the SPS web page.  To download reports:

17. Go to the SPS web-site at http://afcis.ssg.gunter.af.mil

18. Click USER

19. Click Login and enter your Username and Password

20. Click Login again to submit Username and Password

21. Click Library

22. Click RDBA Reports

23. Click the report name to trigger your Save As window for saving the report

24. Select the desired drive for storing the report and click Save

25. Additional reports are available in the Report Repository section of the Library

1.3.4.2 Importing Downloaded Reports into PD² XE "Reports:Importing Reports into PD²" 
Once Air Force standard reports have been downloaded from the AFCIS SPO web-site, they can be imported into PD² and run as any other PD² standard report.  To import downloaded reports into PD²:

26. From the PD² Desktop, highlight the Procurement Menu and select Reports

27. Select Import

28. Locate the file directory containing your downloaded reports and highlight the desired report for import

29. Click Open

30. When asked “Would you like to save this report?”, click Yes

31. Select a Report Group from the drop-down list or type in a new Report Group

32. Assign a unique name to the report

33. Click OK

34. Upon receiving the message “Report successfully imported”, click OK

35. To grant report access to multiple users, highlight the Utilities Menu and select System Administration

36. Open the Reports Task, highlight the imported report, and click Update

37. Assign group access to the report as appropriate and select the Clear User Name button 

1.3.4.3 Running Reports

While it is highly unlikely that Gunter support will be required to run standard reports, assistance will be available during regular duty hours to guide all users in running standard or other reports.  If desired by several users, the AFCIS SPO reporting support can generate new standard reports or modify current reports according to Air Force mission requirements.  Refer to your AMS SPS Users Guide for detailed instruction on running reports.

1.3.4.4 Simple Ad Hoc Reports XE "Ad Hoc Reports:Simple" 

 XE "Reports:Simple Ad Hoc Reports" 
SPS users can generate simple ad hoc reports within PD² if the requested data is selectable within the PD² data catalog.  Simple reports do not require special formatting and will only include data available within the PD² data catalogs.  Refer to your AMS SPS Users Guide for instruction on creating simple ad hoc reports.

1.3.4.5 AFCIS SPO Support for Reports

Users must contact the AFCIS SPO via the web, e-mail, or telephone to answer report related questions and to assist site with determining the location of the required data.

1.3.5 SPS User Administration

Each PD² user must be assigned to at least one security group to define his/her document and menu access privileges.  Each user should be assigned to one or more groups depending on his/her roles within the organization.

1.3.5.1 Assign Users to Security Groups

The standard Air Force Security Model was discussed in some detail earlier in this part and additional documentation may be found in the Baseline Security Model section.  Please refer to the earlier sections for a description of Air Force Security Groups.  

When loading users into PD2, you will have to enter a variety of site level user information into the PD² database via the System Administration task.  The following table spans a number of SPS preparation data to identify:

	· User ID (with a maximum of 8 characters)
	· Password (6 alphanumeric characters – at least one numeric)

	· Last Name
	· First Name

	· Middle Initial
	· Full Name

	· Title
	· Effective From

	· Effective To
	· Group(s) 

	· Team(s)
	· Approval Authorities

	· System Administration Task(s)
	· Warrant

	· People to Assign Work
	· Warrant Number

	· Warrant Issue Date
	· Warrant Issuing Organization

	· Warrant Status
	· PIIN Unit Identification Code (Activity Address Number)


Refer to the AMS SPS System Administrator’s Guide for an entire chapter on User Set-Up.  This CONOPS addresses the basics of information to gather to configure your office.  For guidelines when adding site-level user information into PD² after installation of the application and Air Force Standard Data, refer to the table titled PD² System Administration Procurement Profile, in the Baseline Security Model section.  Assigning users to groups involves identifying users and defining your site’s groups (again, the Air Force standard Security Model referenced earlier should suffice).  Class access also is related to this topic and is discussed below.

1.3.5.2 Users XE "Users" 
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The User task defines who is in the system.  Each user needs a unique User ID and password and must be assigned to one or more groups.  Approval and access rights are defined at this level.  There are seven “tabs” in the User Task accessible to System Administrators:

	Tab
	Description

	USER
	The system administrator enters each user’s individual information, (e.g., name and password).

	GROUPS
	The system administrator assigns each user to a Primary group, and possibly secondary groups.

	TEAMS
	Users may belong to specific teams within PD2.  More guidance is offered later in this part on recommended team structure.  You’ll also find references to the Air Force team construct in Part 2: User Guidance.

	CLASSES
	Group access rights are restricted at the user level on the classes tab.  This tab is optional and is used only for exceptions to the access rights a user automatically receives on assignment to the group in question.

	APPROVALS
	Each user can be assigned an Authority code for Approval rights.  See Appendix A: Standard Data for the Air Force approval codes and authorities.

	TASKS
	Each user can be assigned access to all or particular tasks in the System Administration module.  System administrators will be given access to all available tasks.  

	MANAGEMENT
	 The system administrator must assign users and/or user types to specific managers for workload management.


For Air Force sites, user logons will be the user’s last name and first letter of the first name.  If this creates duplicate IDs, the user ID will be the user’s last name and first two letters of the first name.

Refer to the AMS SPS System Administrator’s Guide for more information on creating Users and User Types.

1.3.5.3 User Type XE "Users:User Type" 
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The User Type task establishes the business titles in a typical Contracting Office (i.e. Contracting Officer, Contract Administrator, etc.).

1.3.5.4 Groups XE "Users:Groups" 
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The Group task supports the Menu and Object security features of PD².  Every user must belong to at least one group.  Each group has certain rights with regard to viewing, creating, modifying, deleting and dragging documents.  Users assigned to a particular group will inherit the associated common access rules (and Menu options) defined for the group by the system administrator.  Please refer to the earlier discussion of the Air Force Security Model for more information on the baseline Air Force Group structure.

There are five “tabs” on the Group task for establishing group security:

	Tab
	Description

	GROUP 
	A collection of users who share access rules.  Groups are generally based on common functional roles.

	USERS 
	A selection of users assigned to a particular group.

	CLASS ACCESS* 
	Individual users inherit their access rights to an object class based on the Primary Group to which they belong.  Class Access determines their privileges to an object viewed from the search results window or when it reaches their desktops.  The following checkboxes apply:

· Write - Specifies whether the user has privileges to update an object of the selected Class

· Drag - Specifies whether the user may drag an object of the selected Class from the Search Results window to the desktop

· Delete - Specifies whether the user can delete an object of the selected Class.

Note:  For more information on class access, refer to Baseline Security Model section.

	MENU 
	The Menu tab allows access to various Menu options (functions) for the group.  See the spreadsheets above in the Baseline Security Model, for details on Menu access.

	OBJECT CLASSES 
	A Class is assigned to each object Type (container or document) a group can create.  This is the class an object will have when users in the Primary Group create an object.
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Notes:

· Design your groups by access members should share, not by their current job titles.

· The baseline Air Force Security Model is fairly simple and was designed with maximum flexibility.  While sites are welcome to add more groups as necessary, additional classes and groups with access distinctions may complicate security model maintenance.

· Users cannot delete documents from other users’ desktops.

· Users automatically have read privileges to documents on their own desktops.

· After a document has been approved, it becomes read-only (regardless of security).

· Users belonging to more than one group have the “sum” of all access levels defined for each group.

· Users cannot be granted privileges they do not have based on their group assignments; they can only be denied privileges they would otherwise have as group members.

· A class should be defined for every object group members can create.

Again, please refer to the discussion of the Air Force Security Model at the beginning of this section, for more information on setting up your site’s Security Model.

1.3.5.5 Classes
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All documents and objects (e.g., cabinets, etc.) are assigned to a class.  A class is similar to a category.  Groups are assigned rights to that class or category of document objects (e.g., to read, write, drag [move] or delete).  Classes are defined when objects are created, such as when a user creates a Purchase Request.  The Air Force classes are described in an earlier section of this part on the Air Force Security Model.  The seven pre-loaded classes include:

· Funding

· Requirements

· Pre-Award/Award

· Post-Award

· Desktop Container Objects

· General

· Funds Certification [Reserved]

1.4 Analyze Other PD² System Administration Options

PD² contains a variety of system administration tasks that should be configured to automate or streamline the procurement process.  These include: Buy American Exemptions, Class Set-Asides, Automatic Order Criteria, Procurement Analysis, Contract Type, and Automatic Closeout Criteria.  The system administrator should determine how best to customize these options.

1.4.1 Buy USA XE "Buy USA" 
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Buy American exemptions are specified in the FAR.  Sites can maintain lists of these exempted items for use in analyzing Purchase Requests.  To facilitate the search and analysis, line items can be matched to exemptions using keywords.

1.4.2 Class Set-Asides XE "Class Set-Asides" 
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The Set-Aside task is used to establish and maintain the Class Set-Aside List, including the specified SIC, FSC and WSC Codes.  These are also used in the analysis of the Purchase Request (PR Analysis).

1.4.3 Analysis XE "Analysis"  
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Procurement Analysis is an optional tool used to validate the completeness and accuracy of solicitations, awards, and modifications against a pre-established set of rules.  Analysis can be performed on the following type of documents:

· Purchase Request

· RFQ (SF 18, SF 1442, SF 1449)

· RFP (SF 33, SF 1442, SF 1449)

· RFQ/RFP Amendment (SF 30)

· Simplified Purchase Award

· Delivery Order

· BPA and BPA Master Agreement (DD 1155, SF 1449)

· Contract Award (SF 26, SF 33, SF 252, AF 1449, SF 1442)

· Contract/Purchase Order Modification (SF 30) 

Once the analysis has been run, the user can make the appropriate changes to the data in the document and re-run the analyze function.  This task engages PD² in a series of validations of procurement data based on pre-defined internal parameters.  Analysis can be used to alert procurement specialists of “failure(s)” to meet the specified criteria, resulting from inaccurate or incomplete data on the form.

Upon initial deployment of PD², select all validation rules.  In time, you may elect to reduce the number of selected validations.

The Analysis task also identifies the workload criteria to be used in the auto-assignment of Purchase Requests among users at a site.  This functionality is provided on the second tab of the Analysis feature.

1.4.4 Contract Type XE "Contract Type" 
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Automatic Contract Type Suggestion is a rule-based decision support module that recommends a contract type at the line item level to the user.  Rules may be updated/customized in the Contract Type task.  When a solicitation is generated from a PR, or a line item is “pulled” from a requirement to a solicitation document, PD² will suggest a contract type for each line item, based on other data related to the requirement. This recommendation task generates an alert if the user selects a contract type that is not consistent with certain parameters defined in system administration.  However, it will not prevent further action on a document, as it is merely a suggestion.  As such, the recommendation of “suggested” contract type can be overridden. 

1.4.5 Automatic Order XE "Automatic Order" 
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The System Administration Auto Order task relates to the automatic processing of orders.  When a purchase request is received, it can automatically be ordered if it falls within the defined criteria.  Automatic orders may be purchased from System Administration established catalogs provided by mandated vendors or GSA schedules.  They can also be ordered directly from pre-established contracts.  Automatic Ordering features include:

· Establishing and maintaining a list of item numbers

· Identifying authorized users for the automatic order option

· Creating a product item list to search in the automatic order list (i.e. FPI, NIB, NISH, and GSA/VA contracts)

Developing contracts and assigning roles within Automatic Order can be a time consuming task for system administrators who must set up the user roles and vendor catalogs before activating the task.  The trade-off may be increased buyer efficiency when purchasing automatic order eligible items.  Offices with high volumes of repetitive buys may consider exploring this tool. If your office does choose to activate Auto Order, you are strongly discouraged from selecting the “full-auto” setting.

In addition to GSA schedules, sites may have local IDIQ contracts to enter into PD² for automatic ordering.  If any contracts do not fall under one of the category selections (i.e. FPI, NIB, NISH, UNICOR, and GSA), do not select an item from the category drop-down list. 

For the Air Force, Automatic Order will also serve as a surrogate item file.  When a PR enters PD² from ABSS, various information from that PR, such as CLIN NSN’s and descriptions, will also populate the Auto Order task.

With the support of SPS-I, the NSN collection posts stock numbers and descriptive information to the NSN tab of the Auto Ordering task, including both visible and non-visible elements.  Stock numbers (NSN) will populate PD² in the following format: XXXX-XX-XXX-XXXXXX (stock numbers may range from 7-15 characters). Do not change the stock number or format received within the Auto Order Task or within the PR itself. Upon return to the customer, NSN information will arrive in the customer generated format.

If item descriptions arrive with misspellings or erroneous information, delete the record from the Auto Order Task and have the buyer contact the customer for re-submittal of the 1IL (to populate the NSN table of PD²). The buyer should keep the original PR and manually fix the item description misspellings. Do not change the NSN number itself (Line Item Description tab), but only the associated description on the Line Item Detail tab.

Changing the data via the NSN Maintenance tab of the Auto Order Task will not affect the stock numbers/descriptions for existing line items.  Changes will only affect future requisitioned Line Items.  If necessary, from the Auto Order Task, you may change or add a new:

· NSN (XXXX-XX-XXX-XXXXXX with 7-15 characters)

· Unit of Issue

· Short Description

In order to change elements not visible from the Auto Order task, such as the extended description, variation in quantity, and brand name/sole source, delete the NSN record from the NSN Maintenance Tab and re-load the modified information via a 1IL transaction (via a customer interface or internet-based 1IL capability).  This action will affect all subsequent incoming PR’s. 

1.4.6 NSN Collections XE "NSN Collections" 
If a site exceeds 4000 NSN records, then you should consider breaking those records in multiple NSN collections.  An attempt to run more than 4000 records in a single collection may cause SPS-I performance problems.  Multiple NSN collections, each with a low and upper bound, exist to allow sites with numerous stock number records to bread the records up into multiple interface executions. 

There are a total of 10 collections in the NSN interface.  It is recommended that sites run as many NSN collections as required to break out the stock number records into groups of 2000 – 3000.  The following are the steps to taken to complete the process of selection NSN collections:

· To identify how many NSN collections to run, estimate the total amount of stock number records that exist in the NSN tab of the Auto Ordering module and divide it by 2000 (e.g., 16,000/2,000 = 8).  

· Next, in the discriminators tab of the PD2 site in SPS-IM, select NSN 01 through NSN 08.  

· Set the Clctn 1: Stock Number Low Bound discriminator = 0000 and the Clctn 1: Stock Number Upper Bound discriminator = NNNN where approximately 2,000 stock numbers have an initial 4 characters that fall between 0000 and NNNN.  

· Repeat for NSN 02 through 08 such that the low bound for an NSN collection is on greater than the upper bound of the previous NSN collection (e.g., if NSN 03 upper bound is ABCD, NSN 04 low bound should be ABCE.)

The NSN file should be exported as an excel file on a periodic basis.  This excel document can then be used by the interface customer to check the stock number and ensure that the item description is already loaded in PD2.  If the NSN and description are not already loaded, then the customer should do so using the 1IL Web Tool.  Otherwise, the demand will reject in PD2.  To open the NSN file as an Excel document:

· Open up Microsoft Excel

· Click to open document and then in the tab “Files of Type” choose “All Files” from the drop down menu.

· Simply open the required NSN file.  This will bring up a series of menus.  

· A “Text Import Wizard” menu opens up. Follow instructions as per the menu.  It is important to ensure that in the third step under the  “Column Data format”; the radio button is on the “text” option. 

· Finish the process to open up the required document. 
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Note:  Any changes to the NSN tab of the Auto Ordering task must be closely coordinated with the customers who use that stock number.  This is especially true before deleting a stock number.

1.4.7 Automatic Closeout Criteria XE "Automatic Closeout Criteria" 
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The automatic Closeout process identifies classes of contracts that PD² will close out without user intervention.  The System Administration function includes system-defined criteria, but also provides the option to add customized criteria items for automatic closeout.  This allows you to identify specific contract types for automatic closeout as well as the action to initiate it.  All contract types must be the same to be considered for automatic closeout.  The task itself contains two tabs: Automatic Closeout Criteria and Contract Retention Data. 

Air Force sites should utilize Automatic Closeout for SAP actions only.  Upon initial deployment, deselect all system-defined conditions for automatic closeout that may accidentally lead to automatic closeout of a formal contract. 

1.5 Gather Funding Information

A list of available funding strips, job order numbers, and currency conversions can be loaded in to PD² to include those normally used by the site.  This information should be gathered as necessary.

1.5.1 Funds XE "Funds" 
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The Funds task is a collection of available lines of accounting (CLINs and Sub-CLINs) for assignment by procurement users in PD².  Funds can be added to documents on an individual basis, but they are not made available for distribution and access across the site until they’re approved by a system administrator or qualified user.  Local lines of accounting are tracked by the User ID and the Funding Strip.

Because the system does not validate funding codes, users must exercise care in loading these codes into PD².

Adhering to the following guidelines will ensure proper transmission and receipt of funding information with interfacing external systems:

· Long Lines of Accounting will populate the customer-generated PR as well as the Fund task of Sys Admin.

· When entering new funding information in PD2 for revolving stock purchases, enter a SRAN, Fund Code, and Long Line of Accounting.  It is important to relate a SRAN to the Long Line of Accounting.  If such a relationship is not entered, the Fund Code will not populate in the IAPS interface.

· When entering funding information in PD2 for ABSS requisitions, enter a Fund code and Long Line of Accounting, but NOT a SRAN.  This is a mandatory requirement.

1.5.2 Currency XE "Currency"  
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The Currency Conversion task allows you to enter the currency symbol, description, exchange rate versus the US dollar, and the effective date for this conversion data.

PD² supports one foreign currency per contract, with conversion rates defined through System Administration.  Continue to use your current policy to periodically update currency conversion rates.

Adhering to the following guidelines will ensure proper transmission and receipt of funding information with interfacing external systems:

· Do not enter an exchange rate with a value of “0” in the Currency Task.

· ABSS has a listing of currencies and codes.  If you add or change a currency symbol or unit of issue in PD², you must also modify the corresponding domain map in SPS-IM.

1.5.3 Job Order XE "Job Order" 
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Job Order Maintenance allows you to track funding to a specific job/task level.  If you are an authorized user, the System Administration module allows you to create, maintain, modify and delete Job Order Numbers.  As with funding codes, system administrators can clear User ID’s from created Job Orders to permit general site access to the Order number.

1.6 Gather Vendors and Organizations, Including CCR Procedures

A list of government organizations should be compiled in order to build an address database within PD².  

1.6.1 Vendors XE "Vendors" 
Vendors and other organizations are maintained in PD² to avoid redundant entry.  The vendor database can track many locations for a given vendor and many points of contact, FSC’s, and SIC’s at a given location.  The vendor maintenance feature allows any authorized user to add, modify, or simply view vendor records in the vendor database.

· Effective 1 October 2000 the NAICs coding systems replaces the SIC code system.  A future version of PD² will incorporate the NAICs codes.  Until then, continue to use the SIC code functionality in PD² and use the appropriate NAICs code on the DD350.
1.6.2 CCR Procedures XE "Vendors:CCR Procedures" 

 XE "CCR Procedures"  

According to DFARS 204.7303, vendors must be registered in the CCR prior to award.  It is the buyer’s responsibility to ensure vendor membership to CCR prior to awarding a contract.  If buyers do not have access to that information, they will contact you to perform that check.  Buyers should take note that foreign vendors are currently exempt from CCR registration.

To properly maintain the vendor listing, be as specific as possible when entering codes and avoid the use of miscellaneous, catchall categories.  Enter the appropriate SIC, FSC, Preference Program, RYG Status and DLA Status (as applicable) in the address detail tab of the vendor information.  Periodic vendor maintenance is essential for keeping the SIC and FSC listing updated and error free and to ensure proper vendor rotation in the PD² Solicitation Mailing List function.  To ensure proper DD 350 reporting, verify a vendor DUNS number is loaded for each vendor.  Without this data, PD² will not pass a DD 350 validation. For the purposes of EDI, it is also essential that all vendor files be populated with the vendor’s proper DUNS number.  The DISA DEBX does not recognize the CAGE as a valid address.  Therefore, the DEBX will never include a CAGE code for a vendor in the incoming file to SPS.  When SPS receives the incoming file, it must match the vendor’s DUNS number in the SPS database or a new vendor record will be created.  To avoid the creation of duplicate vendor records, please insure that all SPS vendor records contain a valid DUNS number.

Adhering to the following guidelines will ensure proper transmission and receipt of vendor information with interfacing external systems.  When adding new vendors into PD², the following fields must be populated: 

· Vendor name

· Vendor address line 1

· Vendor city 

· Vendor state (for domestic vendors)

· Vendor country code.  If the vendor is foreign, leave the state field blank.  You no longer need to add a 7th character to the short code (F) to indicate a foreign vendor

· Vendor zip code (or postal coded for foreign vendors)

· If DUNS code is entered, it must be 9 digits 

· If DUNS +4 code is entered, it must be 4 numbers

· Short Code: populate the Vendor’s CAGE code in the field labeled short code
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Note:  To add vendor Parent Name and Parent Tax Identification Number, double click on the blank field to the right of Parent Name. This will trigger the Vendor Parent Selection window from which to search for and select the desired parent name.

Note:  The format of vendor addressing is unique for foreign vendors.  The Air Force will enter foreign vendors as follows: 

· Vendor name 

· Street address (Note: users must press - Control/Enter to get to second line) 

· City 

· Zip, and 

· Country

Additionally, vendors must be approved before they are eligible for award in PD²; therefore they should be approved when initially entered into the vendor file.  When entering a new vendor, use the search function to make sure that vendor is not already loaded with a slight variation in name.  This will help you maintain a clean vendor file.

1.6.3 CCR Validate Vendor Cage Codes XE "Cage Codes" 

 XE "Vendors:Cage Codes" 
By June 15, 1999 all vendors in BCAS are required to have a valid CAGE code. The Validate Vendor database contains an up-to-date list of all valid CCR CAGE codes and will provide an off-line mechanism by which BCAS may validate vendor information and generate a list of active records for the following BCAS files:

AWDPR, MOD, RCS, SCSC, VADRS, and VCONTR

Active records are all records that reference vendors in one or more the tables listed above. The database also generates a list of active records for each file that references a valid CAGE code as well as a list of active records for each file that does not reference a valid CAGE code.

This application will validate BCAS vendor information and update the following fields for all active vendors:

· CAGE

· COMPANY NAME

· ADDRESS

· CITY

· STATE

· ZIP

· TIN

· DUNS

· POC NAME

· POC PHONE NUMBER

The CCR Validate Vendor application fulfills two requirements: the validation of a vendor’s CAGE code (a DOD requirement), and additionally, by removing unused and inactive vendor records within BCAS, the migration of data from BCAS to PD2 will be shortened by 36% (an average savings of 30 hours per site). 

The application is updated monthly with the most up-to-date CCR data and is accessible from the locations listed below.

· FTP site.

· Where: ftp.ssg.gunter.af.mil

· Username: anonymous

· Password: <enter your e-mail address>

· File: validate.exe

· Directory: AFCIS/CCR

· AFCIS Help Desk page.

· Where: http://afcis.ssg.gunter.af.mil/helpdesk/default.asp?Action=Updates

· File: validate.exe

· Documentation is included with the application. 

1.6.4 Organizational Maintenance XE "Organizational Maintenance"  

Maintenance of Other Organizations involves updating address lists and points of contact outside the vendor listing.  This might include issuing and payment offices, receiving or ship-to addresses and other procurement-related organizational information.  Locations can be associated with multiple address types and contacts.

Other Organizations are available for various fill-in fields throughout PD².  System administrators and others with authority to add or alter organizational data can:

· Add a new organization, address, or contact

· Change organization, address, or contact data

· Specify an additional address (e.g., office or place of business) for an organization

· Classify an organization by address type (i.e., Auditor Office)

· Record additional points of contact for an organization

· Delete organization information

· Search for an organization

· Search for a contact

Adhering to the following guidelines will ensure proper transmission and receipt of organization information with interfacing external systems. When adding a new organization to PD², the following fields must be populated as follows:  

· Ship To Addresses: The Ship To SRAN must be placed in the Activity Address Number and Local Code fields of organizations designated as Ship To addresses. 

· Issuing Offices: For 1057/DD350 reporting, sites must enter their office ID (Contracting Office Codes can be found at: http://siad-nt3000.dior.whs.mil/) in the Contracting Office field.  Therefore, changes to your office ID should be reflected in the Contracting Office Field. 

· Requesting Offices: The first 6 characters of the MILSTRIP is equal to the Activity Address Number and Local Code of the Requesting Office. In order to properly populate automated PR’s, that office must be listed in PD² as a Requesting Office and Ship To address or the PR will be rejected. 

· Payment Office: When entering a new Payment Office, place the DSSN in the Local Code field and the DoDAAC in the DoAAC/UIC/DoDAAN field.

Department of Defense Activity Address Codes (DoDAAC) for DFAS payment Activities

	DENVER CENTER & OPLOCs
	CLEVELAND CENTER & OPLOCs

	Dayton
	F03000
	   Pacific
	N45924

	Omaha
	F25700
	   Japan
	N62649

	San Antonio
	F60700
	   Pensacola
	N68566

	Orlando
	F62400
	   San Diego
	N68688

	Limestone
	F67100
	   Norfolk
	N68732

	Pacific
	F68300
	   Charleston
	N68892

	Japan
	F68800
	   Oakland
	N68894

	San Bernandino
	F72300
	
	

	DFAS-DE/O (Effective July 1,2000 closed and workload realigned to other Denver OPLOCs)
	F75800
	
	

	EUROPE 
	F78900
	
	


	INDIANAPOLIS CENTER & OPLOCs
	COLUMBUS CENTER--MOCAS

	Directorate of Network Ops (DNO)
	HQ0105
	NORTH ENTITLEMENTS
	

	Lawton
	HQ0300
	-Bunker Hill Divison
	SC1016

	Orlando
	HQ0301
	-New Dominion Division
	SC1018

	Rome
	HQ0302
	-Minuteman Division
	SC1032

	Rock Island
	HQ0303
	SOUTH ENTITLEMENTS
	HQ0338

	St Louis
	HQ0304
	-Southeast Division (SC1020) closed
	

	Seaside
	HQ0305
	-Capitol Division (SC1034) closed
	

	Lexington
	HQ0335
	-Chesapeake Division (SC1030) closed
	

	San Antonio
	HQ0345
	WEST ENTITLEMENTS
	HQ0339

	Pacific
	HQ0346
	-Gulfcoast Division (SC1024) closed
	

	Def Agency Financial Svs (AKB)
	HQ0347
	-Gateway Division (SC1028) closed
	

	Norfolk
	HQ0348
	-DPRO West Division (SC1002) closed
	

	
	
	-Santa Ana Division (SC1006) closed
	

	
	
	-Van Nuys Division (SC1004) closed
	


	EUROPE
	KANSAS CITY CENTER
	M67443

	Kleber Kaserne
	HQ0349
	
	

	Landstuhl
	HQ0350
	
	

	Ramstein
	HQ0351
	
	

	Vogelweh
	HQ0352
	
	


In some special cases you will need to load payment offices as follows:

· Pay Office Load for SALES type contracts (monies being received):

Organization Name: Income

Address:  No Payment will be made by the government on this contractual instrument

Address Type: Payment Office

DODAAD/UIC/DODAAN:  INCOME

Local Code: INCOME

· Pay Office Load for Payment made by Purchase Card or Check:

Organization Name: CRDCHK

Address:  Payment to be made by government wide commercial purchase card or check

Address Type: Payment Office

DODAAD/UIC/DODAAN: CRDCHK

Local Code: CRDCHK

· Pay Office Load for Non-Appropriated Funds

Organization Name: NAF

Address:  Payment will be made by Non-appropriated Funds Accounting

Address Type: Payment Office

DODAAD/UIC/DODAAN: NAF

Local Code: NAF

· To enter APO addresses, follow the steps below:

38. Add the address for the organization in the address field (remembering that to go to the next line you have to press ctrl shift). 

39. Add the APO in the city block and select the appropriate country, short code and Activity Address Number.  PD² will save the address and it will show up properly in form blocks.

40. If you try to add the APO information without selecting a country, you may receive an error message warning you to complete all addresses, city and state blocks. When selecting a country other than US, do not enter a state in the state block.

· When loading your Issuing Office ensure you load DODAAC (FAXXXX) in the DODAAD/UIC/DODAAN field in PD2.  Load the first six positions of your contract award PIIN (i.e., F16600) into the Local Code field.  Then you MUST ensure each user Utilities/Preference has this selected as the Issuing Office.

· For Requesting Offices and Ship to Addresses you must load those organization with the SRAN or DODAAC (whichever is used by your site) in both the DODAAD/UIC/DODAAN field and the Local Code field.
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Notes:

· Information on DODAACs can be found on the following web sites:

· http://www.afmc-mil.wpafb.af.mil/HQ-AFMC/LG/LSO/lot/

· http://afpubs.hq.af.mil/pubfiles/af/24/afi24-230/afi24-230.pdf

· You can scan for a DODAAC at:

· http://daynt6.daas.dla.mil/dodaac/help.htm#DoDAAC

· The listing of all DODAACs is at:

· http://farsite.hill.af.mil/VFDFARa.htm

· You can query by DSSN or ADSN at:

· http://oraapp1.dfas.mil/reftoolv/owa/vpocview$.startup

· If you make any changes to an organization, it must be re-approved.

· It is important to realize when you search for an address, one of the search criteria is the Address Type.  For an address to be included in a search, it must be associated with the Address Type that has been chosen for that particular search.

· You may assign multiple addresses to an organization and multiple Address Types and contacts to an address.

· To ensure proper DD 350 reporting, be sure to validate accurate loading of issuing office codes (from the DD 350 Coding Manual) into the Contracting Office Code field of the Organizational Maintenance screen.  Improper codes will feed improper information into block 3a. of the DD 350.

1.7 Determine Workload Management Structure

PD² includes a workload management module for tracking PALT and user workloads.  In order to utilize this feature, system administrators must establish a workload hierarchy specifying who can assign work to whom.  Routing conventions also must be addressed.

1.7.1 Workload Assignment XE "Workload Assignment" 
Workload can be assigned in PD² in one of two ways: through a manual assignment from a manager to a subordinate, or via an automated assignment based on pre-defined selection criteria.
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System administrators can grant users the right to assign workload to others.  Users must have workload assignment authority established in the system administration task, or they will not be permitted to electronically assign work.

When assigning workload, one document within the workload must be designated the “master” document, to which an associated action triggers completion of the assignment.  For example, a Purchase Request and several attachments may be contained in a folder for assignment.  The Purchase Request may be designated the master document with the action “award”.  This indicates that when an award is released from the designated PR, the workload assignment is considered complete.  Each workload assignment must be assigned one master document with an action to indicate workload completion.

Note:  
If a document has been accidentally workload assigned and needs to be cancelled, deleted or was initially assigned by accident, the manager (System Administator) needs to:

· Unapprove the document 

· Reassign the document to him/herself and choose action type “Approve”  

· Drag the assignment to his/her own cabinet

· After the document is re-approved, the workload assignment will end

Note: 
There is also a script in ScriptAid, Workload Complete Document, which will end Workload Assignment.

1.7.2 Automatic Workload Assignment XE "Workload Assignment:Automatic Workload Assignment"  

PD² permits the auto-assignment of Purchase Requests based on areas of expertise established in users’ procurement profiles.  Users can be certified experts in one or more areas, using designators such as program, FSC or SIC codes.

Enabling automatic workload assignment will prompt PD² to search for a qualified pool of candidates for the distribution of workload.  The most qualified employee with the fewest workload assigned tasks will receive the automated assignment.

Workload parameters can also be configured.  PR’s can be distributed to users with a specified percentage of the areas of expertise (e.g., FSC’s or SIC codes) or certifications denoted.  If PD² cannot find a user whose profile matches the auto-assignment parameters, no automated assignment will be made.

1.7.3 PALT XE "PALT" 
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Workload Management provides a Procurement Action Lead Time (PALT) code list containing information from the PALT table of standard lead times set up by the System Administrator.

PALT (Procurement Action Lead Time) allows authorized users to assign the duration of an activity. It identifies the expected processing time for a procurement action from time of assignment through award.  The PALT task allows authorized end users to designate the standard number of days (as well as a description) required to typically complete a procurement action.  PALT can be either fixed or calculated.  Workload assignment will incorporate both fixed and calculated PALT.  The suggested PALT is calculated from previous awards in the database of similar document type, time frame, and FSC codes.  Management may keep the suggested PALT, manually enter a PALT, or select PALT from a pre-existing fixed PALT from a drop-down menu.

Note:  The calculated PALT feature is not intended to replace the Air Force Standard.

The following list describes the System Administration options available under the PALT task.  Note those tasks labeled as required, recommended, and optional for initiating calculated PALT: 

· PALT NUMBERS – Used as a code to identify a specific PALT

· DESCRIPTION – Title used to identify a PALT

· LEAD TIME – Indicates how long it should take to complete procurement actions

· DOCUMENT (OBJECT) TYPE – Required PALT calculation input.  Associates a document type for each procurement object type

· TIME FRAME – Required PALT calculation input. Expressed in days, weeks, months, or years, its is used to establish a date range from  which objects are selected for use in calculation of PALT

· FSC – Optional PALT calculation input. Includes items identified in the PR which can be used as a search  criteria item

· ACTION TYPE – Optional PALT calculation input.  Includes items identified in the PR which can be used as a search criteria item

· COST RANGE PERCENTAGE – Recommended PALT calculation input.  Lists a percentage above and below the selected document

The Air Force has defined Procurement Action Lead Time (PALT) standards for 15 procurement actions:

· Sealed Bid

· Competitive Negotiated Award

· Sole Source Negotiated Award

· Delivery Order/Task Order

· Purchase Order

· Exercise Option

· Contract Modification

· Master BPA/BOA

· Letter Contract

· One Pass Order

· Median Agency Source Selection

· Basic Source Selection

· A-76 Cost Study

· Contracting Officer Protest

· GAO Protest.

These are tied to the Milestone Plans.  PALT dates are effectively the sum of the related Milestone durations, tracked in calendar days.

PD² begins PALT when workload is assigned, and restarts PALT upon reassignment.  As such, it is a useful tool for determining how long a particular buyer has been working a particular action.  To determine the total PALT from when a PR arrived to when the award was made, you may need to use a Cognos report.  This report could also provide information on Total Acquisition Lead Time (TALT) from PR receipt to actual receipt of the item ordered.

Please refer to Appendix A: Standard Data Configuration for more information on the Air Force Standard Data Configuration pre-loaded PALTs.

1.7.4 Routing XE "Routing" 
Routing allows users to send documents or containers to one or more users in a pre-defined order.  Documents are forwarded based on the Route template selected or the definition of a unique routing list.
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No default routing templates are included in the Air Force Standard Data Configuration, as these are user dependent.  Each site must identify relevant Route templates.

1.8 Gather User/Procurement Profiles

The system administrator must gather contact, user ID and password information for every user requiring entry into the database.

PD² validates warrant level authority when releasing documents.  The system administrator must gather warrant levels for each user, as well as essential Activity Address Number and user certifications and areas of expertise, for entry into the database.

1.8.1 Procurement Profile XE "Procurement Profile" 
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System administrators can configure user’s Procurement Profiles according to the following four tabs:

· USER – Establishes a default address, phone, PIIN, Activity Address Number and other similar data for each user

· WARRANT - Assigns Warrants to users, enabling them to create and release award documents on behalf of the agency

· CERTIFICATIONS - Identifies user certifications for FSC, SIC, WSC and Program Codes

· AREAS OF EXPERTISE - Identifies user areas of expertise

You will find a worksheet for capturing relevant data titled “PD² System Administrator Procurement Profile” in the Baseline Security Model section.  This is a helpful tool when gathering user procurement profile information at your site. Due to the importance of information captured under Procurement Profile, sites should examine user information carefully and complete the above tabs as much as possible.  Without proper Activity Address Number information, documents will not be correctly numbered, and without warrant information, users may not release documents.  Certifications and Areas of Expertise are also critical when activating the Automatic Assignment feature of PD².

1.9 Establish Team and Desktop Structure

PD² offers flexibility in organizing the desktop, naming and numbering conventions and establishing teams.  In order to facilitate document tracking and enforce baseline user guidance, the system administrator should review the site’s organizational structure and establish site conventions and a team structure to support PD² contracting activities.

1.9.1 Teams XE "Teams"  and Team Cabinets XE "Team Cabinets" 

 XE "Cabinets:Team" 
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The system administrator sets up team cabinets, team leaders, and team members.  Teams and Team Cabinets are described in detail in Part 2: User Guidance of  the CONOPS.

Below is the baseline cabinet structure (also referred to as the office set-up) recommended by the Air Force.

1.9.2 General Cabinet Structure XE "Cabinets:General Cabinet Structure" 
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	Site Cabinet (safety briefings, sales catalogues, office procedures…)

Cancelled PRs (with Folders by Team)

Ready for Staging (for system administration action)

Trash (for Sysadmin Deletion)

Open PRs

	[image: image41.wmf]      Division/Flight Cabinets


	Active Awards

Closed Contracts
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	Contract Specific Teams 

Ad Hoc Teams (Review, Source Selection, Unit Self-Inspection, etc.)

	[image: image43.wmf]       Personal XE "Cabinets:Personal"  Cabinets
	Own Name (typically a single cabinet, foldered)


[image: image44.wmf]
Notes:

· This is the basic cabinet structure per office.  Larger offices may require additional cabinets to accommodate greater workflow (e.g., a BPA cabinet with folders by Master and Call, Active Awards cabinets for PO/DO/FSS, etc.). 

· Only the system administrator has delete privileges, resulting in a requirement for a site “Trash” cabinet.  Everyone can send documents to the “Trash” cabinet, but only the system administrator can empty the trash.

· Team leaders must be given access to team cabinets in order for them to be able to see the cabinet on their desktop.

· Teams may have a designated Team Group, thereby assigning access rights at the group level, which apply to a particular team.  Team Groups may serve as secondary groups, to create a read-only environment when viewing documents within a team cabinet.  This feature would require users to remove documents from the Team cabinet and onto their own desktops in order to work within the documents.  By dragging those documents to their desktops, users would then activate their Primary Group access rights.  The Air Force Security Model in the Baseline Security Model section reflects this usage of the Team Group.

· The basic foldering convention is contract file numbering by PR/Solicitation/Award PIIN as available, followed by a descriptor (i.e., 98-00013 Maintenance).

· Close-Out Cabinets may be divided by Folders or split by Fiscal Year and/or Contract Type/Retention Period/Flights/Type of Action  (e.g., FY/Branch/Retention).

· If an organization is not cradle-to-grave, or if multiple flights need to access the same external award or Master BPA, a distinct cabinet may be required outside the Flight Active Awards Cabinet for full site access.

Note:  Teams and Team Cabinets are discussed in more detail in the Introduction: Procurement Desktop-Defense Background and Part 2: User Guidance of this CONOPS.

1.10 Prepare for EDI

1.10.1 EDI XE "EDI" 
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System administrators are responsible for transmitting, receiving and maintaining electronic documents through Electronic Data Interchange (EDI).  The EDI function creates a User Defined File (UDF) in PD².  Detailed instructions on EDI transmission are pending Air Force decisions and coordination with DISA on transmission procedures and responsibilities.  These instructions will be provided in a future version of the CONOPS.  Following is background information on the EDI file structure as defined in PD².

PD² provides electronic commerce support by creating User Defined Files (UDF) for transmission to and from government suppliers.  The UDFs include 3050 transaction sets 836, 840, 843, 850, 855, 860, and 865. 

The request for quotation/solicitation, RFQ, IFB, RFP, or RFI, can be created in the system using the SF18, SF33, SF1442, and the SF1449.  When the user approves the solicitation and selects EDI transmission, the system creates an 840 UDF.  The bid/offer/response to the solicitation/request for quotations is returned as an 843 UDF.

The 836 UDF, or Unsuccessful Bidders Notice, is created in the system when the user approves the award (850) and flags it for EDI transmission.  The 836 UDF is addressed to all suppliers, by DUNS number, who submitted offers on the requirement.
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Note:  EDI will not pick up the data-driven DD254 or any Attachments.  It will only send what is in the generated document; therefore, if information is incorporated in the generated document, it will be sent.  In some cases, this will require adding the information in an add-text block on the Clauses tab.

1.10.2 DEBX Registration XE "DEBX Registration" 
As noted in the Air Force Implementation Plan, the DEBX should be contacted to register for EDI/EDA/JEDA support.  In order to complete registration with DEBX, you should have submitted a completed 17-item questionnaire responding to questions regarding your site activity name, GS sender/receiver code, IP address and hostname of the SPS system, activity POC, and other  site specific information necessary for registration.  Questions regarding the DEBX registration process should be addressed to the following POC’s:

Connectivity Testing and Transaction Migration Scheduling

· Telephone:
1-800-393-1798 Option 8 – EC Branch 

· DSN:
777 3282 Option 8 – EC Branch 

· E-mail:
cscassig@odgen.disa.mil

· FAX:
801 777 7088 

SPS Installation Scheduling

· AMS Deployment Team 

· Heidi Weinstock

· Telephone: 703 227 4143

· E-mail: heidi_weinstock@ams.com

1.10.3 Supporting Solicitation Transmission

Once a user flags a document for transmission within PD², the SA is then responsible for supporting transmission. To do so:

· From the Utilities Menu, select System Administration

· Select the EDI Task and go to the Transmit tab

· From the Transmit tab, highlight the EDI instrument(s) awaiting transmission and click on the Transmit button

Upon selecting the Transmit button, a UDF is written out to a user designated directory on the desktop.ini. The DISA DEBX then ftp’s into this SPS directory and collects the file(s). DEBX translates the UDF into an ANSI X12 document, which is sent to the VANS.  The VANS then sort and translate the ANSI X12 files into various agreement categories signed with vendors. 

1.10.4 Supporting Receipt of Offers

When the vendor’s bid/offer (843) is received by PD², the file is received in the desktop.ini directory for import and population into the Offer Evaluation module. Receipt of an 843 triggers an alert to the solicitation’s owner indicating an Offer Evaluation has been created and/or a quote has been received, revised, or canceled. Within the Offer Evaluation, a yellow lightening bolt appears upon highlighting offers received via 843 transactions.  The received date and time of the bid/offer is displayed.  Late bids appear in red.  If the vendor sending the bid/offer does not match a vendor in the PD² vendor file, PD² will use the 843’s vendor information to create a vendor record.  

The Offer Evaluation module displays the following information from 843 offers:

· Prompt Pay Discount terms

· Payment Terms

· Price Guarantee (days)

· Vendor Name

· Vendor Cage Code, DUNS, or DUNS + 4

· Vendor Contact Name

· Vendor Phone Number

· All CLINs Bid (checked if YES)

· Comments 

At the CLIN level, Offer Evaluation displays:

· CLIN number

· Description

· Extended Description

· Quantity

· Unit of Issue

· Unit Price

· Delivery Date , Period of Performance, or ADC date

· FOB

· Comments
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Note:  If the vendor’s quote includes additional information not supported by fields in Offer Evaluation, the comments field(s) will display a note stating, “Data exists in the electronic response that cannot be displayed on this screen.  Please contact your System Administrator for additional data regarding UDF.”  All 843 UDFs are stored in the SA’s archive directory and are available for review.

1.10.5 Supporting Award Transmission

After evaluation and analysis, the award can be made from the Offer Evaluation window.  This award can be created as a DD Form 1155 or SF1449, directly from the Offer Evaluation Module.  Other forms of award documents are also supported, but cannot be “launched” from within the Offer Evaluation Module.  These document types include: SF26, SF33, SF1442, SF252, BPA Master, BPA Call, and DD Form 1155 Delivery Order. After the user approves the award and flags it for EDI transmission, PD² creates the 850 UDF.  When the successful offeror receives the 850 award, the offeror can send back an acknowledgement using the 855 UDF.  The system will load the acknowledgement, a green circle will appear around the lightning bolt on the award document, and an alert notice will be sent to the owner of the award.

The user can create award modifications in PD² using the SF 30.  After the user approves the award modification and selects EDI transmission, the system creates the 860 UDF.  The vendor can respond to the award modification by sending back an 865 award modification acknowledgement.

The 850 EDI transaction supports the various award vehicles in PD² and allows them to be transmitted electronically according to the 850 Implementation Conventions.  The EDI 850 transaction transmits a contract in its entirety, as if it were printed from PD².  In this regard, the EDI 850 UDFs generated by PD² are complex.  PD² supports:

1.10.6 Sending of Line Items (CLINs) and SubCLINs

This includes all information in the line item detail: line item delivery date (including calculating ADO dates), definite and indefinite quantity CLINs, CLINs of all supported types (FFP, Cost, Labor Hours, etc.) including varying types within the same contract, FSC, SIC, WSC, various cost constraints (NSP, NTE, etc.), MILSTRIP code, and period-of-performance dates and criteria.  

In addition, information on the other Line Item Information windows is also transmitted, including: all fields on the Line Item Description tab (such as acceptance and inspection terms, spec numbers, NSN, serial number, etc.), fields on the Pricing tab (including minimum and maximum quantities and amounts, government share percentage, etc.), and information on the Ship-To tab (FOB, additional markings, etc.).

1.10.7 Sending of Funding Information

PD² supports both contract and CLIN-level funding, and sends information for the funding, including the funded amount, the funding strip (and total obligated for each funding strip), the TAC, the FMS case number, the ACRN for each line of accounting, the base, award, and fixed fee per line item, target cost and price, unit price amount, and other information from the Pricing and Funding windows.  

1.10.8 Clauses

All clause information is sent in the EDI transaction; for clauses that are not fill-in clauses, the reference number, title and date are sent versus the full text of the clause.  For fill-in clauses, the full text of the clause is sent.  In addition, for BPA Master Agreements the full list of applicable FSC’s is also transmitted.

1.10.9 Header Information

Various header information is sent in the 850 UDF, including the contract/delivery order number, and the award date, etc.  Also transmitted is information common across all line items (SIC, acceptance/inspection terms, additional markings, delivery dates, period of performance, etc.) and information that spans the whole award (surveillance criticality, attachment information, various contact information, etc.).  In addition, the DD254 (Security) form is supported.

1.10.10 Address/Contact Information

PD²’s 850 transmits contacts identified on the various award vehicles, including issuing and administrative contacts, the contractor, shipping contacts, and the buying office.  PD² transmits available DUNS+4 codes for vendors, or it attempts to send the DUNS, CAGE or Activity Address Number.  Free-form addresses are also supported.

1.10.11 ELINS

ELINS are the result of CDRLs. The UDF does not address the handling of multiple CDRLs attached to the same CLIN; therefore, EDI will send only the first CDRL attached to the CLIN.  

1.10.12 Award Modifications 

The 860 EDI transaction supports all of the SF 30 modifications to the 850-supported award vehicles, as well as modifications to BPA calls.  The 860 UDF generated by PD² sends only information about changes to awards versus sending the entire copy.  The 860 supports all of the data elements transmitted in the 850, both in the header and at the line item level.  Additional information about the original award document and dates (specific to the 860 transaction) as well as codes about the nature of the changed information is also supported.  Information that changes in the header records is present if the data has been changed since the last transmission of this award chain (whether that is the original 850 or a previous 860).  This includes changes in clause information, changes to funding strips, and other rolled-up information.  Data changes at the CLIN level is also captured, such as variations in quantity, unit price, delivery date, FSC and SIC codes.  Anything captured at a line-item level will result in transmission of those changes according to the rules defined in the 860 UDF.

1.11 EDA XE "EDA" /NAFI XE "JEDA"  
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As mandated on 1 October 1998, all contract awards and modifications must be transmitted daily to DFAS via Electronic Data Access (EDA)/Navy Air Force Interface (NAFI).  PD² supports this requirement by automatically generating appropriate files upon release of awards and modifications.  The EDA/NAFI task creates postscript and index files for each released award and modification. The system includes bookmarks in the postscript file identifying document sections of the released document.  The postscript and index files share the same system unique name, but have different extensions (e.g. .ps for the postscript files and .idx for the index files).

AMS has added EDA/NAFI capability in the v.4.1 client application software, as well as in a separate server application.  Each site will be able to select (at time of installation) whether EDA/NAFI files should be created by each client PC, or by an application server.  It is the current recommendation of the AFCIS/SPO that EDA/NAFI processing be performed on the client machine.  There is no requirement that a site use an application server for EDA/NAFI until version 4.1c has been accepted by the Air Force.  Locally created files are created on either the client's (user's) local directory or a shared directory when the user releases an award or modification.  If an application server is used, files are created upon a scheduled process. 

Air Force postscript and index files will be created by client machines and stored on a central server for collection by DISA.  Subsequent versions of the CONOPS will provide DISA file collection procedures as well as naming conventions, saving instructions, verifying receipt, and purging of EDA/NAFI files.

The EDA/NAFI index file contains the following fields:

· Contract number (PIIN) field

· Delivery Order SPIIN field

· ACO mod field

· PCO mod field

· Issue Date field

· Issuing DODAAC field

· Admin DODAAC field

· Paying DODAAC field

· Contractor Identification number (CAGE) field

· Contractor Identification number (DUNS+4) field

· Index Date field
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Note:  EDA/NAFI will not pick up the data-driven DD254 or any Attachments.  It will only send what is in the generated document; therefore, if information is incorporated in the generated document, it will be sent.  In some cases, this will require adding the information in an add-text block on the Clauses tab.

Note:  Postscript printer drivers must be installed on all client (user) machines used to perform the EDA/NAFI task.  If postscript printer drivers are not installed, EDA/NAFI will appear to work, but the postscript file created will be deficient. EDA/NAFI also requires a 32-bit platform and MS Word.

Note:  If a site has not processed EDA in over 24 hours, they must notify AFCIS SPO.  AFCIS SPO will assist the site in resolving EDA issues before notifying SAF/AQCI (Bob Steinhagen).

Note:  This guidance applies to all sites which use both the PRODUCTION and

TEST databases:

Once a TEST database has been restored using a copy of the PRODUCTION

database, ensure that the EDA settings for the TEST database have been set

to the "Client" processing option. Access these settings by logging into PD2

as 'sysadmin', selecting the Utilities > System Administration menu options,

selecting the EDA category and changing the processing option to "Client".

If this EDA setting is not changed promptly, TEST EDA files will be posted

(albeit inadvertently) to NAFI/DEBX causing duplicate awards to be posted to
NAFI.
1.12 EDA System Administrator’s Guide

As of October 1, 1998, it is mandatory that all contract awards and modifications be transmitted and validated on a daily basis to the Electronic Document Access Program (EDA). EDA is a Defense Finance and Accounting program designed to allow access to contract documents by the contractor community as well as the functional community.  There are currently two systems that may receive contract awards and modifications, the DISA EDA system and the Navy Air Force Interface (NAFI) system.

The ECPN (now known as DEBX), a collection of hardware and software systems, which provide communications connectivity to support the exchange of EDI transactions between Government procurement agencies and private sector trading partners, is currently transitioning from EDA to NAFI, a system designed to allow access to entire contract documents. Unlike EDA where only one document can be loaded against a contract action, NAFI also allows Section J attachments like Statements of Work (SOW), specifications, drawings, wage determinations, and other additional background documentation to be associated with a contract action.

The contractor community can go to either the EDA site or the NAFI site to view this contract information. More information about NAFI may be found at http://www.nafi.navy.mil.

PD2 creates a Postscript file using Microsoft Word and the workstation’s (or Application server’s) default Postscript printer for each award and modification executed in the system, along with an index file that is compatible with EDA standards. When each award and modification document is released, EDA files are generated and made available to DEBX. Currently there are three methods by which EDA files are made available to DEBX:

41. Client Standalone XE "EDA:Client Standalone" :  The EDA file are generated  and processed by the users on    individual PD2 workstations and then are written to a directory on the local machine.  If the workstation does not have the necessary postscript drivers then the EDA transaction fails and the file is placed in the System Admininistrators (SA) cabinet for processing.  It is the responsibility of the SA to verify that all EDA files have cleared processing.  The files are then manually copied from each machine to a central server and then manually or automatically copied (using a scheduled FTP session) to an FTP server outside of the base firewall.   From this FTP server the files are retrieved by the DEBX and removed from the FTP Server.

Note:  The “Client Standalone” method is not a preferred method by which EDA files are to be generated and is included here only for the sake of completeness.

42. Client Shared network drive: The EDA files are generated and processed by users on individual PD2 workstations and are written to a shared network directory.   If the workstation does not have the necessary postscript drivers then the EDA transaction fails and the file is placed in the System Administrators (SA) cabinet for later processing.  It is the responsibility of the SA to verify that all EDA files have cleared processing.  The files are then manually or automatically copied (using a scheduled FTP session) to an FTP server outside of the base firewall. From this FTP server the files are retrieved by DEBX and removed from the FTP server.

43. Application Server XE "EDA:Application Server" : The EDA files are generated and processed by the Application server and written to a directory on the Application server. The files are then manually or automatically copied  (using a scheduled FTP session) to an FTP server outside of the base firewall. From this FTP server the files may be retrieved by DEBX and removed from the FTP server.

1.13 Generating EDA files using a shared network drive

In the absence of the Application server, EDA files can be processed and saved to a shared drive.

· Each award must be verified within PD2 before EDA files for the award have been generated. This is a very important step. For directions on how to verify EDA transactions after an award has been released see section on: “How do I verify the EDA transaction after it has been generated?” 

· SPS generates EDA transactions that are saved to an EDA directory on a shared network drive.

· These transactions must be copied from the shared network drive to an FTP server outside of the base firewall using FTP.

· The EDA files that were copied to the FTP server should be archived locally and stored by date.  This is an important step that should be performed because the EDA files on the FTP server will be deleted once the EDA files are picked up by DEBX. Move the EDA files from the \EDA directory into the \EDA\archive directory located on the shared drive or workstation. If a \EDA\archive directory does not exist, create it.

· DEBX performs a destructive ftp pull and picks up the files from the FTP server.

· DEBX distributes the files to a central server for storage and retrieval by contractors and government personnel.

1.13.1 Microsoft Word and Postscript printer driver XE "EDA:Postscript printer driver"  requirements

When an EDA file is generated and processed by a PD2 workstation, the EDA files will be generated only if the workstation has been configured with both Microsoft Word and a Postscript printer driver. The Postscript printer must be set up as the workstation’s default printer. There are two types of configurations that may be used to successfully generate EDA files:

44. Each workstation is configured with both Microsoft Word and the workstation’s default printer is configured as a Postscript printer. This configuration will allow each PD2 workstation to generate, process and save EDA files to the shared network drive.

Note:  If a PD2 workstation is not configured with a Postscript printer driver the following message will be displayed every time an Award is released on that workstation. At this point the EDA request fails and is moved to the System Administrators cabinet to be reprocessed at a later time.
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45. The system administrator’s workstation is configured with both Microsoft Word and the workstation’s default printer is configured as a Postscript printer.   This configuration will allow the system administrator’s PD2 workstation to generate all EDA requests and save EDA files to the shared network drive.

Note:  The system administrator’s workstation will be used to process all outstanding EDA requests stored in the System Administrator’s cabinet.

1.13.2 Additional requirements

There are three very important additional requirements that must be fulfilled on every PD2 workstation before EDA files may be processed and saved to a shared network drive.

· This shared drive must be accessible to all PD2 workstations.

· The EDA directory on the shared drive must be accessible to all PD2 workstations.

· The shared drive must be mapped as the same drive letter on every PD2 workstation. For example, if the EDA directory is shared as “EDA” on SERVER then each PD2 workstation should have the drive letter X mapped to \\SERVER\EDA.

Every workstation has to not only have a drive mapped to the EDA directory but every workstation must also map the EDA directory as the same drive letter.  There is only one screen in PD2 to define the drive letter for the central EDA processing: if all the mapped drives are not the same on every PD2 workstation then the PD2 workstations with Postscript drivers which do not point to the same drive and directory will instead write the EDA file to a local directory (C:\PD2\EDA) and not the shared network drive.

The EDA files will, of course, be written to either directory only when the PD2 workstation’s default printer has been configured as a Postscript printer.

1.13.3 PD2 System Administration screen

In order for PD2 to generate and save EDA files to a shared network drive you must tell PD2 how EDA transactions are to be processed. To do this you must modify the EDA task located in the System Administration screen.

46. Log into PD2 as a system administrator.

47. Select the “Utilities | System Administration” menu options. Scroll down the list of tasks and select the EDA task. The following screen will appear.
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48. Select the “Client – Shared” option. Update the EDA path option and change the directory to point to the shared network drive. In this case, X:\EDA.

Note:  If the directory you entered in the EDA path option cannot be accessed from this workstation (i.e., the drive is not mapped on the workstation as the X: drive), you will see the following message.
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· At this point you need to map drive X: on the workstation using Windows NT Explorer (choose the “Start | Programs | Windows NT Explorer” menu options then choose the “Tools | Map Network Drive ...” menu options) before repeating step 3. This drive mapping must be performed on every PD2 workstation.

49. If the directory you entered in EDA path can be accessed from this workstation, you will see the following message.
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1.13.4 How are the EDA files transferred to the FTP server?

When EDA files are generated on a shared network drive the files are saved to the X:\EDA directory. 

Before copying the EDA files to the FTP server make sure you know the IP address, username, password used to access the FTP server as well as the directory to which the EDA files will be transferred. You may also need to know your base’s UIC.

Note:  The EDA files must be verified after they have been processed but before they have been transferred to the external FTP server.

The directions listed below assume that the FTP software on your FTP server understands the “mput” (send multiple files) command. If your FTP server software does not understand the “mput” command, you must instead use the related “put” (send one file) command. The “put” command does not allow the use of wild card characters (*) and, as a result, the EDA files will need to be transferred one file at a time, e.g., “put 312F.idx” and “put 312F.ps”.

1.13.4.1 From a workstation to your FTP server (single site configuration)

Copy the EDA files from the shared network drive (located in the X:\EDA directory) to the FTP server:

50. Log into a workstation and go to a Command Prompt (select Start | Programs | Command Prompt).

51. Change to the X: drive. Type “X:” and press <Enter>. If the DOS prompt already begins with “X:” you may skip this step. If the EDA files are located on a network drive that is different from X, replace all references of “X” with the network drive letter.

52. Change to the \EDA directory. Type “cd \eda” and press <Enter>. The DOS prompt should change to “X:\EDA>”.

53. FTP the files to the FTP server by running the FTP program. Type “ftp <ftp server IP address>”. Replace <ftp server IP address> with the IP address of the FTP server. (Or name of the ftp server, i.e. ftp.ssg.gunter.af.mil.)

54. When prompted for a username, enter the username.

55. 6When prompted for a password, enter the password. At this point you should see the “ftp>” prompt.

56. Change to the EDA directory. Type “cd ecpn/eda” and press <Enter>. At this point you should see the “’/ecpn/eda’ is current directory” message.

57. At the “ftp>” prompt type “prompt” and press <Enter>. You will see the “Interactive mode Off.” message.

58. At the “ftp>” prompt type “asc” and press <Enter>. You will see the “Type is ASCII (No subclass parameter defined, Non-Print used as default.)” message.

59. Transfer the .idx EDA files. Type “mput *.idx”. The .idx files will be copied to the FTP server.

60. At the “ftp>” prompt type “bin” and press <Enter>. You will see the “Type is image (Binary)” message.

61. Transfer the .ps EDA files. Type “mput *.ps”. The .ps files will be copied will be copied to the FTP server.

62. To verify that the files have been transferred, type “dir” and press <Enter>. A listing of all the EDA files will be displayed.

63. Exit the FTP program by typing “quit” and press <Enter>

64. Exit the Command Prompt by typing “exit” and pressing <Enter>.

65. Using Windows NT Explorer, archive (move) the EDA files to an Archive directory. Suggestion: move all the EDA files you just copied to the FTP server from the X:\EDA directory into the X:\EDA\archive directory. If this archive directory does not exist, create it.

1.13.4.2 From a workstation to Gunter’s FTP server (no local FTP solution exists)

Copy the EDA files from the shared network drive (located in the X:\EDA directory) to the FTP server:

66. Log into a workstation and go to a Command Prompt (select Start | Programs | Command Prompt).

67. Change to the C: drive. Type “X:” and press <Enter>. If the DOS prompt already begins with “X:” you may skip this step. If the EDA files are located on a network drive that is different from X, replace all references of “X” with the network drive letter.

68. Change to the \EDA directory. Type “cd \eda” and press <Enter>. The DOS prompt should change to “X:\EDA>”.

69. FTP the files to the FTP server by running the FTP program. Type “ftp <ftp server IP address>”. Replace <ftp server IP address> with the IP address of the FTP server.

70. When prompted for a username, enter the user name.

71. When prompted for a password, enter the password. At this point you should see the “ftp>” prompt.

72. Change to the eda directory. Type “cd ecpn/<base UIC>/eda” and press <Enter>. Replace <base UIC> with your base’s UIC. At this point you should see the “’ /ecpn/<base UIC>/eda’ s current directory” message.

73. At the “ftp>” prompt type “prompt” and press <Enter>. You will see the “Interactive mode Off.” message.

74. At the “ftp>” prompt type “asc” and press <Enter>. You will see the “Type is ASCII (No subclass parameter defined, Non-Print used as default.)” message.

75. Transfer the .idx EDA files. Type “mput *.idx”. The .idx files will be copied to the FTP server.

76. At the “ftp>” prompt type “bin” and press <Enter>. You will see the “Type is image (Binary)” message.

77. Transfer the .ps EDA files. Type “mput *.ps”. The .ps files will be copied to the FTP server.

78. To verify that the files have been transferred, type “dir” and press <Enter>. A listing of all the EDA files will be displayed.

79. Exit the FTP program by typing “quit” and press <Enter>

80. Exit the Command Prompt by typing “exit” and pressing <Enter>.

81. Using Windows NT Explorer, archive (move) the EDA files to an Archive directory. Suggestion: move all the EDA files you just copied to the FTP server from the X:\EDA directory into the X:\EDA\archive directory. If this archive directory does not exist, create it.

1.13.5 An example FTP session

How do we send EDA files to the FTP server? Here is an example FTP session that shows how a typical FTP session from a workstation to Gunter’s FTP server (configured for multiple sites) will look. Hanscom AFB is the base used in the example (its UIC is F19650).

D:\>x:

X:\>cd eda

X:\eda>ftp ftp.ssg.gunter.af.mil

Connected to ftp.ssg.gunter.af.mil.

220-  WAR-FTPD 1.66x4 Ready

220 Please enter your user name.

User (ftp.ssg.gunter.af.mil:(none)): afcis

331 User name okay, Need password.

Password:

230- This is an unclassified U.S. government computer system,

230- provided as a public service.  Government personnel and

230- the general public may use this system to review and retrieve

230- publicly available government information. The general public

230- may access any publicly available portions of this system.

230- Selected elements of it are subject to access restrictions

230- that are identified in parentheses next to the data link.

230- You may use any portions that do not restrict your access.

230- Anyone using this government system expressly consents

230- to administrative monitoring at all times. You are further

230- advised that system administrators may provide evidence

230- of possible criminal activity identified during such monitoring

230- to appropriate law enforcement officials. Unauthorized

230- attempts to upload information or change information on

230- this service are strictly prohibited and may be punishable

230- under the Computer Fraud and Abuse Act of 1986.

230-

230- If you do not consent to monitoring, exit this system now.

230 User logged in, proceed.

ftp> cd ecpn/Fa8701/eda

250 "/ecpn/Fa8701/eda" is current directory.

ftp> prompt

Interactive mode Off.

ftp> asc

200 Type is ASCII (No subclass parameter defined, Non-Print used as default.)

ftp> mput *.idx

200 Port command okay.

150 Ready to receive "/ecpn/Fa8701/eda/27F1.idx". Mode STREAM Type ASCII NO-PRINT.

226 Transfer finished successfully. Closing data connection.

89 bytes sent in 0.00 seconds (89000.00 Kbytes/sec)

...

200 Port command okay.

150 Ready to receive "/ecpn/Fa8701/eda/2E25.idx". Mode STREAM Type ASCII NO-PRINT.

226 Transfer finished successfully. Closing data connection.

104 bytes sent in 0.00 seconds (104000.00 Kbytes/sec)

ftp> bin

200 Type is Image (Binary)

ftp> mput *.ps

200 Port command okay.

150 Ready to receive "/ecpn/Fa8701/eda/27F1.ps". Mode STREAM Type BINARY.

226 Transfer finished successfully. Closing data connection.

75612 bytes sent in 0.06 seconds (1260.20 Kbytes/sec)

...

200 Port command okay.

150 Ready to receive "/ecpn/Fa8701/eda/2E25.ps". Mode STREAM Type BINARY.

226 Transfer finished successfully. Closing data connection.

43241 bytes sent in 0.08 seconds (540.51 Kbytes/sec)

ftp> quit

221 Goodbye. Control connection closed.

X:\eda> exit

1.14 Generating EDA files using the Application server

The sole purpose of the Application server is to store and process EDA files. The Application server removes the responsibility and shifts the processing load of generating EDA files from individual PD2 workstations to the Application server.

82. Each award must be verified within PD2 before EDA files for the award have been generated. This is a very important step. For directions on how to verify EDA transactions after an award has been released see section (1.15) - How do I verify the EDA transaction after it has been generated?
83. SPS generates EDA transactions that are saved to the Application server. These files are saved to the \PD2\EDA directory on the Application server.

84. These transactions must be copied from the Application server to an FTP server outside of the base firewall using FTP.

85. The EDA files that were copied to the FTP server must be archived locally. This is an important step that must be performed because the EDA files on the FTP server will be deleted once the EDA files are picked up. Move the EDA files from the \PD2\EDA directory into the \PD2\EDA\archive directory located on the shared drive or workstation. If a \PD2\EDA\archive directory does not exist, create it.

86. DEBX performs a destructive ftp pull and picks up the files from the FTP server.

87. DEBX distributes the files to EDA.

1.14.1 Microsoft Word and Default Postscript printer driver requirements

When an EDA file is generated and processed by the Application server, the EDA files will process only if the Application server has been configured with both Microsoft Word and a Postscript printer driver. The Postscript printer must be set up as the Application server’s default printer. There are no additional requirements that must be fulfilled before EDA files may be processed, generated and saved using an Application server.

1.14.2 Additional requirements

There are no additional requirements that must be fulfilled before EDA files may be processed, generated and saved using an Application server.

1.14.3 PD2 System Administration screen

In order for PD2 to generate and save EDA files using the Application server you must tell PD2 how EDA transactions are to be processed. To do this you must modify the EDA task located in the System Administration screen.

88. Log into PD2 as a system administrator.

89. Select the “Utilities | System Administration” menu options. Scroll down the list of tasks and select the EDA task. The following screen will appear.
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90. Select the “Server” option. Update the EDA path option and change the directory to point to the shared network drive. In this case, D:\PD2\EDA.

Note:  If the directory you entered in the EDA path option cannot be accessed (i.e., the Application server software is not running), you will see the following message(s).
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· At this point you need to start the Application server service (on the Application server choose the “Start | Programs | Procurement Desktop | PD2 Application Server” menu options) before repeating step 3.

91. If the Application server service is running and the directory you entered in EDA path cannot be accessed from this workstation, this message will be displayed.
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92. If the Application server service is running and the directory you entered in EDA path can be accessed from this workstation, no messages will be displayed.

1.14.4 How do I verify that the Application server service is active

You may select the “Ping...” button on the EDA task screen to verify that the Application Server is currently running.

93. Log into PD2 as a system administrator.

94. Select the Utilities | System Administration menu options. Scroll down the list of tasks and select the EDA task. The following screen will appear.
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95. Select the “Ping...” button on the EDA task screen to verify that the Application Server is currently running. If the Application server service is running, you will see this message.
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1.14.5 How are the EDA files transferred to the FTP server?

When the Application Server generates EDA files these files are saved to the D:\PD2\EDA directory. 

· Before copying the EDA files to the FTP server make sure you know the IP address or server name, username and password used to access the FTP server as well as the directory to which the EDA files will be transferred. You may also need to know your base’s UIC.

Note:  The EDA files must be verified after they have been processed but before they have been transferred to the external FTP server.

· The directions listed below assume that the FTP software on your FTP server understands the “mput” (send multiple files) command. If your FTP server software does not understand the “mput” command, you must instead use the related “put” (send one file) command. The “put” command does not allow the use of wild card characters (*) and, as a result, the EDA files will need to be transferred one file at a time, e.g., “put 312F.idx” and “put 312F.ps”.

1.14.5.1 From a workstation to your FTP server (single site configuration)

Copy the EDA files from the application server drive (located in the D:\PD2\EDA directory) to the FTP server:

96. Log into the application server and go to a Command Prompt (select Start | Programs | Command Prompt).

97. Change to the D: drive. Type “D:” and press <Enter>. If the DOS prompt already begins with “D:” you may skip this step.

98. Change to the \PD2\EDA directory. Type “cd \eda” and press <Enter>. The DOS prompt should change to “D:\PD2\EDA>”.

99. FTP the files to the FTP server by running the FTP program. Type “ftp <ftp server IP address>”. Replace <ftp server IP address> with the IP address or server name of the FTP server.

100. When prompted for a username, enter the user name.

101. When prompted for a password, enter the password. At this point you should see the “ftp>” prompt.

102. Change to the EDA directory. Type “cd ecpn/eda” and press <Enter>. At this point you should see the “’/ecpn/eda’ is current directory” message.

103. At the “ftp>” prompt type “prompt” and press <Enter>. You will see the “Interactive mode Off.” message.

104. At the “ftp>” prompt type “asc” and press <Enter>. You will see the “Type is ASCII (No subclass parameter defined, Non-Print used as default.)” message.

105. Transfer the .idx EDA files. Type “mput *.idx”. The .idx files will be copied to the FTP server.

106. At the “ftp>” prompt type “bin” and press <Enter>. You will see the “Type is image (Binary)” message.

107. Transfer the .ps EDA files. Type “mput *.ps”. The .ps files will be copied to the FTP server.

108. To verify that the files have been transferred, type “dir” and press <Enter>. A listing of all the EDA files will be displayed.

109. Exit the FTP program by typing “quit” and press <Enter>

110. Exit the Command Prompt by typing “exit” and pressing <Enter>.

111. Using Windows NT Explorer, archive (move) the EDA files to an Archive directory. Suggestion: move all the EDA files you just copied to the FTP server from the D:\PD2\EDA directory into the D:\PD2\EDA\archive directory. If this archive directory does not exist, create it.

1.14.5.2 From a workstation to Gunter’s FTP server (multiple sites configuration)

Copy the EDA files from the application server drive (located in the D:\PD2\EDA directory) to the FTP server:

112. Log into the application server and go to a Command Prompt (select Start | Programs | Command Prompt).

113. Change to the D: drive. Type “D:” and press <Enter>. If the DOS prompt already begins with “D:” you may skip this step.

114. Change to the \PD2\EDA directory. Type “cd \eda” and press <Enter>. The DOS prompt should change to “D:\PD2\EDA>”.

115. FTP the files to the FTP server by running the FTP program. Type “ftp <ftp server IP address>”. Replace <ftp server IP address> with the IP address or server name of the FTP server.

116. When prompted for a username, enter the user name.

117. When prompted for a password, enter the password. At this point you should see the “ftp>” prompt.

118. Change to the EDA directory. Type “cd ecpn/<base UIC>/eda” and press <Enter>. Replace <base UIC> with your base’s UIC. At this point you should see the “’ /ecpn/<base UIC>/eda’ is current directory”.

119. At the “ftp>” prompt type “prompt” and press <Enter>. You will see the “Interactive mode Off.” message.

120. At the “ftp>” prompt type “asc” and press <Enter>. You will see the “Type is ASCII (No subclass parameter defined, Non-Print used as default.)” message.

121. Transfer the .idx EDA files. Type “mput *.idx”. The .idx files will be copied to the FTP server.

122. At the “ftp>” prompt type “bin” and press <Enter>. You will see the “Type is image (Binary)” message.

123. Transfer the .ps EDA files. Type “mput *.ps”. The .ps files will be copied will be copied to the FTP server.

124. To verify that the files have been transferred, type “dir” and press <Enter>. A listing of all the EDA files will be displayed.

125. Exit the FTP program by typing “quit” and press <Enter>

126. Exit the Command Prompt by typing “exit” and pressing <Enter>.

127. Using Windows NT Explorer, archive (move) the EDA files to an Archive directory. Suggestion: move all the EDA files you just copied to the FTP server from the D:\PD2\EDA directory into the D:\PD2\EDA\archive directory. If this archive directory does not exist, create it.

1.15 How do I verify the EDA transaction after it has been generated?

While it is suggested that the accuracy of each award is verified within PD2 prior to the release of the award and automatic generation of the EDA transaction files, it is possible to verify an EDA transaction after it has been processed, generated and saved to a shared network drive.  However, if you ensure the accuracy of the award document through “view document” within PD² and no changes need to be made, you do not need to take any additional steps to verify the EDA document.

Once an EDA transaction has been generated, verification of the EDA transaction requires additional software that may not be available to your site. If you are to verify the EDA transaction after it has been generated the PD2 workstation must be configured with the following software:

· Adobe Acrobat Reader. This freely available program allows you to view .pdf files. This program may be obtained from Adobe’s web site at http://www.adobe.com/products/acrobat/readermain.html. 

· Adobe Acrobat Distiller Assistant. This program allows you to convert postscript files into .pdf files that may then be viewed using the Adobe Acrobat Reader.

· This software is not freely available, but a license may be obtained by purchasing a copy of Adobe Acrobat at http://www.adobe.com/products/acrobat/main.html. 

Note:  If you are unable to obtain the Adobe Acrobat Distiller Assistant software, you will be able to verify the accuracy of the award through the PD2 software only.

Once this software has been installed, the EDA transactions may be verified.

128. Install the Adobe Acrobat Reader and Adobe Acrobat Distiller Assistant software on the PD2 workstation.

129. Locate the EDA transaction that you wish to verify. An EDA transaction consists of two files: an index file, e.g., 28DC.idx and a postscript file, e.g., 28DC.ps.

130. Open the .ps file by double-clicking on the 28DC.ps filename. If the “Adobe Distiller – Specify PDF File Name” screen does not appear, skip to step 5:
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131. Select the “Save” button. The 28DC.ps file will be converted to a .pdf file called 28DC.pdf and saved to the specfied directory.

132. You will see the “Adobe Distiller” screen:
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133. Exit Adobe Distiller by choosing the “File | Exit” menu options.

134. Locate the .pdf file that was just created, e.g., 28DC.pdf.

135. Open the 28DC.pdf file by double-clicking on the filename. Verify the accuracy of the award.

1.16 How do I generate EDA files for failed documents?

1.16.1 From the EDA Failed queue

Every once in a while an EDA transaction may not generate due to a system-related (printer, network, etc.) problem. When an EDA transaction does not complete successfully, it is added to the EDA failure queue and at that point requires the attention of the system administrator.

In most instances the system administrator may manually recreate the EDA transaction within PD2 by accessing the “Utilities | System Administration” menu options. Scroll down the list of tasks and select the EDA task. 

Selecting each EDA document and pressing the Retry button will regenerate the EDA transaction and place it into the directory shown in the EDA Path field. After each EDA transaction has been regenerated, you should see a message indicating that both the print and index files have been created.

1.16.2 The document is not located in the EDA Failed queue

If an EDA transaction has failed to generate and does not appear in the EDA Failures queue, the two EDA files associated with one EDA transaction can be generated manually by following these steps:

· Recreating the Post Script EDA file:

· Make sure that the workstation on which this task is being performed has its default printer configured as a postscript printer.

· Go into PD2 and locate the document requiring the EDA recreation.

· Highlight the document. Use the PD2 menu and select the File | Print Preview menu options.

· Microsoft Word will open the document. Use Microsoft Word’s menu and select the File | Print. Make sure that the postscript printer is the selected printer and the Print to file checkbox is checked before pressing the OK button.

· Press the OK button. You will be prompted for a location and filename.  Save the file to the directory in which your EDA files are located.  When asked for a filename, provide three characters with a “.ps” extension (e.g., ABC.ps). Choose the “All Files (*.*)” option for the Save as type field and press the OK button.

· Exit out of PD2

· Recreating the Index file:

In order to properly create this index file, you will need to look at a previously successful file to get some of the unique digits/codes.   See the following section for a description of the fields in the index file.
The Index file consists of a single line of information separated by commas and it must be created in all capital letters.  Following is an example:
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· Create the .idx file using an older .idx as a template.

· Verify that the information in the new .idx file is accurate using the information in The Index File Format.

· Save the file to the directory in which your EDA files are located using the same three characters used in the Post Script file with a file extension of “.idx” (e.g., ABC.idx)

· Place both files out on the FTP server and call Julee Russell at Hill (DSN 777-3282 x7210) and ask her to pick up the EDA files immediately. Let her know that you had an EDA failed file and are trying to get it posted.

· As soon as DBEX picks up the EDA files verify that the files have been correctly posted to the EDA site (at http://eda.slidell.disa.mil).

1.16.2.1 The Index file format

· Single Digit (See what is in previous record – This field is site unique)

comma

· Seven Digit (See what is in previous record – This field is site unique)

comma

· Eight Digit Serial Number (look at last one from yesterday and make this the next number)

comma

· Award Number with no dashes

4 commas  (Note: this format is valid only if this is an award.  The format varies if this is a modification)

· Effective Date (format - YYYYMMDD)

comma

· DODAAC Issue Office

comma

· DODAAC Ship To Office

comma

· DODAAC Pay Office

comma

· Vendor 5 Digit CAGE

comma

· DUNS code (if present)

comma

· Date Time (format - YYYYMMDDHH:MM:SS)

1.17 FedBizOpps XE "EPS" 
The Air Force has implemented the FedBizOpps for posting solicitations and CBD announcements.  Instructions on the use of FedBizOpps can be found in Part 2 of this CONOPS and at one of the following:

 http://eps.satx.disa.mil 

 http://eps.gov 

 http://www.fedbizopps.gov
1.18 Establish CBD Procedures XE "CBD Procedures" 
The SPS contract requires PD² to create a flat-file conforming to CBD standard specifications.  This flat file may then be opened for viewing in MSWord or Notepad.  However, since the original contractual requirement was defined, new methods of CBD transmission have been developed – namely entry on-line via the Internet, where an automated routine receives and posts the data. 

· Continue to use FedBizOpps following your current MAJCOM or local procedures for CBDs. 

1.19 Assign User Preferences

The system administrator should assign default user preferences.  Individual users can then tailor these preferences.  

1.19.1 Preferences XE "Users:Preferences" 
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Preferences are a set of options that define default settings for your Desktop.  System administrators can set default preferences specifying that PD2:

· Ask for confirmation before exiting

· Automatically save your configuration before exiting

· Notify you when new documents are placed in your Inbox

· Delay checking your Inbox for a specified period of time

· Delay moving documents from your Outbox for a specified period of time

· Forward your mail to another user while you are away from the office

· Change your password

· Notify you when a task passes its expected completion date, when a new task has been received, or when an existing task has been deleted or reassigned to another user

· Set default addresses to automatically populate procurement forms

· Establish levels of award creation within the Auto Order task

1.19.2 Contracting User Guidance 

If sites have unique business practices not addressed in the CONOPS User Guidance part, they must document and communicate these needs either during the user training or soon thereafter. 

Much of this supplementary guidance will result from site additions to the Air Force standard data configuration or explanations at the site-level (as required) for the construct of the security model, standard routes, etc.  System administrators and team members must determine whether users will need additional explanation in order to understand site revisions to the baseline Air Force Standard Data Configuration (e.g., Security Model changes).

1.20 PD² Task Maintenance

Guidance on maintaining the PD² tasks is available in your AMS SPS System Administrator’s Guide.  Specifically, refer to Chapter Three of that guide, on “Defining and Maintaining Desktop Templates,” for information on the various template tasks (e.g., Checklists, Milestone Plans, Attachments, etc.).  Chapter One of the AMS SPS System Administrator’s Guide defines Desktop and Report Security; Chapter Two covers User Set Up; and Chapter 4  tells you the basics about supporting teams and other tasks under “General Desktop Setup and Maintenance.”

Following are the general System Administration tasks which, because they are not addressed in sites’ preliminary data load and office configuration, have not yet been addressed in the CONOPS.

1.20.1 CDL Template XE "CDL Template" 
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The Contract Distribution List (CDL) indicates the routing sheet for a given procurement document.  CDLs are grouped by “modules” for availability at different stages in the procurement life cycle.  (This limits the field of selections by relevance and for ease of use.)

CDL modules include:

· Contract Management

· Contract Placement

· Correspondence

· Purchase Requests

· Simplified Acquisition

No baseline Air Force CDL templates were pre-loaded, as these are user dependent.

1.20.2 MOTD
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The Message of the Day (MOTD) XE "Message of the Day (MOTD)"  Banner appears when users activate PD².  This pop-up window displays a text message and can be manipulated by the system administrator as desired to communicate information to the user community.  

The Air Force will use Message of the Day to identify the current FAC/DAC in PD², relay schedules for system downtime and communicate any other pertinent information (e.g., broadcast messages to the user community).  The MOTD should also include standard government language indicating the federal nature of the software application license.

1.20.3 License XE "License" 
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The License task identifies the license number associated with the PD² software loaded on the workstation.

1.20.4 Reactivate XE "Reactivate" 
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The Reactivate task can be used by system administrators to access previously closed out contracts.  This provides some flexibility in the system to address unique circumstances, particularly in cases where automatic closeout criteria have been enabled. To reactivate a closed contract:

· Choose the Reactivate task in  System Administration

· Highlight the contract you want to reactivate and select the Reactivate button. The contracts listed in the Reactivate task are not sorted by contract number. 

Note:  You cannot reactivate the DD 1594 and DD 1597 associated with the closed out contract.  You must recreate the forms when you closeout the contract the second time.
Reactivated contracts can be modified like active awards.

1.20.5 Unit of Issue XE "Unit of Issue"  
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Unit of Issue (UOI) defines the types of units in which an item can be measured or purchased.  The UOI codes are directly related to ANSI X12 EDI recognized standards codes.  The existing UOI codes should not be supplemented, changed or deleted due to the impact on ANSI X12 approved transactions.

1.20.6 Transmit XE "Transmit" 
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AMS created the DD 350 flat-file standard for transmitting DD 350 data, thereby enabling potential interfaces to external financial systems.  The Transmit task sends files flagged for transmission by PD² users.  DD 350 and DD 1057 files can be transmitted and sent to disk.

File maintenance also allows system administrators to sort and filter files under the Transmit task.

1.20.7 Local Information XE "Local Information" 
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Local Information is a task available for establishing additional data elements.  There are 10 at the contract level and 10 at the line item level.  SPS-I has currently reserved three CLIN level fields for support of interfaces with external systems. The three reserved free text fields will host Pay Office, Supplementary Address and Routing Identifier information.

HUBZone information is captured as local information at the contract level.  System Administrators should create specific local information fields to facilitate the capture of HUBZone information.  To do so follow these steps:

· Open the Local Information task in System Administration and select the “Decument Level” button

· Enter, “HUBZone” in the field by Document Label 1

· Enter, “Education” in the field by Document Label 2

· Enter, “Veteran Owned” in the field by Document Label 3

1.20.8 CLIN Template XE "CLIN Template" 
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CLIN templates can be edited to any format that the site chooses for every combination of contract type and IDC type.  The new CLIN Template task provides a window with an entry for each available contract type that is identified at the line item detail level in conjunction with every IDC type identified at the line item detail level.  This approach provides every possible CLIN template configuration.  The user can search this listing by identifying either a contract or IDC type.  Once the user has found the contract type/IDC type combination that he/she is looking for, the user can click on the [Update] button to change the template document through a word processing application.

The CLIN Template contains the exact format that displays in the generated document for that contract type combination.  The user can view/edit the database bookmarks that are tied to the fields in the template.  The user can also edit or move the field labels or the bookmarks within the template

PD² will normally format section B of the generated contract to include two CLINs per page.  If you would like to modify the normal format, you can do so using the CLIN template function.  As such, this function may be useful for contracts with a high number of CLINs.

1.21 Other System Administrator Tasks

As the system administrator, you may also have responsibilities to assist users with performing special activities. The following tasks may fall under system administrator responsibilities, but are not necessarily System Administration tasks within PD².

1.21.1 PIIN Reassignment XE "PIIN Reassignment" 
While PIIN reassignment is a user responsibility, you should be aware of your role in the process. If a user saves, but does not yet generate a solicitation, then must renumber the PIIN, he or she will contact you for authorization to reassign the PIIN. If the user has saved and generated a solicitation, then must reassign the PIIN, he or she will route you the misnumbered PIIN for deletion, and then create a new solicitation.

1.21.2 Multiple Contract Modification

The SF 30 multiple contract modification (multi-mod) has been created to accommodate changes to contract level information affecting multiple contracts with common data elements.  At the time of multi-mod release, a separate modification is executed for each of the contracts associated with the multi-mod.  The multi-mod can be used to modify different types of award instruments simultaneously.  As with standard modifications, PD² supports generation and printing of summary of changes information for the multi-mod as well.

Due to the rare occurrence of multiple contract modifications and to ensure proper control of this task, Menu access will be restricted from all users, and only granted as needed.  As the SA, you will monitor this menu access and may designate access upon request.  Due to its impact on several awards, proper vendor and Other Organization address information must be verified for accuracy before granting rights to generate a multiple contract modification.

1.21.3 Interface By-product Procedures

To support successful receipt and transmission of data with interfacing customers, the SA will be responsible for certain tasks throughout the procurement process.  Each site will have a designated PR follow-up recipient, most likely the site SA, who will occasionally receive alert messages from interfacing external systems.  Upon receiving an alert, the PR follow-up recipient will be responsible for notifying the respective buyer and supporting associated tasks as appropriate. 

1.21.4 Cancel PR

When receiving a customer requested cancellation, an alert will be sent to the PR follow-up recipient and a sticky note will be attached to the PR.  Both the alert and sticky note will indicate the PR number and quantity to be cancelled. The follow-up recipient must send an alert to the PR’s owner notifying him or her to route the PR to the SA for cancellation. When the PR is cancelled, the customer will automatically be notified.

When canceling PR’s, interface customers (except ABSS) can only receive the following six reasons for cancellation:

· Cancel Washpost, Any Reason

· Insufficient Data Received

· Item Temporarily Unavailable

· Mutual Term, Customer Request

· Order Not Consummated (also change Cost Constraint to No Charge on the PR)

· Product Not Available

If a PR must be cancelled because of Free Issue, the buyer will leave the unit price as-is and change the cost constraint to No Charge, then route the PR to the SA for cancellation. The SA should then select Order Not Consummated from the reason for cancellation options.  After canceling the PR, route the cancelled document to Management Analysis for archiving.

1.21.5 Customer Requested Changes

If a customer sends an AM(x) transaction referencing an unapproved PR, the priority and/or delivery date will be automatically updated within the PR. An alert will be sent to the PR follow-up recipient indicating the changes made. The PR follow-up recipient must then alert the PR’s owner of the change.

If a customer sends an AM(x) transaction referencing an approved PR, a sticky note will appear on the PR indicating the desired change and an alert will be sent to the PR follow-up recipient.  The PR follow-up recipient should then notify the buyer to take note of the change in request. If the PR is awarded or cancelled no action will occur.  

If a customer system may sends a 1CU transaction to change the unit of issue for a particular stock number, the change will be automatically made to the line items on unawarded documents and to the stock number in the NSN Maintenance tab of the Auto Order task.  

If a 1CU transaction is sent for an awarded PR, an alert will be sent to the PR Follow-up recipient detailing the unit of issue change. A sticky note will also appear on the PR and any subsequent solicitations and awards.

Customers requesting follow-up or expedite for a PR via an interface will generate an alert to the PR follow-up recipient and create a sticky note attached to the document. The alert and sticky note will indicate Expedite or Follow-up. The follow-up recipient must notify the PR’s owner to take appropriate action after which status will be sent to the customer system regarding the referenced PR.

When a customer requests reconciliation, an alert will be sent to the PR follow-up recipient stating that a 1LH was received from that customer system. Status will be automatically sent to the customer system regarding the reconciled PR’s. A reconciliation log will be created within SPS-IM.  The five groups of data within the log are: 

· Reconciliation Matched Listing -- Lists those 1LP transactions where the stock number/purchase requisition number combinations are found in PD².

· Reconciliation Unmatched Listing -- Lists those 1LP transactions where the stock number/purchase requisition number combination is not found in PD².

· Reconciliation Action Listing Contracting -- Lists those 1LP transactions where the stock number/purchase requisition number combination is not found in PD² and yet the 1LP lists the combination as being awarded.

· Reconciliation Action Listing Customer -- Lists PRs found in PD² where the positions 2-6 of the MILSTRIP = a SRAN in the 1LH, but for which no 1LP was received.

· Reconciliation Transaction Listing:

· Listing -- Lists all 1LH/1LP transactions received by SPS-IM.

· Input Summary -- A raw count of the number of records contained in both the 1LH and 1LP, the number of matches found (stock number/purchase requisition number combination found in PD²) and the number of records requiring no action (did not print on any listing other than the Reconciliation Transaction Listing).

· Unmatched Summary -- A raw count of the number of records not found in PD² and the number of PRs found in PD² which did not have a 1LP record. 

· Output Summary -- A count of how many 

(e) AE1 transactions generated by this run, 

(f) LPS transactions generated by this run, 

(g) EDD transactions generated by this run, and 

(h) LCC transactions generated by this run.

1.22 Load and Configure SPS Application

Once PD² and its supporting software are installed on a site’s database, the work of loading the gathered site-specific data must begin.  This is the execution phase of the earlier preparation effort.  Sites may designate teams to oversee the initiation of this general data load. 

1.23 Provide Post-Implementation Support

Managing the change associated with the transition to PD² will require certain post-implementation support activities on the part of system administrators, and help desk personnel.  The first few weeks will be particularly important for a fluid turn-key deployment, as experienced and knowledgeable PD² users assist their co-workers in adapting to PD² and the new environment.  Guidance and reminders may be necessary throughout the early implementation stages, followed by dedicated long-term support.

Designated Air Force teams will provide a week of on-site support to new user communities.  It will be the responsibility of local team members to assure the site’s operational use of PD² thereafter. 

System administrators will continue to monitor and manage the PD² data configuration components, including the various templates included in the Air Force Standard Data Load as well as any site-specific additions.

1.24 Software Upgrades XE "Software Upgrades" 
Software upgrades include PD² version and maintenance releases, as well as the installation of new or revised reference data (such as clauses and Reference Library materials).  Separate consideration must be given to general software configuration management and upgrades, including the version of the MS Office suite installed.

1.24.1 PD² Upgrades XE "Software Upgrades:PD² Upgrades" 

 XE "PD² Upgrades" 
AMS releases of PD² software fall into two categories: major releases and maintenance releases.  Major releases are planned version upgrades, while maintenance releases are updates to those software iterations.

Database administrators assigned to the upgrade and maintenance of PD² should keep the following in mind:

· Major releases are anticipated at a rate of one per year, through 1999; maintenance releases may number three to four per year.

· PD² software is installed using the AMS installation routine as it was intended to be used.  AMS must certify any other uses of that installation routine.

· PD² upgrades are accomplished in serial fashion (i.e., each upgrade assumes changes from previous upgrades have been made).

· Upgrades must be performed on the database instance as well as the PD² clients.

· Because each PD² client and database software upgrade offers additional or modified functionality, it can’t be backward compatible.  Partial upgrades (i.e., upgrading just the database or a few machines) can result in system error.  If any client or database is upgraded at a particular site, every other client must also be upgraded at that site.  Therefore it is not possible to “phase in” upgrades.  As such, sites must have a well-defined upgrade strategy to minimize associated downtime. 

The method of distribution of PD² software to Air Force sites will depend on whether the upgrade is a major or a maintenance release.  A tentative description of the strategy for each type of release is included below.  Finalized procedures are still under negotiation between AMS and the SPS Program Management Office (PMO). 

· Major Releases: AMS will be responsible for distribution of all scheduled major releases to Air Force sites.  To avoid complications arising from scheduled version upgrades, AMS will either perform the installation directly or guide site personnel through the process.  

· Maintenance Releases: Maintenance releases will be provided to the PMO, who will determine responsibility for and performance of the installation: either by site personnel or by AMS. 

Note:  Refer to CONOPS Section II, for information regarding SPS-I upgrades.

1.24.2 Major Releases XE "Major Releases" 

 XE "Software Upgrades:Major Releases" 
You may recall, during the installation AMS installs the Sybase database engine, the PD² database instance, and the SPS application software (which includes PD², Cognos and SmarText).  A series of test scripts is executed to verify a successful installation.  AMS provides site personnel the PD² and Sybase CD-ROMs.  

As upgrades are released to the Air Force, site technical administrators should perform integration and functional testing of the new versions, as described below:

· Integration: Verification that the new version runs with the site client configuration (e.g., hardware, operating system, third party software such as MS Office suite, etc.) 

· Functional:  Assurance that interfaces and reporting requirements are still  met

The AFCIS System Program Office (SPO) will assure the functionality of version releases is supported in existing or revised CONOPS guidance, though sites also may wish to confirm their defined business processes for integration of the version upgrade.
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Note:  Both the SmarText and Cognos tools aer packaged on a single PD² Compact Disc (CD) and are fully integrated in the system; however, each has the option of being loaded locally on each client machine, or centrally on an application server.  It is the recommendation of the AFCIS SPO that the SmarText library and Cognos run-time tools be installed at one of the following locations (in order of preference): 1). the PD² database server; 2). A network/file server/shared network drive and 3). On the PD² application server.  If a site chooses to install the Cognos run-time tools on the PD² application server, then it is the site’s responsibility to ensure that the PD² application server is backed up on a regular schedule.

Some possibilities include:

· Site technical administrators establishing PD² workstations and databases for technical and functional testing

· Air Force development and execution of standard testing scripts for functional verification and configuration management

1.24.3 Maintenance Releases XE "Maintenance Releases" 
As noted earlier, the SPS Program Management Office (PMO) will define the process for disseminating software upgrades to PD² sites.  It is expected sites will install maintenance releases to the client software and the database; these upgrades will most likely be available from the PD² web-site: http://pd2.amsinc.com, with appropriate notification to affected sites.  

In order to receive notification of clause updates and maintenance releases and to download the associated files, sites must register with the PD² web-site.  It is recommended that this registration be in the same name as the person who registered with the AMS Deployment Team as the site point of contact (POC).  

The download of these updates will be closely controlled and monitored to ensure adequate security.  If the web-site is utilized, AMS will provide sites with detailed instructions for downloading and installing maintenance updates.  While sites may receive notification from AMS when an update occurs, they shall wait for further direction from AFCIS SPO before accessing the PD² web-site and downloading any update files.

1.24.4 Downloading New Standard Data

As described in the introduction of the CONOPS, the Air Force defined a set of tools and templates for use by all SPS sites.  This data package will be pre-loaded on site machines and available to users as defined by the parameters of the site security model.  Defined Air Force data set components include: Approval Sheets, Attachments, Checklists, Milestone Plans, Procurement Action Lead Times (PALT), Warrants, and Security Model classes and groups.  Air Force clauses and reports also may be available.  The standard data configuration is included in Appendix A: Standard Data Configuration of the CONOPS, with separate detailed documentation of the Security Model in the Baseline Security Model section above.

Installation of the standard data configuration will take place at the time of PD² installation on site machines.  This will likely involve a web-download of Air Force data.  Interim data configuration updates may eventually be available through the same conventions, although this process has not yet been defined.  Existing instructions for downloading a standard data package are included below. 
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Note:  For additional assistance troubleshooting difficulties with downloading, you can also refer to the SPS Knowledge Base located at:  http://pd2.amsinc.com/spskb.nsf.  A search feature in the upper right corner allows you to search for topics by key words, such as “downloads.”
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Note:  AMS installs only the initial Standard Data Load.

1.25 Standard Data Package Download XE "Standard Data Package Download"  Instructions 

1.25.1 Before You Install

Prior to installing a standard data package, or any other installation that affects your PD² database, always make a backup of your database (or, if your database server is at a central location such as the BNCC, have them back it up for you) so you can recover it in the event of a failure during the installation process.  (See CONOPS Section II, for more details on database backups and recovery.)
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Note:  You must perform this operation from a PD² client machine or a machine with Sybase client DLL’s installed.  The routine only needs to be run once per database (from the selected client machine).  If you have extracted these files to the PD² database server, please copy the self-extracting executable file to a client machine and run it on that machine.

Following are the current guidelines posted to the PD² web-site for downloading standard data.  To install the Standard Data Package:

· Download the Air Force standard data package from the PD² web-site to a PD² client machine.  Save the self-extracting executable file to a temporary directory.

· Double click the self-extracting executable file to automatically run the PD² Database Distiller program.  The PD² Database Distiller dialog screen will ask if you wish to install the specified standard data in your site’s PD² database.  Click “Yes”. 

· Click “Next” on the PD² Database Distiller – Welcome dialog screen.

· To continue with the installation, click “I Agree” on the PD² Database Distiller – License Agreement dialog screen.  

· Temporary installation files are by default extracted to C:\WINDOWS\TEMP\PD2DATA.  You may specify a different location.   Once an installation folder location is determined click “Continue”.

· After clicking “Continue” on the PD² Database Distiller – Installation Folder screen (above), the PD² Database Distiller program will execute a series of tasks.  The program will unpack the distiller (Unpacking PD² Database Distiller screen).  If you are reinstalling the standard data, you may see the Overwrite Protection dialog box.  This screen will appear if the PD² Database Distiller program did not successfully clean up temporary files.  Click “Yes to All” to overwrite the temporary files.  The PD² Database Distiller program will continue with the setup and initialize the registration database (Setup screen).

· Click “Next” on the Congratulations!! dialog box.  

· Click “Yes” on the PD² License Agreement dialog box.  

· Complete the PD² Product Registration screen by entering the user name in the Name field, the organization in the Company field, and the AMS-provided serial number in the Serial field.  Click “Next” to continue.  This serial number is the same number that was used to install the client software and database for your original PD² installation.  

· Click “Yes” on the PD² Registration Confirmation dialog box.  

· Enter the IP address (numeric preferred: e.g., 255.255.255.255) in the IP Address field and port number of the Sybase server in the Port # field.  Click “Next”.  

· Enter a username in the User ID field and password in the Password field for a Sybase user with sa privileges.  This will typically be the actual sa user, unless the Sybase server has been configured to allow another login to have the sa role.  Click “Next”.  

· Enter the database device name in the Device field to which you wish to upload the data.  The database device name is usually something like SPS_YOURActivity Address Number_DB; it is not the pathname of the database device.  Click “Next”.

· Confirm the information on the Start Copying Files screen and click “Next”. 

· The PD² Database Data Distillation Wizard will then uncompress the material needed to run the database installer into a temporary directory and run the PD² Data Installer.

· The PD² Installation Wizard Status window will appear. Fewer tables will be moved than in the standard installation.  A data package load takes only slightly less time than a full database load.  

· The Installation Complete! screen will appear when the installation is finished.  Click “Finish” to end the program.

1.26 Downloading New SmarText XE "SmarText"  Bookshelves and/or Documents

The Reference Library is a convenient place to store commonly used documents and reference materials for the entire PD² user community.  Periodically, there will be updates to the FAR and DFARS clauses and sites will be responsible for downloading those changes from the AMS web-site: http://PD².amsinc.com/ and making them available to users.  

Data updates will be performed by downloading the new SmarText file and replacing the existing file on the server.  Instructions will be provided on the AMS web-site for updating the bookshelf.  Every installed PD² site will receive e-mail notification of pending updates. 

Air Force sites must designate where to store the text for the on-line Reference Library.  They may be placed, for example, on the server or in a centrally located local area network (LAN) directory.  This approach ensures all users at a given site have access to the latest versions as soon as it’s available.  This approach also reduces the maintenance associated with distributing new versions.  See the Air Force SPS Implementation Plan for more SPS configuration considerations.

During the initial client machine set-up, pointers are indicated to the Reference Library text location.  Assuming the location won’t change, client pointer changes won’t be needed as new versions become available.  The new Reference Library text will simply be copied to the appropriate location, replacing the previous version.

All files for the Reference Library may be maintained on the server except for the stxr30.ini file.  It is a requirement of the third party application, Lotus SmarText, that the initialization file reside in the C:\Windows directory of the client.  Nevertheless, the initialization file can be altered to point to the server.
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Note:  The Windows NT server does not allow users to add Smar Text Documents to the reference library. NT users should consider using a team cabinet to share references outside the library.

1.27 Maintenance of FAR/DFARS Clauses XE "FAR/DFARS Clauses"  

When notified of a Federal Register update to the FAR or DFARS, AMS analyzes the changes and uses the Clauses module in the PD² System Administration module to update the designated clauses in the database.  The clause accuracy is important, as it comprises the bulk of a procurement.  As changes occur in the FAR/DFARS, updates will be provided to the SPS PMO within 14 days and installed sites will be notified via e-mail of the pending update.
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Note:  In some cases, the effective date of a new clause may be immediate, and require special attention before the allocated two-week time frame.  Air Force procedures will be developed to address these rare occasions when an immediate clause update might be in order.

Changes to the clause database can happen several ways. Clauses may be:

· Added

· Amended (sometimes called Revised)

· Removed & Reserved

· Added & Reserved

When the clause is added, the new clause is analyzed to determine whether it should be designated as a “fill-in” or “substantially the same as” clause.  The clause is added to the database by adding the clause number, regulatory source, title, effective date, fill-in and/or substantially the same as designation.  The actual text of the clause is then added.  If the clause is a fill-in, all appropriate fill-in locations are designated by red text.

When a clause is amended, AMS analyzes the changes to the clause to determine the data that needs to be changed.  The changed clause is modified in the database by changing the title, effective date, fill-in and/or substantially the same as designation, and prescriptive language as appropriate, as well as the actual edits to the text of the clause.  Again, any new fill-in text is formatted in red.  

When a clause is removed and reserved, the appropriate clause(s) are marked as deleted (shown in the Clauses module as “Reference”).  They are not, however, actually deleted from the database, as any documents created prior to the deletion will still need to reference them.

When a clause is added and reserved, the new clause is added to the database by identifying the number, entering the date as the first day of the current month, and entering the clause title as “Added and Reserved”.  This clause number is included in the list of clauses to be marked as reference by the administrator as described above.

When all changes to the database are completed, the database changes, along with an installation program, are posted on the AMS SPS web-site for download by the sites.  Periodically, the changes to the regulations are so minor that the effort required to develop the installation program far exceeds that required to make the changes manually.  In these cases, when both AMS and the SPS PMO agree, AMS will simply provide the new text on the AMS SPS web-site in an electronic format, and the changes will be inserted manually by the SPS system administrator using the Clause Edit System Administration feature.  On receipt of the notification of a pending update, Air Force system administrators will connect to the following web address using a standard web browser: http://pd2.amsinc.com/.

Should the Air Force identify an alternate method for upgrades, detailed information will be included in a future version of the CONOPS.

Once connected to this page, follow the steps below:

· Select the "downloads" button.  

· All downloads require a user id and password.  If you have not already registered with the web-site, please select the "Register" button; otherwise simply select "Download Now!”  If you select the "Register" button you will be asked to fill in some basic registration information (name, site, etc.).  This screen will allow you to create your own user id and password for future use.  Once registration is complete, you can return to the previous page and select "Download Now!”  

· From the Downloads page, select the "Clause Updates" button.  Within this page you will see the current, and all previous, clause updates.  A recent update, for example, was provided with the agreement of the PMO, consisting of ".P01" (a Text® package) files for the FAR and DFARS, and a series of Word Documents with instructions for updating the clause database.

[image: image78.wmf]
Note:  Regardless of the extent of an update, AFCIS SPO will first test all downloads before notifying USAF sites to proceed.  As such, wait for specific authorization from AFCIS SPO before proceeding with an update.

Notify users upon completion of the clause download by pressing the Notify Users button within the Clause task of System Administration.  As this will notify only those users who have unreleased solicitations with affected clauses, you may also elect to notify all users (when applicable) via an alert or Message of the Day banner.  There may be isolated cases of a requirement to put a new clause in all existing contracts, including those already released.  If this should occur, send an alert to all users notifying them of the clause change and requirement to refresh clauses, amend released solicitations, and/or modify released awards affected by the clause change.

1.28 Help Desk XE "AMS Help Desk"  Support 

Sites should be able to resolve most issues locally.  However, when issues require additional support, Air Force SPS users and system administrators should follow a basic problem resolution format, seeking assistance in the following order:

· Level 1 – User refers to the CONOPS and the Internet (on-line services provided by the PD² web-site and Knowledge Base http://pd2.amsinc.com/kb , or AFCIS SPO web-site for guidance.  In this event, the users will seek to define the solution themselves.

· Level 2 – User contacts the site super user/Tiger Team/SA.  The super user/Tiger Team/SA attempts to resolve the question at the site level utilizing local resources and lessons learned.

· Level 3 – Users should visit the AFCIS Help Desk at http://afcis.ssg.gunter.af.mil/helpdesk/default.html and the AMS Knowledge Base Web Site at http://pd2.amsinc.com/domino/knowledgebase.nsf/?OpenDatabase. 

· Level 4 – Authorized Caller places a phone call to the AMS Help Desk.  When placing a phone call to the AMS Help Desk, be ready to provide specific information about the procurement scenario involved.  Authorized callers can reach the AMS Help Desk at:

· Telephone:
(800) 234-7453

· Fax:

(800) 981-3253

· E-mail:
SPS_Helpdesk@amsinc.com

AFCIS is integrally involved with the resolution of issues. The AMS Help Desk will transfer any help desk call pertaining to CONOPS or Air Force unique business practices to AFCIS for resolution.  The AMS Help Desk will decide which calls to refer to AFCIS by asking the caller the following questions:

· Have you researched this issue in the CONOPS?

· Is the issue addressed in the CONOPS?

· If the answer to these questions is yes, then the help desk call will be referred to AFCIS.

Resolutions will be delivered to the site and user with the initial question, and will be posted to the PD² Knowledge Base for future user benefit as appropriate.

All calls must be channeled through the AMS Help Desk so that they can be put into AMS’s Knowledge Base.  

If you need to call the AFCIS SPO directly, they can be reached at:

Voice

 334-416-3134 or DSN 596-3134.

Functional pager 
888-438-0981

Technical pagers
334-516-2671 or 334-516-2749

1.29 Maintaining Document Numbering Conventions XE "Document Numbering Conventions" 
Note:  UIC is the Unit Identification Code (i.e., F16600).

	Document
	PD² Convention
	Air Force Convention or Rule

	CDRL (DD form 1423)
	No Format
	Customer generated

	Security Form (DD form 254)
	No Format
	Customer generated

	MIPR(DD form 448)
	No Format
	Number = 14 Character PR #

Name = MIPR #

	PR
	No Format
	Number = 14 Character # (FXXXXX-YDDD-XXXX)

Name = PR#/Title (descriptor such as “basketball” or “base custodial”)

	BPA Master Agreement
	UIC-YY-A-000X
	

	External Award/Contract (SF 26)
	No Format
	Original contract number (UIC-YY-X-000X)

	SF 1449 (Commercial Award)
	UIC-YY-M-000X (Small)

UIC-YY-C-000X (Large)
	also UIC-YY-P-000X

also UIC-YY-D-000X

	Offer Evaluation
	Created from selected SML or blank
	

	Simplified Purchase (SF 1449)
	UIC-YY-M-000X
	also UIC-YY-P-000X (for automated)

	Award/Contract (SF 26)
	UIC-YY-C-000XUIC-YY-D-000X
	

	Commercial Solicitation (SF 1449)
	UIC-YY-R-000X
	also UIC-YY-T-000X

also UIC-YY-Q-000X

also UIC-YY-B-000X   [DFARS 204.70]

	Commercial Award D.O. (SF 1449)
	UIC-YY-D-000X 0001
	

	Solicitation Amendment 

(SF 30 - SF 1449)
	UIC-YY-R-000X-U00001

UIC-YY-R-000X-P00001
	No alpha position, 4 position numeric

also B, Q, T

	DD1057
	No Format
	Name = 1057 Monthly Report for 26 MM, YY (except for September which is 30 MM, YY)

	BPA Call
	UIC-YY-A-000X 0001
	Correct.  (after 9999, AA01…)

	CBD Announcement
	Defaults to selected object
	

	D.O./T.O./FSS Order (SF 1449)
	UIC-YY-D-000X 0001 (DO/TO)

UIC-YY-F-000X 0001 (GSA)
	(or XXXX)

No 4 position supplemental call number for GSA.

	RFQ (SF 18)
	UIC-YY-Q-000X
	also UIC-YY-T-000X

	RFQ Amendment (SF 30 -18)
	UIC-YY-Q-000X U00001

UIC-YY-Q-000X P00001
	No alpha position; 4 position numeric (0001).

Also Q, T.

	RFP/IFB Amendment (SF 30-33)
	UIC-YY-R-000X U00001

UIC-YY-R-000X P00001
	No alpha position; 4 position numeric (0001).

Also B.

	RFP/IFB (SF 33)
	UIC-YY-R-000X
	Also B.

	Audit Tracking
	No format
	

	Award Status
	No format
	Name = Customer Notice

	Award/Contract Mod (SF 30-26)
	UIC-YY-C-000X U00001

UIC-YY-C-000X P00001
	U = Draft

Add A00001, PZ0001, C00001, D00001 (C and D each may have P, A or PZ)

	PO/DO Mod (SF 30)
	UIC-YY-D-000X U01
	Add P, M.

	BPA Call Modification
	UIC-YY-A-000X 01
	

	BPA Master Modification
	UIC-YY-A-000X U00001

UIC-YY-A-000X P00001
	Add A.

	Commercial Award Modification (SF 1449)
	UIC-YY-D-000X U00001

UIC-YY-D-000X U00001
	Add D, U, P, A, PZ for each of C or D.

	Commercial Award DO Mod (SF 1449)
	UIC-YY-D-000X U01
	Add M, P, C, D or F

F0000X (DO against FSS) uses P or A 6-position Mod # P00001

	Cabinet
	User provides title
	Name by function. (see list); Buyer’s Name for Personal Cabinet

	Envelope
	User provides title
	Name by Project # or ID, Sol #/PIIN, etc.

	Folder
	User provides title
	PR-Sol-Award # sequentially.

	Inbox
	System Provided
	

	Outbox
	System Provided
	

	Team Cabinet
	User provides title
	

	SML
	SML1, SML2, SML3 …
	Associate with Solicitation #

	CDL Contract Distribution List
	No Format
	Tie CDL to Contract #

	BOAs
	UIC-YY-G-000X
	Same Contract # with 4 position PIIN

	DD 1707
	Pulls from Solicitation #
	

	Vendor
	
	CAGE as primary Code, DUNS secondary.

Other mandatory fields:  TIN, Parent TIN (if CONUS), telephone, area/zip codes, Tax Exemption Code

Optional:  Establishment Code, Planned Prod Code.


1.30 SPS-I 1IL Web Interface XE "1IL Web Interface" : Item Description

The SPS-I 1IL Web Interface was designed to assist in transferring Item Descriptions from the customer to PD².  The following documentation describes the process involved to successfully transfer any number of Item Descriptions by using the SPS-I 1IL Web Interface located at http://afcis.ssg.gunter.af.mil/1IL.  As circumstances dictate, the customer, the buyer, or the SA may carry out this procedure.

1.30.1 The Login Page

Each time you access the 1IL web-site, you will encounter this screen:
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Field Descriptions: (bold indicates required fields)

· Username – The Username you registered to use.

· Password – The Password you registered to use.

· Login – Click to Login after entering your Username and Password

· Reset – Reset the Username and Password to their default values.

· Register – Click to fill out the Registration form.

· Password – Click to have your Password sent to you via your registered e-mail address 

Note:  Username MUST be filled in before entering a password

1.30.2 Registration

Registration is required upon initial access to the 1IL web-site.  To access the Registration Form, Click Register on the Login Page.

[image: image80.png]I
J B A e w o
Back | Foved | Sp R Home | Seach Favoiles Hitoy | Mal it D
I LT —— B
|Liks @]Live €]Test @lafsdev-- E]AkaVista &]BestoltheWeb &]Chammel Guide @] Customize Links €] Free Homal »)
Long Item Description (11L) ]
1IL Home Back to AFCIS Contact
[ Annotates Required Field
| itler: [ =] AddTite
‘ First ‘,—
Name*:
[ T
‘ Last ‘,—
Name*:
[ Emait: |
[ section™: \AESS Add Section
Base
ContncungFAETcLGc SPSTEST LAB* =
Unit*:
[ address™: |
\ [
[y
[ st [T
[z~ \|
[ Commercial [ DSN
[ Phonex: \(I_JI_I_XI_ |
Eaans -
[are you the Manager for this Section? Yes © No @
[are you the SPS-T Admin for this Unit? Yes © No @
|Username*:
INew Password*:
RetypePassword*:[ |
Submit
|

(@1 Done.

[ 17 Local intanet 2




Field Descriptions: (bold indicates required fields)

· Title – What you wish to be called.  Choose from the drop down box or add a title by clicking Add Title (Refer to Adding Title or Section for details).

· First Name – Your First Name.

· MI – Your Middle Initial (Do not enter a period)

· Last Name – Your Last Name

· Email – Your e-mail address (Must be in username@domain.com format)

· Section – Your section.  Choose from the drop down box or click Add Section (refer to Adding Title or Section for details).

· Base Contracting Unit – Choose from the drop down box.  Select the Base Contracting Unit supporting your Section.

· Address – Your physical address.  The first line is required, the second is optional.

· City – The city or base where you work.

· State – The state where you work.

· Zip – The zip code where you work.

Within the Commercial section, enter:

· Phone – Enter in your area code and phone number, extension is optional.

· Fax – Enter in your area code and phone number, extension is optional.

Within the DSN section, enter:

· Phone – Enter in your DSN number, extension is optional.

· Fax – Enter in your DSN number, extension is optional.

· Manager – If you are the Manager for your Section, select the Yes radio button.  Your request will be validated by the 1IL Web Site Administrators.  Managers will be responsible for granting access to the 1IL Web Site for future users registering under that Section and Base Contracting Unit.  Refer to User Registration Approval for details.

· SPS-I Admin – If you are the SPS-I Administrator for your Base Contracting Unit, select the Yes radio button.  Your request will be validated by the 1IL Web Site Administrators.  SPS-I Administrators will be responsible for entering SPS-I specific information.  Refer to SPS-I Administration for details.

· Username – The Username you wish to use.

· Password – The Password you wish to use.  Retype your Password for validation.  (Must be at least 8 characters)

· Submit – Click Submit to submit your Registration form.

Upon successful registration to the 1IL Web Site, your request will be sent either to the 1IL Web Site Administrators, if you selected Manager or SPS-I Admin, or to the Base Contracting Unit’s Section Manager for regular users.  You will receive email notification when your registration has been approved.

After receiving an email confirming your registration, you will be able to log in using your Username and Password.

1.30.3 Adding Title or Section

The following example will demonstrate adding a title.  The same process applies for adding a section.  After clicking the Add Title button, you will be prompted with If you add a new Title, that value will be used. Continue?  Selecting Cancel will return you to the registration form.  Selecting OK will continue the title addition process.
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You must either select an existing Title from the available options, or enter a new title.  After making a selection or adding a new one, click the Submit button to submit your changes.  The submitted value will populate the registration form.

Note:  Do Not Close the Add Title window without using the submit option.  Doing so will pass erroneous data and may cause problems with your account.

1.30.4 The User Home Page

After successfully logging in to the 1IL Web Site, you will enter your individual home page.  This page will only display the options available to you according to your registration and access.
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1.30.5 Add 1IL

In order to add an Item Description, click on the Air Force Activity Address Number associated with your Base Contracting Unit (i.e. FAFCISSPO).  If the Base Contracting Unit supports multiple Air Force Activity Address Numbers, click on the one with which you wish to add an Item Description

1.30.6 Adding an Item Description
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· Field Descriptions: (bold indicates required fields)

· Stock Number – Unique Stock Number (Must be between 7 and 15 characters)

· Unit of Issue – Select from the drop down box.

· Primary Customer – Select from the drop down box.

· Variation in Quantity – Select from the drop down box.

· Brand Name/Sole Source – Choose from the Drop Down Box.

· Manufacturers Name – The Manufacturer’s Name

· Manufacturers Code and Part No. – Manufacturer’s Code and Part Number

· Description – Item Description

· Additional information for Brand Name, Sole Source, and Suggested Source – This information will not be shown on the comments field of PD² requisition.

· Submit – Click to submit the Item Description.

After completing the form and clicking Submit, the Item Description is added to the database, and sent to the SPS-I FTP Machine.  If you receive the error message Your SPS-I Administrator must enter the FTP Server where the 1IL File will be sent, please notify your SPS-I Administrator that your Item Description was not sent due to missing FTP location information.

1.30.7 User 

This section provides guidelines for maintaining your personal information.

1.30.7.1 Change Password
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Field Descriptions: (bold indicate required fields)

· Old Password – Enter your existing password.

· New Password – Enter your new password.

· Retype Password – Re-enter the new password to confirm it.

· Change Password – Click to submit changes.

1.30.7.2 Modify User Information
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Field Descriptions: (bold indicates required fields)

· Title – What you wish to be called.  Choose from the drop down box or add a title by clicking Add Title (Refer to Adding Title or Section for details).

· First Name – Your First Name.

· MI – Your Middle Initial (Do not enter a period)

· Last Name – Your Last Name

· Email – Your e-mail address (Must be in username@domain.com format)

· Section – Your section.  Choose from the drop down box or click Add Section (refer to Adding Title or Section for details).

· Base Contracting Unit – Choose from the drop down box.  Select the Base Contracting Unit supporting your Section.

· Address – Your physical address.  The first line is required, the second is optional.

· City – The city or base where you work.

· State – The state where you work.

· Zip – The zip code where you work.

Within the Commercial section, enter:

· Phone – Enter in your area code and phone number, extension is optional.

· Fax – Enter in your area code and phone number, extension is optional.

Within the DSN section, enter:

· Phone – Enter in your DSN number, extension is optional.

· Fax – Enter in your DSN number, extension is optional.

· Manager – If you are the Manager for your Section, select the Yes radio button.  Your request will be validated by the 1IL Web Site Administrators.  Managers will be responsible for granting access to the 1IL Web Site for future users registering under that Section and Base Contracting Unit.  Refer to User Registration Approval for details.

· SPS-I Admin – If you are the SPS-I Administrator for your Base Contracting Unit, select the Yes radio button.  Your request will be validated by the 1IL Web Site Administrators.  SPS-I Administrators will be responsible for entering SPS-I specific information.  Refer to SPS-I Administration for details.

· Submit – Click to submit changes

1.30.8 Manager

This section provides guidelines for personnel registered as the Manager.  The Manager is responsible for granting and removing user access.

1.30.8.1 Validate ALL Users

By clicking Validate ALL Users, you will see a listing of all the users registered to your Section.  By clicking on a name, you can grant or deny access to your Section, as well as change current user status.

The Manager is able to grant or deny permissions on a group basis.  If the selected user is a valid user to the 1IL Web Site, be sure Yes is selected.  Selecting No will deny login access to the 1IL web-site.

1.30.8.2 Validate NON Current Users

This process is the similar to Validate ALL Users except the User Listing contains only non-current users.

[image: image86.wmf]
Note:  You cannot delete users from the system. Due to the historical data maintained throughout the lifetime of this web-site, you can only change users to non-current.

1.30.9 SPS-I Admin

This section is reserved for personnel registered as the SPS-I Administrator.  The SPS-I Administrator is responsible for configuring the Web site with the SPS-I FTP information and creating 1IL Files on demand.

1.30.9.1 Administer SPS-I Settings

From this option, the SPS-I Administrator enters the FTP information to FTP the 1IL records and /or files to the SPS-I machine.
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Field Descriptions: (bold indicates required fields)

· FTP/IP Address – This is the IP or FTP address for the FTP Server.  Incorrect information will prevent file transfer.

· Username – This is the username for the FTP Server (i.e.: anonymous).

· Password - This is the password for the FTP Server (i.e.: guest).

· Directory – This is the directory that you need to change to before sending the file.

· Submit - Click to submit form.

· Reset – Click to set to default values.

1.30.9.2 Create 1IL File

This option allows the SPS-I Administrator to generate and transfer a file of previously entered but non-transmitted 1IL Records.

1.30.9.3 View 1IL File

This option allows the SPS-I Administrator to view the set of 1IL Files previously sent or awaiting transfer.  The name of the file will be the Air Force Contracting Activity Address Number followed by a date/time stamp (ie:FAFCIS09031999112409.txt).

1.30.9.4 View 1IL Item Listings

This option allows the SPS-I Administrator to view the set of Items previously entered. Searches can be performed on Stock Number, Nomenclature, or Both. The search returns all items matching the query, so Stock Class can be searched by entering the first four characters of the Stock Number. Items can be deleted from the list to maintain a manageable list (NOTE: This only deletes them from the list, not from SPS). To re-submit an item, or make changes to an item: click on the Stock number, review/edit, and click submit (NOTE: If the item already exists in SPS, then the new one will be rejected. The administrator must first remove the item from SPS.)
1.30.9.5 Logout

Upon clicking LOGOUT on your home page, you will log out of the 1IL Web Site and return to the Login Page.

1.30.9.6 Inactivity Logout

Currently, you will automatically log out of the 1IL web-site after 20 minutes of inactivity.  As a rule of thumb, make sure you complete your process or log out before leaving your computer for an extended period of time.

Section II:
  Technical and Database Administration

1.31 Recommended Reading List

Detailed reference materials are available to you on the Sybase SQL Server disk you received at the time of the installation.  The documentation on the Sybase CD includes all SyBooks.  Another accessible reference tool is the Sybase web-site, at:  www: http://techinfo.sybase.com.

In addition, you may also want to consider referring to Sybase SQL Server Unleashed, by SAMS Publishing.  This is a very helpful guide, particularly for administrators new to the Sybase environment.  

1.32 PD² Maintenance Procedures XE "PD² Maintenance Procedures" 
1.32.1 Introduction

This section addresses those topics paramount to effective maintenance of the SPS implementation.  These topics include: support mechanisms, centralized DBA, and SPS Interface administration. 

The terms System Administrator and Database Administrator are used interchangeably throughout this section.  Bear in mind that the Air Force will often have different personnel filling these functional and technical roles.  Where the responsibilities are divided, as with sites whose servers are hosted at the Base Network Communications Center (BNCC), the Administration section of the CONOPS will NOT apply to the System Administrator.

AFCIS SPO has identified database administration roles (e.g., SPO technical database administrator, site technical database administrator, functional database administrator, and interface database administrator) and a remote administration concept.  It is important to become familiar with the state of your SQL Server when AMS leaves your site.  Refer to the Air Force Implementation Plan for additional discussion of Central Database Administration.  

The purpose of this section is to familiarize database administrators with the system’s regular maintenance requirements and to suggest various backup and recovery techniques and plans.  As with earlier sections of the CONOPS, this document is not intended to replace or repeat existing documentation (e.g., the Sybase manuals).  It is simply meant to guide you through some of the more pertinent topics covered in (or omitted from) those guides.

1.33 Support Mechanisms

In general, the support mechanisms for the SPS implementation must address five basic support components: site servers, workstations, databases, applications and communications infrastructure. The following paragraphs comprise a basic representation of the support requirements associated with the SPS environment.  Base level personnel should work closely with local support offices to ensure all aspects of the PD² application are supported either locally or centrally.

1.33.1 Site Servers

PD² is a client server application.  The majority of the processing and support necessary for systems operation resides on the workstation.  The server acts purely as a database server and does not require Windows NT user login.  The only Windows NT login requirements for the server are for server-side administration.  The PD² and SPS-I application and database manage all users and security into the system.  This is done through the Sybase database engine in conjunction with the PowerBuilder developed application.  PD² is being deployed on a Microsoft Windows NT version 4.0 server operating system.  The management and support of the server is limited to those actions necessary to maintain server operations and connectivity to the base network.  The additional activities of backup and recovery are considered part of the general server support requirements.

1.33.2 Workstations

As a client server application, PD² must have a stable platform for full operation.  As stated in the previous paragraph, most of the system support comes from the workstation.  As such, the workstation is a critical aspect of PD² and SPS-I operations.  The workstations are set-up as Microsoft Windows NT version 4.0 workstations and must be connected to the base network or network used to support the PD² and SPS-I applications.  The support of the workstation is limited to those activities outlined in base-level procedures.

1.33.3 Database

As with any client server application, there is a database associated with the operation of PD².  The database engine used to support PD² and SPS-I is Sybase.  The operations necessary to keep the database operational will be supported centrally by AFCIS SPO.  The activities of monitoring and tuning also will be supported remotely by trained professionals at the AFCIS SPO.  This central support will require access from an off-base location to the PD² server.  This connection utilizes Sybase utilities to monitor and alter performance aspects associated with the operation of the PD² application.  

The use of central support does rely on the local organization to handle backup and restore operations as necessary.  The details of the connection between the external system and the PD² server are being worked with HQ AFCIC and other associated network and security organizations to ensure that base level system security is not compromised by these central support activities.

1.33.4 Application

The PD² application is subject to update for the purpose of functionality enhancement or error correction.  The SPS PMO manages all system requirements and repair and is the central organization responsible for the release of the PD² software.  As software updates become available, they will be placed on the SPS web site for download by authorized users.  However, AFCIS Gunter approval is required before a site downloads the software. These updates will not be pushed to the local site, but will rely on local PD² system administrators to access the web and download the appropriate program updates.  Once notified of a system update, the system administrator needs to notify all necessary personnel to ensure the proper modifications are completed in a timely manner with minor intrusion on the normal operations of the system.  Functional application support will also be provided centrally by the AFCIS and will be forwarded to the AMS Help Desk if needed.   The AMS Help Desk will act as the central receiving point for all trouble calls associated with the PD² application.  This is to include calls associated with all aspects of the system operation.  

1.33.5 Communications Infrastructure

The last critical aspect of the PD² system operations is the connectivity between the workstation and the server.  This connection is the lifeline of the PD² application and must be maintained to ensure full system functionality.  The AFCIS SPO, in conjunction with AMS, provided each site a heuristics model simulating the volume of network traffic associated with the application.  It was highly encouraged that this information be shared with base network personnel to plan for the integration and operation of the PD² and SPS-I applications.  This information was based upon local contracting activities and the volume of procurement information processed averaged over one year.  The connection between the PD² workstation and the PD² server is essential to system operations and it is therefore imperative that base-level network support be negotiated and maintained.

1.34 Central Database Administration XE "Central Database Administration" 
The AFCIS SPO is building a Central Database Administration (CDA) Team of SPS and Sybase DBA experts to reduce the overall cost of system operations and maintenance and to handle significant problems more efficiently, accurately, and economically than providing this expertise at each Air Force site.  Because SPS supports a Sybase database, the Central DBA will use the latest Sybase software and tool releases when troubleshooting.

American Management Systems (AMS), the developer of SPS, will deliver the package in much the same way as Microsoft.  The Government will not have the rights to change any of the COTS software or data structure at any time, but will have the capability to change data, including data within SPS-I (not part of the COTS) in order to change interface settings, and SPS data itself.  The Government will be responsible for the data incorporation into SPS.

The Central DBA will maintain and reference a depository of lessons learned and practical solutions or workarounds for typical problems.  Additionally, the Government will establish and maintain a configuration management process. 

If desired, the CDA can write and distribute SQL queries directly against the SPS database to provide additional reports above and beyond the reporting capabilities of Cognos. 

1.34.1 CDA Process

The AFCIS SPO will provide expert, central database administration to monitor and manage the SPS databases deployed to over 100 bases throughout the Air Force.  This concept involves the AFCIS SPO at Maxwell-Gunter AFB connecting to databases at various Air Force sites and monitoring certain database activities.

[image: image88.wmf]
Note:  The purpose of monitoring is to quickly and proactively respond to computer and database resource problems, understanding proactive to mean flagging situations when normal operating parameters are breached and before serious problems result.

The SPO’s Central DBA will provide support for tasks requiring advanced technical knowledge, Sybase expertise, or those exceeding your regular system administrator duties.  The Central DBA will perform five key tasks:

136. Technical database support -- knowledge-based analysis and response to your site’s problems.  SPS problems will be categorized as: 

· major – causing severe operational/mission impact if not fixed immediately

· moderate – some functional impacts exist, but workarounds or manual operations exist and a fix should be done within a specified time (user agreed timeframe)

· nominal – there are no substantial impacts and a fix should be scheduled according to availability of resources/schedule

137. Performance assessment and fine-tuning (remote monitoring and tweaking of databases)

138. Queries and reporting support (assisting you in developing ad-hoc, special or complex queries/reports – SPS provides some menu-driven capability to general users)

139. Interface refinements (revising interface edits, communication approach and other areas that do not change the COTS database structure or system and interface management software)

140. SPS development support (assist the developer in testing & validating SPS releases)

The AFCIS SPO will have two to three certified Sybase experts located at Gunter AFB.  The Central DBA Team will be on-call 24 hours a day through the use of media technology (beepers).  The SPO will also have SPS operations and network experts to assist you with system-wide and communication problems.  For major problems requiring in-depth SPS COTS expertise, the SPO will coordinate with the AMS Help Desk for problem resolution.  

1.34.2 DBA Access

Five static IP addresses will be assigned to five machines at HQ SSG.  Each base will allow these five IP addresses through their firewalls at ports 5000-5003.  Depending upon the base network, the main base router will allow data from those five IP addresses to pass to the contracting offices network.  This solution works with Sidewinder, Firewall-1, and Gauntlet.  The sentistive information sent across the wire, are the user-id and password.  Sessions will contain merely metrics from the database, such as processor utilization, database sizes, etc.  No sensitive information will transmit after the encrypted user-id and the encrypted password has been passed.

The Air Force will research and test new ways to encrypt the entire session, and to use Fortezza based encryption for strong user authentication.  Information on F-Secure VPN can be found in Appendix E.

The five static IP addresses are protected both physically (secure room with cypher locks) and informatively.  The SSG network understands that the five static IP addresses are confidential.  The SPD office will work with AFCA on the proper process of notifying the SC's of our IP addresses through a secure means, either via message or a sign and encrypted DMS message.

1.34.3 Site Responsibilities

As the site system administrator, you are responsible for non-technical, daily system and functional administration.  Your responsibilities include ownership of the site’s data stored in SPS (accuracy, timely updates, etc.) as well as:

· Daily and periodic (weekly/monthly) Backup and Restoration of Databases and Logs

· Monitoring Transaction Logs (interfaces, dB changes, Log-on, etc.)

· Managing Errors and the Error Log

· Scheduling Routine Backups

· Installing Database Software

· Granting Special Privileges (Passwords, Warrant Authority, etc)

· Correcting Data Problems 

· Data Corruption

· Incorrect Input of Data

· Runaway queries that  consume processing time

1.34.4 AFCIS SPO Responsibilities

The AFCIS SPO is responsible for:

1.34.4.1 Database Solutions:

· Configuring Databases and Logical Database Devices

· Creating a Database on a Logical Device

· Growing a Database

· Shrinking a Database

1.34.4.2 Performance Tuning in Sybase:

· Assessing site SPS performance (look at peak periods)   

· Setting performance thresholds

· Establishing automatic notification of threshold breaches

· Implementing a structured process to respond to breaches

1.34.4.3 Proactive Problem Prevention

· Automated Backup Procedures

· Developing a Backup and Recovery Plan

· Dumping a Database When the Log Has Been Truncated

· Configuring Multiple Listeners

· Scheduling Backups of Sybsystemprocs

· Increasing the Number of Devices

· Configuring Additional Memory

· Enabling More Processors

1.34.4.4 System Resolutions

· Database Restore with site SA cooperation (to fix a critical failure)

· Handling Deadlocks

· Killing Processes

· Increasing the Network Packet Size

· Truncating the Master Database Transaction Log of fixes

1.34.5 AFCIS SPO Points of Contact 

For Database Administration questions, contact:

Larry Faems, DSN 596-6090 or 334 416-6090; e-mail: larry.faems@gunter.af.mil

For Technical Architecture questions, contacts:

Lt Col Patrick S. McMichael, DSN 596-5869 or 334 416-5869; e-mail: patrick.mcmichael@gunter.af.mil

1.35 PD² Regular Maintenance and Troubleshooting

It is essential that database administrators conduct a series of regular maintenance procedures on Sybase SQL Server.  Excluding topics covering the site-specific responsibilities of periodic backup, restore, and transaction log monitoring, the following section highlights database maintenance tasks handled by the AFCIS SPO.  As such, the documentation serves as both general instruction for the limited site-level tasks, and an informational overview of tasks administered by the AFCIS SPO.

The database concept is central to all implementation and administration tasks in SQL Server.  The Sybase database is important because it determines how data is stored physically, or rather how the data is mapped to physical devices or disks.  Physical space is assigned to a database at the time of the database creation, but a database can easily “grow” to accommodate more data than originally intended.

Logical database devices are created on the physical disk in order to make space usable to the SQL Server.  The databases that are created on the devices organize that space in order for it to be of use to Sybase tables and their indexes.

The following section provides a background on how to create a logical database device (as well as a logical dump device for storing backups of your databases), as well as setting up and maintaining databases.

1.35.1 Database Devices

Before you can set up a new database on your SQL Server, Sybase must map logical names to physical disk resources.  Upon installation of your SQL Server, system databases were created (such as master, tempdb, and sybsystemprocs).  These databases reside on devices on your hard drive.  Since it is not recommended to install new databases to these system devices, AMS has also created one or two more database devices to store your production, test, and training databases (these databases are created on a site to site basis).  It is possible that your site will not have all three of these databases.  

In order to create a database device the diskinit command can be used in WISQL or SQL Central. The following section details how to use SQL Central to accomplish this task.

Login to SQL Server through SQL Central using the SA login and password.  Click “Database Devices” in the left-hand portion of the screen (see Figure 1: Database Devices), and then double-click on the “Add new database device” icon on the right hand portion of the screen.

1.35.1.1 Figure 1: Database Devices


[image: image89.wmf]
The “Create New Database Device” dialogue box appears, and the option of creating a logical and explicit name for the new device is now available.  It is suggested to call the database device a name similar to the name of the database.  Figure 2: Create a New Database Device, shows this window.  After clicking the “next” button, you will have to input the size of the device you wish to create (see Figure 3: Advanced Options).  Be aware of where you are placing the database device and make sure you have enough free disk space to create a database on that drive.

1.35.1.2 Figure 2: Create a New Database Device
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1.35.1.3 Figure 3: Advanced Options
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1.35.2 Creating a Database on a Logical Device

Again as with most Sybase tasks, you can use either WISQL or SQL Central to create your new database.  In WISQL, issue the create database command.  Syntax for this and other SQL commands can be found in the Sybase Manuals (SyBooks).  

From SQL Central, the process is very quick and easy.  After creating the database device to host your new database, click on the database folder in SQL Central, and double-click on the “Add database” icon.

The following set of dialogue boxes appears and guides you through the process of adding a new database to your SQL Server (see Figures 4: Create a New Database and 5: Available Devices).

1.35.2.1  Figure 4: Create a New Database
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1.35.2.2 Figure 5:  Available Devices
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After naming your new database, you will have the option of choosing from the available database devices on your SQL Server as well as how much space the new database will take up on your new database device.  Keep in mind that the largest size you can make the database is the size of the database device you are placing the database on.

You can now see the newly created database in the Database view of SQL Central.  In order to double-check the properties of your new database (or to check the properties of any object in SQL Central), highlight the object in question and right click, then in the resulting pop-up menu, choose properties.  The tab should show you exactly what devices are being used for a specific database.  It recommended that you check the following and only the following options (see Figure 7: New Database Properties-Options).

Keep in mind that it is possible for a database to use more than one database device, thus increasing the size of any given database is a simple process.

1.35.3 Growing a Database

1.35.3.1 Figure 6:  New Database Properties – Devices
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1.35.3.2 Figure 7:  New Database Properties – Options
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In order to increase or “grow” the size of a database, you must first create another database device that will be used to grow the new database.  Once that process is done (as outlined above), you can add the newly created device to the database.  

When clicking on the add button in Figure 6: New Database Properties- Devices, the “Available Devices” dialogue box will appear to let you specify exactly which device you wish to add and how much space you wish to include from that device (Figure 8: Available Devices).  You can edit the amount of space included from any database device by clicking Edit.  This is shown in Figure 9: Device Size.

1.35.3.3 Figure 8: Available Devices

[image: image96.wmf]
1.35.3.4 Figure 9: Device Size
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1.35.4 Shrinking a Database

AMS recommends that you do not attempt to shrink or to make a database smaller at any time.  Because of this, AMS will not create databases that consume your entire drive space.  It is advisable to start your databases small, and continue to maintain and enlarge them as needed.

1.35.5 Moving a Database

The following provides instructions on moving a database (specific details provided):

· Dump the cleansing database onto as many stripe devices as needed

· Zip the stripe dump files

· Burn these zip files onto the CDs

· FedEx the CDs to the appropriate person

· While the above steps are going on, the receiving person should create the database that the dump will go on.  This will allow for an immediate load of the dump files

1.35.5.1 Beginning Tasks

Look at the size of your last database dump.  For each 3 gigs size of the file, you will need 1 dump device (i.e. dump file =2.5 gigs, then one dump device needed, dump file =4.5, then two dump devices needed).  

Call the receiving site and advise them of the device size of you database.  The receiving site can be creating the database devices and creating the database while you are doing the dumps.

· Launch wisql32 (located in PD2\Bin\)

· Click  Server and Connect
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· Log into the server with your sa login and password
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· Enter sp_helpdb
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· Click on the Run icon (to the right of the Find icon)
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· Give the above information to the receiving site

1.35.5.2 Creating a Dump Device

· Click on  (Start
· Click on Programs

· Click on Sybase SQL Server Professional
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· Locate SPS_FUIC database server device by scrolling down

· Click on the SPS-FUIC database server device and you will receive a “Connect to Sybase SQL Server” dialog box with the Server name: field pre-populated with SPS_FUIC

· Enter the following using lower case characters:

· Login name:
sa

· Password:
<refer to your top secret password list for the password>
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· Click OK  

· Upon successful login, the SQL Central screen will display all of the folders associated with the SPS_FUIC server device (see below)
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· In the Folders section of the window, double click on the (Dump Devices folder icon.  This will give you access to all of the dump devices associated with the server (see below)
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· Double click Add Dump Device to start the dump device wizard.  Name the dump device in the top window.  Then enter the full path for the file location or click Browse and find the drive letter to place the file on
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· Click Open to return to the wizard

· Click Next
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· Leave on Disk Dump Device and click Next
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· Click Finish
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· The new dump device is created

1.35.5.3 Dumping the Database

· Click on  (Start
· Click on Programs

· Click on Sybase SQL Server Professional
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· Locate SPS_FUIC database server device by scrolling down  

· Click on the SPS-FUIC database server device and you will receive a “Connect to Sybase SQL Server” dialog box with the Server name: field pre-populated with SPS_FUIC

·   Enter the following using lower case characters:

· Login name:
sa

· Password:
<refer to your top secret password list for the password>
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· Click OK  

· Upon successful login, the SQL Central screen will display all of the folders associated with the SPS_FUIC server device (see below)
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· In the Folders section of the window, double click on the Databases folder icon.  This will give you access to all of the databases associated with the server (see below)
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· Right click on the SPS_FUIC_DB database.  This will give you a menu of options

· Left click on the Backup option

· The “Create a backup” command dialog window will be displayed with SPS_FUIC pre-selected (see below)
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· Click the Next > button

· The “Select type of backup” dialog window appears (see below)
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· Ensure the radio dial button is checked for Backup the entire database 

· Click the Next > button

· The “Select dump devices” dialog window appears (see below)
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· Click the Add…  button
· The “Select Dump Device” dialog window appears (see below)
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Ensure the “Named dump devices:” radio button is checked
· Click the dump device you wish to use (see below).  The one you select usually has a name corresponding to the database you wish to backup (e.g. SPS_F49642_DB_backup). Note: You cannot see all of the dump device’s name until you click the checkbox.  Use the arrow keys to scroll right in the dump device window. Click on two dump device names if two are needed due to the size of the database dump
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· Click the OK button

· You will be returned to the “Select dump devices” dialog window.  Notice that the Creator column has now changed to Default Options (see below)
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· Click the Next > button

· The “Select backup name” dialog window appears.  Leave the first field blank and ensure the data retention time field is 0

· Un-check the “Append backup to existing backups” checkbox !!
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· Click the Next > button

· The “Ready to execute backup command” dialog window appears (see below)
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· Click the Finish button

· The Sybase Tools Console window will appear.  It will list the results of the backup
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· When the dump is finished, the Sybase Tools Console should indicate it “Finished” (see above, note example above is using the EGLIN_MIGRATED-DATA database)

· Click the X button in the upper right hand corner to close the Sybase Tools Console window

· The Databases – SQL Central window will appear (see below)

· Click the Tools option from the menu

· Click the Disconnect option from the drop down menu

· The “Disconnect “dialog window appears (see below)

· Click the Disconnect button.  You are done
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1.35.5.4 Completing the Transfer

· Use the zip program authorized by your LAN shop to zip the dump files 

· Burn the zipped files onto the CD writer that the AFCIS SPO bought for each base.  Remember that each CD can only hold 650 megs of data

· FedEx the CD to the receiving site

1.35.6 Dump Devices

Following is a brief description of Dump devices (database dumping is addressed in more detail later in this section):

It is fairly simple to create a dump device, and will be a necessary task for your DB administrator in order to backup the data in your databases.

From SQL Central, you can create dump devices by double-clicking the icon “Add Dump Device” under the Dump Device Folder.  Dump devices are like database devices such that you must provide them with a logical name and an exact physical location but not a specific size.  For more information on creating dump devices and performing backups please see the section on backing up and restoring in this document.

1.35.7 Transaction Log

Each database has its own transaction log.  The transaction log automatically records every transaction issued by each user of the database.  SQL Server uses transactions to keep track of all database changes.  Transactions are SQL Server's units of work. A transaction consists of one or more Transact-SQL statements that succeed (or fail) as a unit.  You cannot turn off transaction logging.

Approximately once each minute, the checkpoint task scans each database on the server to see how many records have been added to the transaction log since the last checkpoint.  SQL Server issues a checkpoint if the recovery time of the transactions is greater than a specified value (called a database’s recovery interval).  The modified pages are written from cache onto the database devices, and the checkpoint event is recorded in the transaction log.  The checkpoint task then sleeps for another minute.

In order to prohibit the transaction log from filling up, AMS has set up the database to truncate the log after each of these automatic checkpoints.  If there are 50 or more rows in the transaction log when an automatic checkpoint occurs, SQL Server truncates the log.

Because the transaction log truncates nearly every minute, it is not necessary to backup the transaction log (but backup of the non-truncated log is recommended to recover from hard drive failures).  Additionally, system administrators are strongly discouraged from attempting to restore from a truncated transaction log as this will lead to data corruption and database failure!

Each SQL statement that modifies data is considered a transaction.  For more information about transactions or the transaction log, see "Transactions" in the SQL Server Reference Manual.

1.35.8 Database Backup and Restore
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Note:  These steps are performed at the server.

Backing up and restoring a database requires two preliminary steps, performing a checkpoint on the database, and performing the database consistency checker (dbcc):

1.35.8.1 To Perform a Checkpoint on the Database:

· Click Start at the bottom left corner of your screen

· From the Programs menu, select Sybase SQL Server Professional, then SQL Central
· From SQL Central, click on the data server (usually called SPS_UIC) for your base

· Enter the Login name and Password when prompted

· After the server expands to show all the folders, click on the Databases folder plus (+) sign to expand it

· Right click on the database you want to back up

· Click Checkpoint
· Click Yes to Please confirm you wish to perform a Checkpoint on the selected databases
1.35.8.2 To Perform the Database Consistency Checker (DBCC):
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Note:  Skip to step 7 if you are already in SQL Central and have right-clicked on the database to back up.

· Click Start at the bottom left corner of your screen.

· From the Programs menu, select Sybase SQL Server Professional, then SQL Central

· From SQL Central, click on the data server (usually called SPS_UIC) for your base

· Enter the Login name and Password when prompted

· After the server expands to show all the folders, click on the Databases folder plus (+) sign to expand it

· Right click on the database you want to back up

· Click Check Consistency

· When the Create DBCC command(s) window appears with the database name listed, click Next
· Check the following boxes:

· Check all over the database 

· Ignore non-clustered indexes

· Check database allocation

· Fix allocation errors

· Check system catalogs

Note:  Do NOT check Repair and drop database.

· Click Next

· Click Finish. After clicking Finish, the dbcc runs and Sybase Tools Console will be automatically activated to display the dbcc information on the database

1.35.9 Database Backup
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Note:  Skip to step 7 if you are already in SQL Central and have right-clicked on the database to back up.

· Click Start at the bottom left corner of your screen

· From the Programs menu, select Sybase SQL Server Professional, then SQL Central

· From SQL Central, click on the data server (usually called SPS_UIC) for your base

· Enter the Login name and Password when prompted

· After the server expands to show all the folders, click on the Databases folder plus (+) sign to expand it

· Right click on the database you want to back up

· Click Backup 

· Click Next when the Create a backup command window appears displaying the database name

· Accept the default option Backup the entire database and click Next

· When the Select dump devices window appears, click Add 
· Select the appropriate device for the database by clicking the checkbox to the left of the database name.  The name should read databaseName_DUMP
· Click OK

· When the dump device displays for the database, click Next

· If you are dumping to a disk backup device, uncheck Append backup to existing backups. If you are dumping to a tape, leave the checkbox as-is

· Click Next

· Click Finish.  The Sybase Tools Console displays the backup information, followed by Setting database to online to indicate the database backup is complete

1.35.10 Dumping the Transaction Log

After performing a database backup, you must also dump the transaction log since dumping the database does not truncate (empty) the transaction log.
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Note:  Skip to step 7 if you are already in SQL Central and have right-clicked on the database to back up.

· Click Start at the bottom left corner of your screen]

· From the Programs menu, select Sybase SQL Server Professional, then SQL Central

· From SQL Central, click on the data server (usually called SPS_UIC) for your base

· Enter the Login name and Password when prompted

· After the server expands to show all the folders, click on the Databases folder plus (+) sign to expand it

· Right click on the database to back up

· Click Backup

· Click Next

· Select the Backup the transaction log radio button and click Next

· Accept the default choice Backup the log, remove the inactive part and create a new transaction log and click Next

· Click Add

· Select the appropriate device for the database by clicking the checkbox to the left of the database name.  The name should read log_databaseName
· Click OK

· Click Next

· Click Next

· Click Finish to dump the transaction log

1.35.11 Database Restore

Restoring the database involves loading the last dump of the database as well as all incremental dumps of the transaction log in the order the transaction logs were dumped.
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Note:  Skip to step 6 if you are already in SQL Central and have located the database to restore.

· Click Start at the bottom left corner of your screen.

· From the Programs menu, select Sybase SQL Server Professional, then SQL Central

· From SQL Central, click on the data server (usually called SPS_UIC) for your base

· Enter the Login name and Password when prompted

· After the server expands to show all the folders, click on the Databases folder plus (+) sign to expand it

· Highlight the database to be restored

· Right click on the highlighted database and click Restore

· When the Create a restore command window appears displaying the database name, click Next

· Select the Restore the entire database radio button, then click Next

· Click Add
· Select the appropriate device for the database by clicking the checkbox to the left of the database name.  The name should read databaseName_DUMP 

· Click OK to display the database dump device

· Click Next
· Click Next again

· Click Finish.  The Sybase Tools Console displays the backup information followed by  Setting database to online, to indicate the database restore is complete

Following database restore, all transaction dumps must be loaded in the order they were dumped. To do so:

· Right click on the database name

· Click Restore

· Click Next
· Select the Restore the transaction log radio button

· Click Next
· Click Add
· Select the correct transaction log. The name should read log_databaseName
· Click OK

· Click Next

· Click Next

· Click Finish to restore the transaction log

1.35.12 Coordinating Sybase Database Backups with Normal File Backups

1.35.12.1 Two Different Types of Backup

When discussing backups of Sybase SQL Server data, it is important to note the two types of backups available, since they differ greatly and can have drastically different outcomes, depending on usage.

· File System Backup:  This type of backup is executed by traditional backup software.  A program or process is run on a scheduled basis to backup sets of files on the hard drive(s) of the computer.  Most often, these files are backed up directly to tape or some other removable media.  File backups are usually performed at night, when system usage is low and the database system can be shut down.  Generally, file system backups are used to backup all operating system files, applications, and data files, so that the entire computer can be restored in the event of a catastrophic failure of the system.

· Sybase Data Backup:  This type of backup involves extracting the data in the database and saving it to disk or tape.  This backup (commonly called a data "dump") is performed while the database is running and allows users to continue to process data while the backup is run.  Database dumps only capture the data in the database and do not perform a backup of Sybase application files; however, database dumps are necessary to restore databases in the event of a catastrophic Sybase failure, or if a previous version of data is needed.

1.35.12.2 Issues with Backups

When performed properly, both types of backups--file system and Sybase database backup--offer disaster recovery protection for a server.  If the server or Sybase software should suffer a catastrophic failure requiring a rebuild or replacement of disk drives, the backups should provide a complete record of installed software and data from which to restart.  The ability to recover from a disaster is predicated on frequent, complete backups being performed so that a minimum of work would be lost between disaster occurrence and recovery.

In order to understand the steps required to execute a successful backup, it is important to understand the players in the backup process.  Sybase SQL Server is a database management system (DBMS); it responds to requests from client computers to retrieve and update data.  In order to do this it opens, maintains, and controls access to the datafiles that comprise each database.  While the DBMS is running, these datafiles are marked as "in use" and attempting to directly access them from the operating system results in a sharing violation--all access to the file must be through the DMBS.  The converse of this is also true.  While the DBMS is not running, these datafiles are viewed as regular files by the operating system and can be copied, moved, or deleted without a problem (the implications of deleting or changing a datafile directly via the operating system are enormous and will most usually render your Sybase installation inoperable).

What this means for file system backups is this:  since the Sybase SQL Server datafiles are in use while the DBMS is running, if a tape backup is taken of the file system while SQL Server is running, the datafiles will be "skipped" by the backup process (or more likely written to tape with a size of "0" (zero), since the file exists but its properties are not accessible from the operating system).  If this backup is used to recover a corrupt SQL Server at some later point, the backups will be unusable since the datafiles cannot be properly restored.

1.35.12.3 Three solutions scenarios for these backup issues:

Depending on the size of the backup involved we can use one, two, or all solutions outlined below:

· Dump data directly to tape:  In this scenario, SQL Server continues to run and a script is run at a scheduled time to dump the data in a database (or databases) directly onto tape.  When dumping data directly to tape, the software that backs up your file systems (scheduled separately) should be set to "skip" the SQL Server datafiles since their recovery at a later point would corrupt SQL Server.

· Dump data directly to disk:  This is one of the quicker backup types, since disk access times are usually much quicker than comparable tape access.  When the scheduled backup time arrives, databases are dumped to disk files.  Then, when the scheduled file system backup occurs, the newly created data dump files are backed up to tape (again, skipping the in-use datafiles).  This operation can require a lot of disk space, depending on the size of the database(s) being backed up.

· Use File System Backup:  This operation requires SQL Server to be shut down in order to work properly.  In both of the previous scenarios, SQL Server remains on-line continuously.  If continuous operation is not critical to your needs, this is the preferred method of backup.  Since no SQL Server files are in use, this is the most thorough operation, and the most recent state of all files is preserved.  A schedule is developed so that SQL Server is shut down just prior to the file system backup occurring and then is restarted after the backup completes.

AMS also recommends that once you define your backup solution(s), your site should periodically hold "disaster recovery drills".  These drills would test the ability of your site to recover from a hard drive or Sybase system failure.  In order to exercise the Sybase data dump recovery portion of your backup strategy, a temporary database equal in size to your production database could be created and a database dump "recovered" into the temporary database; then, technical and functional tests could be run against the newly recovered database to verify connectivity, observe proper data read and update capabilities, and test product functionality to ensure that all is as expected.

1.35.12.4 Where to go for more information

AMS recommends that all Sybase system administrators attend classes dealing with operating and maintaining a Sybase database server.  The Sybase Learning Center can be reached at: http://slc.sybase.com/.   This site contains a complete listing of all Sybase course offerings as well as dedicated curriculums tailored to administrator and end-user needs.

1.36 Monitoring Usage

Technical database administrators must take certain steps to enable threshold procedures that monitor database usage and respond when free space is exhausted.  These steps are defined below.

1.36.1 Threshold Procedures

AMS does not supply sp_thresholdaction or other threshold procedures.  You must create these procedures yourself to ensure that they are tailored to your site's needs.  Suggested actions for sp_thresholdaction include writing to the server's error log and dumping the transaction log to increase the amount of log space.  You may also design the threshold procedure to execute remote procedure calls to an Open Server, sending mail to the appropriate individuals when a threshold is crossed. 

Thresholds monitor the amount of free space in a database segment, and can perform actions automatically when the space becomes full.  Each database that stores its transaction log on a separate device from its data has at least one threshold: the last-chance threshold.  If you create additional segments for data, you can create new threshold procedures for each segment.  See PART 11 in the Sybase SQL Server System Administration Guide, "Managing Free Space with Thresholds," for more information on thresholds.

1.36.2 Killing Processes XE "Killing Processes" 
A process is a task carried out by SQL Server.  Processes can be initiated with a user command or by SQL Server itself.  Each process is assigned a unique process identification number when it starts.  These ID numbers, and other information about each process, are stored in master database.  You can see most of the information by running the system procedure sp_who.

The kill command eliminates an ongoing process.  The most frequent reason for killing a process is because it interferes with other users and the person responsible for running it is not available.  The process may hold locks that block access to database objects, or there may be many sleeping processes occupying the available user connections. 

A System Administrator can kill processes that are:

· Waiting for an alarm, such as a waitfor command

· Waiting for network sends or receives

· Waiting for a lock

SQL Server allows you to kill processes only if it can cleanly roll back any uncompleted transactions and release all system resources that are used by the process.

1.36.3 Stopping and Starting a Sybase SQL Server

Occasionally you may need to stop or restart the SQL server if killing processes are unsuccessful at releasing a database block or if you encounter other server problems.  The following procedures walk through stopping and starting the SQL server.
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Note:  These following activities are performed at the server.

1.36.3.1 Stopping the Sybase Data Server

· Click Start at the bottom left corner of your screen

· From the Programs menu, select Sybase SQL Server Professional, then Services Manager

From within the Services Manager, a window displays a traffic light with drop down menu options for the Server names (i.e. SPSTEST) and associated Services. Services located under the Server names include: 

· SQL Server 

· Backup Server - indicated with the server name and _BS 

· Monitor Server -indicated with the server name and _MS 

· Historical Server -indicated with the server name and _HS

Options include:

· Stop -Red Light

· Pause - Yellow Light

· Start/Continue -Green Light

· Stop each server in the following order:

141. Select Historical Server from the Services drop down list

142. Double-click on the red stoplight or the word Stop, then wait for the red light to appear

143. Select Monitor Server from the Services drop down list

144. Double-click on the red stoplight or the word Stop, then wait for the red light to appear

145. Select Backup Server from the Services drop down list

146. Double-click on the red stoplight or the word Stop, then wait for the red light to appear

147. Select SQL Server from the Services drop down list

148. Double-click on the red stoplight or the word Stop, then wait for the red light to appear to complete stop procedures for all servers

1.36.3.2 Starting the Data Server
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Note:  Skip to step 3 if you are already in the Services Manager window.

· Click Start at the bottom left corner of your screen

· From the Programs menu, select Sybase SQL Server Professional, then Services Manager 

From within the Services Manager, a window displays a traffic light with drop down menu options for the Server names (i.e. SPSTEST) and associated Services. Services located under the Server names include: 

· SQL Server 

· Backup Server - indicated with the server name and _BS 

· Monitor Server -indicated with the server name and _MS 

· Historical Server -indicated with the server name and _HS

Options include:

· Stop -Red Light

· Pause - Yellow Light

· Start/Continue -Green Light

Start each server in the following order:

149. Select SQL Server from the Services drop down list

150. Double-click on the green light or the words Start/Continue and wait for the green light to appear.  It may take a few minutes to start the SQL Server

151. Select Backup Server from the Services drop down list

152. Double-click on the green light or the words Start/Continue and wait for the green light to appear

153. Select Monitor Server from the Services drop down list

154. Double-click on the green light or the words Start/Continue and wait for the green light to appear

155. Select Historical Server from the Services drop down list

156. Double-click on the green light or the words Start/Continue and wait for the green light to appear to complete start procedures for all servers

1.36.4 DBCC

The Database Consistency Checker (dbcc) is a set of utility commands for checking the logical and physical consistency of a database.  You should use the dbcc commands as part of regular database maintenance (periodic checks run by the System Administrator).  These checks can detect errors before they affect a user's ability to use SQL Server.  The checks will often correct the errors for you.  If not, some table maintenance may be required.  Because of this possibility, AMS recommends you run dbcc to ensure that the database is not corrupt before backing up any and all databases.

Run dbcc whenever you suspect a database may be damaged (such as after a system error has occurred or when messages in the errorlog or queries do not perform as expected).  If you find that the database is damaged, dbcc commands can be run to determine the extent of damage.

Sybase recommends performing at least the following dbcc commands before backing up (dumping) the database:

· checkcatalog : The dbcc checkcatalog command checks for consistency problems between system tables and within specific system tables in a database.

· checkdb: The dbcc checkdb command performs a dbcc checktable command on each of the tables within a database.

· checktable: The dbcc checktable command verifies page linkages, pointers, and indexes within a table.  It also ensures that data rows on each page have entries in an object allocation map (OAM) page.

· checkalloc: The dbcc checkalloc command checks to see if the page allocation for a database is consistent.  It checks to see that all pages have been correctly allocated, no page is allocated that is not part of a page linkage and vice versa.  It also checks all allocation pages in a database to ensure they contain valid information.

In general, the more thoroughly the dbcc command checks the integrity of an object or database, the slower it is.  In order for the dbcc to validate your table allocation pages and page linkages it performs a huge amount of physical I/O and locks tables from update activity while running.  As a result, the process can be very time consuming and may greatly impact on-line performance.  

Over time, you may begin to think of running dbcc as insurance for your databases.  If you discovered few or no errors while running dbcc in the past, you may decide that the risk of database corruption is small and therefore run dbcc only occasionally. Conversely, if the consequences of losing data are too high, you may opt to continue to run dbcc commands each time you back up a database. 
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Note:  Having backups of a database is sometimes not enough.  You must have consistent, accurate backups (especially for the master).  If you back up a database containing internal errors, the database will have the same upon restoration.

You can check a database for errors before backing it up using the dbcc commands.  dbcc commands verify that the storage of a database or database object "makes sense" to SQL Server.  Always use dbcc commands to verify the integrity of a database before dumping it.  If dbcc detects errors, correct them before dumping the database.

An ideal time to dump a database is after running a complete check of that database using dbcc checkalloc, dbcc checkcatalog, and dbcc checkdb.  If these commands find no errors in the database, you know that your backup contains a clean database.  You can use scripts to automate this process, sending output to a file and using an operating system script to search the file for errors. Use dbcc tablealloc or indexalloc on individual tables and indexes to correct allocation errors reported by dbcc checkalloc.

For more information and syntax for running dbcc commands, please refer to the Sybase SQL Server System Administration Guide, Chapter 17: Checking Database Consistency.

1.36.5 Errors and Viewing the Error Log

The System Administrator should regularly examine the contents of the error log to determine if any serious errors have occurred.  You can also use operating system scripts to scan the error log for particular messages, for annotation when specific errors occur.  Regularly checking the error log helps you determine whether there are continuing problems of the same nature or if a particular database device is going bad.  Please refer to the Sybase SQL Server System Administration Guide, Part 2: "Diagnosing System Problems," for more information about error messages and their severity.

The error log file can grow large over time, since SQL Server appends informational and status messages to it each time it starts up.  Keeping the log file to a manageable size saves disk space and makes it easier to locate current errors.

1.37 Maintenance Schedules

Keep a calendar of events for regularly scheduled maintenance activities.  Such a calendar should list any of the procedures you perform at your site:

· Using dbcc to check database consistency

Backing up user and system databases

· Examining the error log contents for SQL Server™, Backup Server™, and SQL Monitor Server™

· Running the update statistics command (see "Index Statistics" in the Performance and Tuning Guide)

Examining auditing information, if you are installing the auditing option

· Recompiling stored procedures

· Monitoring the resource utilization of the server machine

1.37.1 Scheduling Routine Backups

AMS will create a dump immediately following each user database creation, thus providing sites with a base point.  Sites will want to dump on a fixed schedule thereafter.  At a minimum, daily backups of the database are recommended.  Many installations with large and active databases may wish to dump databases more frequently.

In addition to routine dumps, you should dump a database each time you upgrade a user database, create a new index, perform an unlogged operation, or run the dump transaction with no_log or dump transaction with truncate_only command.

Track how long each dump and load takes and how much space it requires.  The more closely you approximate real-life backup conditions, the more meaningful your predictions will be. 

Once you have developed and tested your backup procedures, commit them to paper.  Determine a reasonable backup schedule and adhere to it.  If you develop, document, and test your backup procedures early, you will be much better prepared for emergencies.

1.37.2 Recommended Backup Schedule

The optimal time for backing up the SPS Sybase database/server will vary from site to site. As a minimum, each site should perform a database dump to the harddrive twice a day, once during the normal lunchtime (to reduce the impact to the server) and again at the end of the business day.  Next, a complete server backup to tape needs to be performed. This should be done after normal duty hours with all PD2 users logged off, no active connections to the database and the Sybase services stopped. The backup can be performed with the included tape backup application (ARCserve) or with a local alternative. After completing the server backup, restart the Sybase services, and allow the PD2 users to logon to the database.

A complete server backup should be performed once everyday (Mon, Tues, etc), again for the weekly (Friday evening), and again for the monthly (on the last day of the month unless it is a weekend, then the last Friday of the month). Retention for the backups will follow standard Federal Acquisition Regulation guidelines. Weekly and monthly backups should be stored at an off-site location to ensure recovery capability in the event of an emergency or disaster. 

1.37.3 Automated Backup Procedures

Creating an automated backup procedure removes the guesswork from performing backups and makes the procedure easier and timelier to perform.  Automating backups can be as simple as using an operating system script or utility (for example, the UNIX cron utility) to perform the necessary backup commands.  Or you can automate the procedure further using thresholds, discussed earlier in this document and in the Sybase SQL Server System Administration Guide, PART 11, "Managing Free Space with Thresholds."

Although the commands required to create an automated script vary depending upon the operating system used, all scripts should accomplish the same basic steps:

· Start ISQL and dump the database

· Rename the dump file to a name that contains the dump date, time and database name

· Append a history file to include the latest transaction

· Record any errors that occurred during the dump in a separate error file

· Alert the System Administrator as to any error conditions

A script completing the above tasks simplifies the process of making incremental backups.  Periodically, you should also verify the database's consistency using dbcc and dump the entire database to tape.

1.37.4 Making Routine Database Dumps

Dumping the database makes a copy of the entire database, including both the data and the transaction log.  Database dumping does not truncate the log.  This process allows for dynamic dumps.  Users can continue to make changes to the database while the dump occurs.  This feature makes it convenient to back up databases on a regular basis.

The process of dumping the database executes in three phases.  A progress message informs you of each phase completion.  When the dump is finished, it reflects all changes that were made during its execution.

1.37.5 Dumping a Database When the Log Has Been Truncated

Since AMS sets the “trunc log on chkpt database” option to true, if the transaction log contains 50 or more rows, SQL Server automatically truncates the log when an automatic checkpoint occurs.  Thereafter, you must dump the entire database (not the transaction log) to ensure recoverability.

1.37.6 Scheduling Backups of the Master Database

Backups of the master database are part of the recovery procedure in case of a failure affecting the master database.  If you do not have a current backup of master, you may have to reconstruct vital system tables at a time when under pressure to get your databases up and running again.  Be prepared to back up the master database regularly and frequently.

Back up the master database with dump database each time you change it.  Although you can restrict the creation of database objects in the master, system procedures such as sp_addlogin and sp_droplogin, sp_password and sp_modifylogin allow users to modify its system tables.  Be sure to back up the master database on a frequent basis to record these changes.  

Backing up the master database is the cornerstone of any backup and recovery plan. The master database contains details about the structure of your entire database system.  Because SQL Server needs this information during recovery, it is crucial to maintain an up-to-date backup copy of the master database at all times.  

To ensure that your backup of master is always up to date, back up the database after each command that affects disks, storage, databases, or segments.  This means you should back up master after performing any of the following procedures:

· Creating or deleting databases

· Initializing new database devices

· Adding new dump devices

· Using any device mirroring command

· Creating, dropping, or modifying a segment

· Adding new SQL Server logins

1.37.7 Scheduling Backups of Sybsystemprocs

The sybsystemprocs database stores only system procedures.  It is very easy to restore this database by running the installmaster script, unless you make changes to the database.  You should back up sybsystemprocs each time you change it.

Both of these recovery options are described in the Sybase SQL Server System Administration Guide, PART 10, "Backing Up and Restoring the System Databases."

1.37.8 Truncating the Master Database Transaction Log

Since the master database transaction log is usually on the same database devices as the data, you cannot back up its transaction log separately (the alternate solution is to use a different device).  You also cannot move the log of the master database.  You must always use dump database to back up the master database.  Use dump transaction with the truncate_only option periodically (for instance, after each database dump) to purge the transaction log of the master database. 

1.37.9 Choosing Backup Media

Tapes are preferred as dump devices since they permit a library of database and transaction log dumps to be kept off-line.  Large databases can span multiple tape volumes.  On UNIX systems, the Backup Server requires non-rewinding tape devices for all dumps and loads. 

For a list of supported dump devices, see the SQL Server Configuration Guide for your specific server platform.

1.37.10 Dumping to Files or Disks

In general, dumping to a file or to a disk is not recommended.  If the disk or computer containing that file crashes, there may be no method for recovering the dumps.  On UNIX and PC systems, dumping to a file or disk is your only option if the master database is too large to fit on a single tape volume, unless you have a second SQL Server that can issue sp_volchanged requests.

Dumps to a file or disk can be copied to tape for offline storage, but these tapes must be copied back to an online file before SQL Server can read them.  The backup server cannot restore a database from a tape drive that contains a disk dump file that was manually backed up to the tape medium.

1.37.11 Disk Mirroring

In the event of media failure, disk mirroring can provide nonstop recovery.  The disk mirror command causes a SQL Server database device to be duplicated (that is, all writes to the device are copied to a separate physical device).  If one of the devices fails, the other contains an up-to-date copy of all transactions.

When a read or write to a mirrored device fails, SQL Server "unmirrors" the bad device and displays error messages.  SQL Server continues to run unmirrored.  To restart mirroring, issue the disk remirror command.

You can easily mirror databases through SQL Central.  In order to help you decide exactly what devices to mirror, please see the Sybase System Administration Guide, Chapter 7: Mirroring Database Devices.

Disk mirroring is also available on the operating system level.  There are many advantages to the mirroring solution for preventing data loss.  

Operating System (OS) Mirroring

Mirroring disks on the operating system is handled on many levels.  The most common OS solution to data replication is the RAID scenario.  RAID (redundant array of inexpensive devices) typically consists of five devices: four with data, and one, which handles redundant hash information.  In this system, a new backup drive replaces a failed device and the RAID automatically brings the new device up to speed.

There are many levels of RAID technology offering varying levels of performance and reliability:

Level 0

· Performance only, no replication.

· Data Striping across multiple disks without providing for data redundancy.

· High I/O rate due to small block size

Level 1

· Traditional hardware level disk mirroring with no data striping

· Often this method provides a faster and more efficient mirroring mechanism than SQL-Server software mirroring

Level 5

· Full replication

· Independent array with data striping.

· Does not maintain a single parity disk

· Parity information from one disk is spread across the other disks in the array

· SQL Server Level

· Guarantees database stability against hardware failure

· Enables you to mirror across controllers as well as physical devices
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Section III: SPS-I Set up and Management

1.38 Introduction TO SPS-I XE "SPS-I" 
1.38.1 Objectives of the Manual

By reviewing the manual’s topical sections a user will learn to functionally maintain the components associated with the day to day operating of the SPS-I Interface Manager (IM) and the Interface Agent (IA).  

The IM application is the vehicle through which the IM administrator configures the interfaces.  The IM GUI allows the administrator to define interface files, associate files with a system interface, schedule interface execution, configure the file directory, write to the Interface Database, view interface execution statistics and status information, and perform other tasks related to the administration of interfaces.

The IA application acts as the engine that moves interface files between the file directory and the PD2 database.  The IA contains a minimal graphical user interface that may display status information to the user.  For incoming files from external system to PD2, the IA reads interface instructions from the IDB, picks up the interface files from the file directory, and writes the external system data to the PD² database.  For both incoming and outgoing files, the IA writes status and statistics to the IDB.

In order to understand the SPS-IM functions, the user will need to become familiar with the fundamental framework of the SPS-I system that includes the following elements:

· Interface Agent 

· Interface Database 

· Interface Manager 

· PD² Database, the 

· Interface File Server

· External Systems

1.38.2 Purpose of SPS-I

SPS-I supports on-going data exchange between the Standard Procurement System (SPS), commercially known as Procurement Desktop Defense (PD²), and external systems that maintain functional communities such as Finance and Logistics.  

Essentially, SPS-I does not create any data.  Rather it moves data created by other applications, such as requisition data, for loading into PD² or it moves data created by PD², such as contract award data, for loading into other dependent databases.  The SPS-I software extracts data from the PD² database to build outgoing interface files and inserts this data into the PD² database received via incoming interface files.  

In addition, the SPS-I provides a user interface through which the SPS-I Administrator may enter and change certain interface execution parameters such as frequency, file name, and participatory sites.  The SPS-I Administrators can also track the execution of each interface and provide details concerning the success or failure of an interface execution.

1.38.3 SPS-I Administration

The information below describes some of the functions performed by the SPS-I administrator who is responsible for the following tasks:

· Provide initial load of metadata to support interface execution, including interface scheduling and other interface parameters

· Maintain and modify the metadata to respond to interface changes

· Monitor execution of interfaces

· Archive or delete backup files

· Work with SPS users and external system POC’s to resolve interface record rejections

Each site must maintain their SPS-I processes: for example, running interfaces, tracking execution records (maintaining transaction logs), resolving errors and rejections, purging records (e.g. every ten days), and communicating with the customer (e.g. sending the rejection log file in addition to storing it locally).  Files may also need to need to be sent to the interface point of contact or other local entities (.txt file).

1.38.4 SPS-I Components

SPS-I was developed using object-oriented techniques (OO).  The OO methodology promotes code reuse and consistency.  This approach, combined with the data-driven nature of SPS-I architecture and versatile configuration of SPS-I components, provides maximum flexibility, code re-use, and software maintainability.  Figure 1 graphically illustrates the SPS-I architecture which consists of five distinct components: the PD² Database, Interface Database (IDB), Interface Agent (IA), SPS-Interface Manager (SPS-IM), and one or more File Directories. 

1.38.4.1 PD² Database

A Sybase relational database that stores data entered or accessed by the PD² product.  The PD² database is the source or final destination of data transmitted in interface files.  This database serves as the repository for business data such as requisitions, awards, and modifications.

1.38.4.2 Interface Database (IDB)

A “rules” Sybase relational database that stores formats, formulas, procedures, and parameters that govern the execution of each interface.  IDB also stores data generated as each interface is executed in order to track the success or failure of processing. The IDB contains interface metadata (data about data) only.  The default size of the IDB is 100 MB and the transaction log is 25 MB.

The IDB comes preloaded with both descriptive data and static formulas/execution parameters. It stores three types of interface information:

· Descriptive data about interfaces and elements-- includes definitions of elements and business rule descriptions.

· Static formulas and execution parameters-- contain the units of issue and parameters that are necessary for interface execution, but cannot be changed through the IM.

· Adjustable execution parameters—also necessary for interface execution but are specific to a site and determine how interfaces are executed at that site. The SPS-I Administrator enters adjustable execution parameters in the IM.

1.38.4.3 Interface Agent (IA)

As an executable the IA cannot be seen visually or manipulated directly.  It serves as the processing “engine” or “workhorse” that executes each interface (i.e., builds or downloads interface files) in accordance with the “rules” stored in IDB.   For instance, the IM scheduler will create a task for the IA to perform.  The IM may have the IA to go to the directory to find a flat file in PD².  In order to complete the task, the IA will access the IDB to discover which actions to perform.

The IA also contains a default log stored on the main drive of the IA machine.  The log stores transaction information about processes executed through the IA.  The IA also writes backup files for all outgoing interface files.  In addition, the IA contains a configuration screen for debugging, allows one to specify where to place back-up files, and set passwords for the IA to connect to the IDB.

1.38.4.4  SPS-I Manager (SPS-IM)

SPS-I interfaces are administered through the graphical user interface (GUI).  SPS-IM allows the SPS-I Administrator to specify and modify how interfaces are executed by adding or editing the data in IDB.  SPS-IM also displays tracking data generated during interface execution.  It consists of the following components:

· Collections

· Collection Sets

· Directories

· PD² Databases

· External Systems

· Sites

· Interfaces

· Statistics

· Scheduler Software

1.38.4.5 File Directory 

The storage location of the incoming and outgoing interface files.  A different file directory can be selected for each interface file.  Directories are located in “mapped” drives on the IA machine. 

The file directory is a repository for incoming and outgoing file-based data.  In that regard it may be understood as a “newsstand” to store data for processing by the External Systems in the case of PD² outbound files, or processing by SPS-I, in the case of inbound PD² files. External systems “drop off” and “pick up” interface files at file directory.

Figure 1: SPS-I Paperless Data Exchange
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1.39 Startup and basics

1.39.1 SPS-IM Access

Once SPS-I has been fully installed at a site, the SPS-I administrator may begin viewing and accessing data via SPS-IM.

1.39.1.1 Launching SPS-IM

SPS-IM can be launched either through the Windows start menu or from an icon.  

To launch from the Start menu:
· Click the Start button in the Windows task bar (bottom left of the screen).

· Select Programs  in the Programs pop-up menu. 

· Select the SPS-I group. 

· Then select SPS-IM.

To launch from an icon: 

· Double-click on the SPS-IM icon in the Windows workspace. 

1.39.1.2 Entering a User ID and Password

Once launched, SPS-IM will display a Logon Window requesting a User ID and Password.  Enter a valid User ID and Password to allow SPS-IM to connect to IDB.  SPS-IM will validate the data and, if correct, display the SPS-IM workspace.  If the data entered is not correct, SPS-IM will display an error message. 
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1.39.2 SPS-IM Workspace

1.39.2.1 Workspace Panes

The SPS-IM workspace window is divided into three panes that allow users to access information about interface components at increasingly detailed levels.  These three panes, the Tree Pane, Summary Pane, and Detail Pane, are resizable and allow users to scroll to view data that continues off screen.
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Tree Pane

The Tree Pane appears on the left side of the SPS-IM workspace window. Users can expand certain branches to view sub-branches representing subsets or instances of the expanded branch.  Users initiate ‘Add’ transactions from the Tree Pane. 

Summary Pane

The Summary Pane occupies the top right third of the SPS-IM workspace window.  It displays individual items, or instances of a branch or sub-branch selected in the Tree.  By selecting an item in the Summary Pane users can choose to view additional data about it in the Detail Pane.  Users can edit data about an item, or in some cases can delete the item altogether in the Summary Pane.  Users can select a column in the Summary Pane and sort or find data within the column.

Note:  The Statistics summary pane displays aggregate data, not individual items.

Detail Pane

The Detail Pane occupies the bottom right third of the SPS-IM workspace window.  It displays detailed data about an item selected in the Summary Pane.  The contents and appearance of the Detail Pane change depending upon which branch was selected in the Tree Pane (e.g., the details of a collection differ from the details of a site).  Users cannot edit data via the Detail Pane.   Note:  The Statistics detail pane displays multiple rows and allows editing of comments.

Printing a Pane

SPS-IM provides some printing capabilities.  Specifically, users can print the current contents of the Summary or Detail Panes.  To do so, click within the desired pane and select the File, Print option from the Menu Bar.  SPS-IM will print the contents of the pane on the default printer for the SPS-IM host machine.

Workspace Tabs

The SPS-IM workspace is displayed on a workspace tab.  At logon, SPS-IM defaults to a single tab.  However, users may create additional tabs at any time and switch from tab to tab as necessary.  During a session, each tab will “remember” its settings (i.e., the branch selected within Tree Pane and the item selected in the Summary Pane) when other tabs are viewed so that users can select and keep settings in one tab while changing settings in another.  For example, if, while looking at a collection set, a user wants to view information about a specific collection, he or she can create a new tab, select the Collections Branch, find the information, then switch back to the first tab to continue looking at the collection set. 

· To add a new tab, select the File, New Tab option from the Menu Bar.  

· To remove a tab, select the File, Remove Tab option from the Menu Bar.

1.39.2.2 Navigation

The three-pane concept within SPS-IM allows rapid transition among various levels of detail and among different types of interface data.  Once a user has successfully logged on for the first time, he or she can immediately begin viewing, adding, and editing data.  Pressing the Tab key moves focus from the Tree Pane to the Summary Pane and from the Summary Pane to the Detail Pane.  Within a Pane, use the up and down arrow keys to move through the various branches (in the Tree pane) or rows of items (in the Summary Pane).
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· Window Bar: Title Bar, Minimize, Maximize, and Screen Restore.

· File Menu: New Tab, Print, Page Setup and Exit.  

· New Tab and Remove Tab: allows for the creation or deletion of views on the interface data.

· Print: prints the active pane contents and provides options for printer selection.

· Page Setup: manipulates the page orientation for printing.

· Exit: quits the SPS-IM application.

· View Menu: Find and Sort.

· Find click on an item in the Summary Pane.  The Find option then searches for an item that contains the specific text string. 

· Sort: click on an item in the Summary Pane.  The Sort option orders information by multiple columns.

· Help Menu: Help Topics and About SPS-IM.

· Enables users to identify enhancements included in the most recent version of the software.  Provides a detailed Help Topics library. 

· Toolbar: A quick way to operate the following functions-- New Tab, Remove Tab, Print, Sort, Find, Help, and Exit.  

Status Bar: displays SPS-IM status and date.
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Navigating in the Tree Pane

Within the Tree Pane users can select branches, expand/collapse certain branches, and add new items within a branch.  Users also view or update the statistics display period from the Tree Pane.  For more information on the Statistics Branch, see Statistics Branch Overview.
Selecting a Branch

To select a branch, click on the branch in the Tree Pane or use the up and down arrow keys to move to the desired branch.  SPS-IM will display a list of items in the Summary Pane related to the selected branch.  For example, click on the Sites Branch to view a list of sites in Summary Pane.

Expanding a Branch

To expand a branch, either click the ‘+’ sign to the left of the branch name in the Tree Pane or highlight the branch name and press Shift-Alt-E.  (If a ‘+’ sign is not visible, the branch cannot be expanded.)  SPS-IM will display “sub-branches” beneath the expanded branch in the Tree Pane.  Users can select a sub-branch in the Tree Pane to view a list of items related to that sub-branch in the Summary Pane.

Collapsing a Branch

As SPS-IM expands a branch in the Tree Pane, it will convert the ‘+’ sign to a ‘-‘ sign.  To collapse an expanded branch, either click the ‘-‘ sign or highlight the branch name and press Shift-Alt-C. 

Adding an Item

To add a new item (e.g., a collection set or an interface) within a branch, right-click the branch name in the Tree Pane or highlight the branch name and press Shift-Alt-M.  SPS-IM will display an Add window for the user to complete.  After the user completes the add transaction, SPS-IM will include the new item in the list in the Summary Pane and, as appropriate, as a sub-branch in the Tree Pane.  Users may not add new collections, directories or PD² databases.  For information on how to add new items to specific branches, see Branch Overviews.
Navigating in the Summary Pane

The Summary Pane displays individual items, or instances of a branch or sub-branch selected in the Tree Pane (except for the Statistics summary pane, which displays aggregate information).  Within the Summary Pane users can select, delete, and edit items; select, resize, or reposition columns; sort the list of items; and search for items containing specific text.  

Selecting an Item

To select an item, click on that item in the Summary Pane or use the up or down arrow keys to move to the desired item.  SPS-IM will highlight the selected item.  Users can only select one item at a time.  

Deleting an Item

To delete an item, right-click on the item in the Summary Pane or highlight the item in the Summary Pane and press Shift-Alt-M.  Choose Delete… from the pop-up menu.  Users can only delete one item at a time. 

Editing an Item

To edit an item, right-click on the item in the Summary Pane or highlight the item in the Summary Pane and press Shift-Alt-M.  Choose Edit… from the pop-up menu.  SPS-IM will display an Edit window populated with existing values that the user can modify.  Users may not edit collections.  For information on how to edit specific Summary Pane items, see Branch Overviews.  For information on updating the statistics display period and editing statistics items, see Statistics Branch Overview.

Selecting a Column

To select a column, click on the column heading in the Summary Pane.  SPS-IM will highlight the selected column.

Resizing a Column

To resize a column, place the cursor over the right edge of the column heading cell.  The cursor will change shape to indicate that the column can be resized.  Click and drag the cursor to the right or left to increase or decrease the width of the column.

Repositioning a Column

To reposition a column, click-and-hold on the column heading and drag the column to right or left.  SPS-IM will display a “fuzzy” line between the columns where the dragged column will be inserted.  Release the mouse button to insert the column. 

Sorting Data in the Summary Pane

Users can sort the list of items in the Summary Pane in two ways, by the values in a single column, or by the values in multiple columns.  To sort by a single column, click the column heading.  SPS-IM will sort all rows in the Summary Pane, in ascending order, based on the values in that column.  Click on the column heading again to sort in descending order.

To sort by multiple columns, select the View, Sort option from the Menu Bar.  SPS-IM will display the Sort window with a list of the Columns Available for Sorting, the Sort Columns, and an Ascending check box.  Users can drag and drop columns from the Columns Available for Sorting into the Sort Columns box and select or deselect Ascending for each.  When the user selects OK, SPS-IM will sort the Summary Pane as specified.  

Searching for Data in the Summary Pane

To find items that contain a specific text string, select the View, Find option from the Menu Bar.  SPS-IM will display the Find window.  Select the column to search (some columns may not be available as the values are calculated for display and, thus, not searchable), enter the text string to find, specify the search direction (up or down), and choose whether to match the case.  Select Find Next.  SPS-IM will highlight the first item containing the specified text string in the column selected.  Select Find Next again, and SPS-IM will select the next item, in the direction specified, that contains the text in the column selected.  If no more matches are present, SPS_IM displays a message indicating that it has finished searching.

Navigating in the Detail Pane

The Detail Pane displays additional data that describes and defines an item selected in the Summary Pane.  Users cannot edit or manipulate data in the Detail Pane (except for the Statistics detail pane).  Scroll bars will appear as necessary to allow users to view data that does not fit within the confines of the Pane.

1.39.3 IA Configuration Utility

All the connection information for the IA is pre-populated during installation and once set-up it rarely needs modification.  If it becomes necessary to change these settings, however the Interface Agent Configuration Utility allows the user to modify the registration entries for the IA.  It allows the system administrator to change default settings for the backup, log, and debug settings. 

1.39.3.1 Operating the IA Configuration Utility

· Clicking on the Windows Start menu, select SPS-I Interface Agent Profiles under Programs/SPS-I

· Click on the default icon in Select a Profile column.  This will populate all the fields in the dialog. 
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Note:  Clicking the Create or Delete push buttons in the lower left-hand section of the screen will allow the creation and deletion of profiles.

[image: image120.wmf]
Database Connection Settings

The Connection Settings grouping includes the following fields:

· Database: physical name of the IDB accessed by the IA.

· Server: the Sybase server entry used to access the IDB.

· User ID: Sybase user ID used to access the IDB.

· Password: Password for the User ID.

Log Settings

The user may set the Log Severity level.  The log setting controls back up files.  It allows the system administrator to specify where the Default Log File should be located.  The severity levels provide varying degrees of detail in the log, 5 being the lowest, and 1 produces the highest amount of detail that will dramatically increase the size of log the files.  AMS recommends retaining the default setting at 3 unless advised differently by AMS staff.

Back Up Settings

IA will make a backup copy of all incoming and outgoing files if Make Backups is checked.  The backup file will be named <filename>.mmddyyhhmmss, where <filename> is the name of the interface file and mmddyyhhmmss is a timestamp.  Backup files will be placed in the directory specified in Backup Directory.

Debug Settings

Additional data will be generated if the debug settings are selected.  These are advanced settings that produce information useful in resolving SPS-I interface issues. They should be left off unless instructed otherwise by AMS staff.

· Echo Output: produces a spreadsheet version of output data in c:\ directory.

· Echo Input: produces a spreadsheet version of input data in c:\ directory.

· IA Parse Debug:  produces several files containing information on file parsing operations. Files are written to the c:\ directory.

· IA Transform Debug: directs IA to continue processing element transformations regardless of transformation errors. This is useful to get a full picture of problems with one test execution.

· IA Build Debug: produces several spreadsheets in the c:\ directory.
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Note:  The settings will produce a large amount of files for each run, therefore the number of files in the backup directory should be monitored.

1.39.4 SPS-IM Workflow

1.39.4.1 Concept of Building Interfaces

Interface refers to the movement of, or access to, data.  In general, an SPS-I interface represents the movement of data between PD² and an external system.  SPS-I interfaces are executed between PD² sites (sometimes called core sites) and external sites.  They consist of collections that are grouped into one or more collection sets and stored as files on directories.

By the time SPS-I is installed at a site, the data to be moved have been defined as elements with specific characteristics such as size, datatype, domain, etc.  These elements have been combined into logical groups called collections.  Collections—which are also known as “records formats,” “files,” “transactions,” or “transaction sets”—also have specific characteristics such as format, contents, and business rules.  The element and collection characteristics have been agreed upon in advance by the interfacing communities and cannot be changed via SPS-IM.  SPS-I contains all code and parameters required to create or download each collection and each element with the agreed upon characteristics.  

SPS-I has been designed to allow the SPS-I Administrators to specify how each collection will be executed at each site they administer.  Through SPS-IM, an SPS-I Administrator “builds” an interface from the ground up.  The building blocks include collections, collection sets, PD² databases, sites, directories, and external systems.  An SPS-I Administrator creates each building block (except collections) in SPS-IM then combines them together to build interfaces.

Collections

A collection is a physical grouping of elements.  Collections have defined contents, physical characteristics, and business rules.  They are the foundation for building interfaces.  Collections are sometimes known as “record formats,” “files,” “transactions,” or “transaction sets.”  However, these terms cannot be applied in all cases because (a) some collections may contain more than one record, (b) sometimes multiple collections are grouped together in the same physical file, and (c) transactions and transaction sets imply a relationship to shared processes that may not apply for all collections. 

Collection Sets

Collection sets are groups of collections that are executed together in a specific order.  Collections with processing or physical storage dependencies must be grouped together into the same collection set.  However, non-dependent collections may also be grouped into a single collection set as a convenience.  Collections can be dependent to one another in terms of processing or physical storage.  Processing dependencies include order dependencies (e.g., Collection A must be processed before Collection B), header and trailer dependencies, and trigger dependencies (e.g., send Collection A in response to receipt of Collection B).  Physical storage dependencies occur when multiple collections are grouped together in the same physical input or output file.  

Once a collection set has been created, it can be selected within an interface to be executed at specific sites.  The frequency of execution at a site is specified at the collection set level.  

PD² Databases 

SPS-I pulls data from and inserts data into PD² databases.  PD² databases reside on servers, or host machines.  The data within the PD² Databases Branch allows SPS-I to connect to PD² databases as needed.  A PD² database can be selected when adding a PD² site to designate it as the source or destination of data for interfaces at that site.

External Systems

External systems interface with PD².  Most external systems support logistics or finance processes.  Interfaces between PD² and external systems are physically executed at PD² and external sites.

Sites

Sites are locations or organizations supported by a system.  There are two types of sites:  PD² sites and external sites.  PD² sites are locations or organizations that run PD², while external sites are supported by a system with which PD² interfaces.  SPS interfaces are physically executed between PD² sites and external sites.  Each installation of SPS-IM may administer the interfaces for multiple PD² sites, and each PD² site may interface with multiple external sites.

Users must specify a PD² database for each PD² site.

Some collections contain elements such as the UIC or DODAAC that uniquely define a site or are unique for each site.  These elements are called site discriminators.  In addition, some PD² domain values may vary by site requiring site-specific domain maps.  Site discriminators and domain maps will be discussed in greater detail in the Sites Branch overview. 

Directories

Directories are physical locations where SPS-I will place interface files and log files.  Directories must be mapped drives from the IA host machine.  Directories contain a drive letter (e.g., ‘C’ is usually the hard drive) and a path (e.g., \interfaces\ newsstand).  Users select directories for interface files and log files when adding interfaces.

Interfaces

An interface is the movement of, or access to, data.  An SPS-I interface represents the movement of data between PD² and an external system.  SPS-I interfaces are executed between PD² sites and external sites.  They consist of collections that are grouped into one or more collection sets and stored as files on directories.

1.39.4.2 Order of Events

Because an interface is “built” within SPS-IM, users must follow a certain order so that lower level objects (“building blocks”) can be selected within higher level objects. 
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The lowest level objects include collections and PD² databases.  Collections and PD² databases selected while entering (and therefore associated with) collection sets and sites, respectively.

The middle level objects include external systems, sites, collection sets, and directories.  Users must choose a pre-defined PD² database when creating PD² sites.  Likewise, users must select pre-existing collections when creating collection sets.  Once created, all middle level objects can be selected while entering interfaces.

The top level includes only the interface object.  When creating an interface, users must select 

· the external system that interfaces with PD²

· the PD² site(s) and external site(s) (i.e., site pairs) that participate in each interface

· the collection sets to be executed at each site pair

· the directories that will hold each interface file and log file created.  

For more information about each object, see Branch Overviews.

Although the order of creation within each level can vary (e.g., sites can be created before directories, or directories can be created before sites), users must create lower level objects before creating higher level objects for an interface.  However, users may create higher level objects required for one interface, before creating lower level objects required for another.

1.39.5 Pre-Loaded Data

Following its installation at a site, SPS-IM will contain some pre-loaded with data, specifically in the Collections, Collection Sets, and External Systems Branches.  Data in the Collections Branch has been added prior to installation and cannot be changed through SPS-IM. Data in the Collection Sets and External Systems Branches have been added as a convenience but can be changed to reflect site preferences, system name changes, etc.  New external systems and collection sets also can be added via SPS-IM.  The table below summarizes the pre-loaded nature of each branch.

	
	Prerequisite

Branches
	Pre-Loaded Data Added…
	User Can Change?
	User Can Add?

	Collections
	N/A
	Prior to installation
	No
	No

	Collection Sets
	Collection
	Prior to installation
	Yes
	Yes

	PD² Databases
	N/A
	N/A
	Password
	Yes

	Sites
	PD2
	PD² Databases
	N/A
	Yes
	Yes

	
	External
	N/A
	N/A
	Yes
	Yes

	Directories
	N/A
	N/A
	Yes
	Yes

	External Systems
	N/A
	Prior to installation
	Yes
	Yes

	Interfaces
	All of the above.
	N/A
	Yes
	Yes


1.39.6 Viewing the Execution Log File

The execution log file is an ASCII text file created by IA during the execution of an interface.  The log file can be thought of as an extension of the Statistics Branch in that it provides the SPS-I Administrator with a way to track interface execution.  However, the log file contains more detailed execution data (down to the element level) than the Statistics Branch.  If the Statistics Branch indicates that a collection was not successfully executed, the SPS-I Administrator can examine the log file to determine the specific cause.  Log files can be opened and read within any application that can read a text file (e.g., MS Word, WordPad, Word Perfect).

1.39.6.1 Execution Log File Location

The execution log file for a pair of interfacing sites resides in a directory that is mapped as a drive from the IA host machine.  A directory can be selected as the log file directory when adding an interface.  The drive letter and path for the selected directory is specified during installation and can be viewed under the Directories Branch of SPS-IM.  Users may select separate log file directories for each interfacing site pair or combine execution details for multiple site pairs into a single log file.  IA will create and populate the log file(s), and place them in the location(s) selected, during interface execution.

1.39.6.2 Managing the Execution Log File

For each new execution (i.e., processing of a single collection within a collection set, at a specified time, between a PD² site and an external site), IA generates new log file data.  IA will add the new execution data to the end of the existing log file in the directory specified.  If no log file exists, IA will create a new one and place the new execution data in it.

The amount of data entered into the log file for a single execution is considerable.  As each execution adds more text to the existing log file, it could grow rapidly, making it difficult to find desired data and occupying system resources unnecessarily.  For this reason, it is recommended that SPS-I administrators establish procedures to archive or remove old log files.   For sites that execute numerous interfaces each day, SPS-I Administrators should consider archiving or removing log files on a daily basis.

1.39.6.3 Execution Log File Contents

During the course of interface execution, IA writes many messages to a log file.  Each message is contained on a single, separate line in the log file, and is accompanied by several other pieces of information. From left to right in the log file, the following information is displayed, separated by tabs: Process ID, Date/Time Stamp, Message Code, and finally Message Text.  The Process ID (PID) is surrounded by brackets, and serves as a unique identifier for a single IA execution.  The PID can be used to distinguish messages for a particular IA execution from messages for other executions that are recorded in the same log file.  The Date/Time stamp is expressed in time on the IA host machine and includes seconds.  The Message Code is a 5-character code that identifies the message.  The Message Code can be used to determine the point of origin of the error described by the message.  500 and 900 series messages correspond to general interface processing, 600 series to data extraction processing, 700 to output build processing, and 800 to output post processing.  The Message Text is the actual text of the message.  See Log File Messages for definitions of messages that may appear in the log file.

IA writes messages to the log file to indicate the success or failure of critical actions, and to warn administrators of certain events or conditions.  The start and finish of each major phase of execution is logged.  For the most part, messages pertain to collections as a whole, but if errors occur, messages can specify element-level information.

1.39.7 File Back Ups

Occasionally, transmission or other problems may cause an interface file to be lost.  To help resolve these problems SPS-I will create a duplicate, back up copy of each outgoing interface file.  This will allow SPS-I administrators to manually re-send any file that never reached its final destination.  The default location of back up files will be the C drive of the IA host machine.  However, this location may be changed as requested during installation.  SPS-I will give back up files the same file name as the original, plus a dot-extension that includes the date and time of execution. 

1.40 Collections

1.40.1 Definition

A collection is a physical grouping of elements.  Collections have defined contents, physical characteristics, and business rules.  Collections are sometimes known as “record formats,” “files,” “transactions,” or “transaction sets.”  However, these terms cannot be applied in all cases because (a) some collections may contain more than one record, (b) sometimes multiple collections are grouped together in the same physical file, and (c) transactions and transaction sets imply a relationship to shared processes that may not apply for all collections.  Collections, and the elements within collections, are defined prior to SPS-I deployment and cannot be modified via SPS-IM.  Collections are grouped together into collection sets that are selected within interfaces for execution at sites.  

1.40.2 Viewing Collection Information

Users can use SPS-IM to view metadata about both collections and the elements within collections.

1.40.2.1 Viewing Collections

(For definitions of individual fields, see Collections Field Definitions.)

Follow the steps below to view details about a collection.

· Select the Collections Branch from the Tree Pane to display an alphabetical list of all existing collections in the Summary Pane.

· Select a single collection in the Summary Pane.  Metadata concerning the selected collection will appear in the Detail Pane.
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Detail Pane metadata for a collection includes the Collection Name, Collection Description, Collection Period and any Business Rules governing the collection.

1.40.2.2 Viewing Collection Elements

Follow the steps below to view details about the elements within a collection.

· Expand the Collections Branch to view a list of all existing collections in the Tree Pane.

· Select a single collection in the Tree Pane to view a list of all elements in the selected collection in the Summary Pane.  Specifically, the Summary Pane displays the Record Name (important if the collection contains more than one record), Element Number, Element Position, and Element Name.

· Select a single element in the Summary Pane.  Metadata concerning the selected element will appear in the Detail Pane. 
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Detail Pane metadata for an element includes the Element Name, Size, Datatype, and Format.

1.40.3 Collections Branch Field Definitions 

1.40.3.1 Collections Field Definitions

· Business Rule:  Describes when and why the collection is sent to/from an external system.  Displayed in Detail Pane.

· Collection Name:  The name of the collection.  Displayed in Summary Pane, Detail Pane.

· Collection Description:  Short description of the collection.  Displayed in Detail Pane.

· Collection Period:  The frequency with which the collection is executed (e.g., relative, weekly, monthly, etc.).  The collection period is blank if the collection is incoming.  Displayed in Detail Pane.

1.40.3.2 Element Field Definitions

· Element Datatype: The datatype of the element (e.g., AN, N).  Displayed in Detail Pane.

· Element Format: Any special formatting associated with the element (e.g., YYMMDD, NNNN.NN).  Displayed in Detail Pane.

· Element Name: The name of the Element within the collection.  Element names conform to the names agreed upon by the interfacing communities.  Displayed in Summary Pane, Detail Pane.

· Element Number: The number of the element within the collection.  Composed data elements have dot extension Element Numbers (e.g., 2  Name, 2.1 First Name, 2.2  Last Name). Displayed in Summary Pane.

· Element Position: The position of the element within the collection.  Displayed in Summary Pane.

· Element Size: The length of the element.  Displayed in Detail Pane.

· Record Name: The name of the record within the collection.  For collections with only one record, the record name is the collection name.  Displayed in Detail Pane.

1.41 Collection Sets 

1.41.1 Definition

Collection sets are groups of collections that are executed together in a specific order.  Collections with processing or physical storage dependencies must be grouped together into the same collection set.  However, non-dependent collections may also be grouped into a single collection set as a convenience. 

Collections can be dependent on one another in terms of processing or physical storage.  Processing dependencies include order dependencies (e.g., A must be processed before B), header and trailer dependencies, and trigger dependencies (e.g., send A in response to receipt of B).  Physical storage dependencies occur when multiple collections are grouped together in the same physical input or output file.  

Once a collection set has been created, it can be selected within an interface to be executed at specific sites.  The frequency of execution at a site is specified at the collection set level.  

1.41.2 Frequency Periods

All outgoing collections in a given collection set must have similar frequency periods.  For example, if a collection set has one outgoing collection with a monthly frequency period, all other outgoing collections in the collection set must also have a monthly frequency of execution; if a collection set has one outgoing collection with a relative frequency period, all other outgoing collections in the collection set must also have relative frequencies.  Incoming collections do not have frequency periods and therefore can be added to any collection set regardless of the frequency period of the set's outgoing collections.  The frequency periods of all outgoing collections have been established prior to SPS-IM installation and cannot be changed.

1.41.3 Primary-Secondary Dependencies

Some collections may be related to each other through a primary-secondary processing dependency.  In this type of dependency, two collections must always be executed together, with the “primary collection” always executed before the “secondary collection.”  A primary collection may have dependencies with several secondary collections, and a secondary collection may be dependent upon more than one primary collection.  A collection that is not involved in any primary-secondary relationships is always considered a primary collection.  

All primary-secondary dependencies have been established prior to SPS-IM installation and cannot be violated.  For this reason, when a primary or secondary collection is added to a collection set, SPS-IM automatically adds the related collections in the order that they must be executed, and displays secondary collections indented under primary collections.  Likewise, when a primary collection is removed all related secondary collections are removed along with it.  Removing a secondary collection will remove its primary collection and all of its other secondary collections.

Note:  With regard to the Mongoose Interface, even if you have multiple issuing offices within your site, you must ensure that you use the Activity Address Number e.g. F16600.  If you do use multiple activity address numbers in the local filed, you will have to set up separate Mongoose collection sets. 

1.41.4 Adding Collection Sets

(For definitions of individual elements, see Collection Sets Field Definitions.)

Follow the steps below to add a collection set.

157. Right-click on the Collection Set Branch in the Tree Pane. 
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158. Select Add Collection Set in the pop-up menu that appears.  SPS-IM will display the Add Collection Set window. 
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159. Under Collection Set, enter the Collection Set Name and Description.  Each collection set must have a name, although descriptions are optional.  

160. Under Collection List, select a collection to add from the drop down list, then click the Add Collection arrow.  When a collection is selected, a short description will display below the highlighted Collection name.  Included in this description is the collection's frequency period.  

161. Repeat for all collections that need to be added to the collection set.  SPS-IM will automatically update the execution order of the chosen collections displayed in the Collection Execution Order box to ensure that all primary collections are executed before secondary collections.  When a primary collection with related secondary collections is added to the collection set, all secondary collections will be added as well.  (See Primary-Secondary Dependencies for more information.)

162. Under Collection Execution Order, arrange the execution order of collections as appropriate by selecting an individual collection and clicking on the Move Up and Move Down arrows.  All other execution order numbers will automatically adjust to reflect the change.  A primary collection must be executed prior to all of its secondary collections.  To ensure the proper collection order, the Move Up and Move Down arrows will disable as needed in order to prevent inaccurate ordering (See Primary-Secondary Dependencies).

163. To remove a collection from the Collection Execution Order box, select it and click on the Remove Collection arrow.  

164. Click OK to save the collection set, or click Cancel to cancel the transaction without saving any data.
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Note:  Collection sets cannot be given the same name.  Each collection set must have at least one collection.  There is no limit to the number of collections that can be included in a collection set.

1.41.5 Viewing Collection Sets

(For definitions of individual elements, see collection sets Field Definitions.  To add or modify data in the Collection Sets Branch , see “Adding Collection Sets” and “Editing Collection Sets.”)

Follow the steps below to view details about a collection set.

· Select the Collection Set Branch in the Tree Pane to display in the Summary Pane an alphabetical list of all existing collection sets with their frequency periods.   

· Select a single collection set in the Summary Pane.  Metadata concerning the selected collection set will appear in the Detail Pane.

Detail Pane metadata for a collection set includes the Collection Set Description and the names of all collections included in the collection set and the execution order of each collection.  All collections in the Detail Pane are classified as either primary or secondary (See Primary-Secondary Dependencies).  If the list of collections included in the set is long, a vertical scroll bar will appear on the right-hand side of the Detail Pane.  Dragging this bar or clicking on its arrowheads will scroll through the list of collections.

· See Section on Navigating in the Summary Pane and Navigating in the Detail Pane 

1.41.6 Editing Collection Sets

(For definitions of individual elements, see Collection Sets Field Definitions.)

Follow the steps below to edit a collection set.

· Select the Collection Set Branch in the Tree Pane to display in the Summary Pane an alphabetical list of all existing collection sets with their frequency periods.   

· Right-click on a collection set and select Edit Collection Set in the pop-up menu that appears.  SPS-IM will display the Edit Collection Set window populated with existing data values.

· Modify the collection set data as appropriate, following the steps described under Adding Collection Sets.

· Click OK to save changes, or click Cancel to cancel the transaction without saving any edits.

Collection sets exist so that they can be included in interfaces that execute at sites (see Interfaces Branch Overview).  To prevent problems with execution, SPS-IM will not allow users to remove collections when editing a collection set that has been included in an interface.  To remove such a collection:

· Remove the collection set from all interface(s) with which it is associated (see Editing Interfaces);
· Edit the collection set to remove the appropriate collection(s); and

· Add the newly-defined collection set to the interface(s).

1.41.7 Deleting Collection Sets

Follow the steps below to delete a collection set.

· Select the Collection Set Branch in the Tree Pane to display in the Summary Pane an alphabetical list of all existing collection sets with their frequency periods.   

· Right-click on a collection set and select Delete Collection Set in the pop-up menu that appears.  SPS-IM will display a message box asking, “Delete the XXX Task Set?”, with XXX being the name of the selected collection set.

· Click Yes to delete the collection set.  The Summary Pane will be updated to reflect the deletion.  Otherwise, click No to cancel the without deleting.

Collection sets exist so that they can be included in interfaces that execute at sites (see Interfaces Branch Overview).  To prevent problems with execution, SPS-IM will not allow users to delete a collection set that has been included in an interface.  To delete such a collection set:

· Remove the collection set from all interface(s) with which it is associated (see Editing Interfaces).

· Delete the collection set.

Deleting a collection set that was previously included in an interface and executed at least once will cause all statistics for the execution of the collection set to be deleted also.  In such cases, SPS-IM will provide a warning via a message box and allow users to cancel the delete transaction. 

1.41.8 Collection Sets Field Definitions 

· Collection Set Name: Indicates the name of the collection set.  Limited to 40 characters.  Displayed in Add/Edit Screen, Summary Pane.

· Collection Set Description: Indicates a short description of the collection set.  limited to 255 characters.  Displayed in Add/Edit Screen, Detail Pane.

· Collection Name: Indicates the name of the collection included in the collection set.  Displayed in Add/Edit Screen, Detail Pane.

· Execution Order: Indicates the order in which the collection is executed within the collection set.  Displayed in Add/Edit Screen, Detail Pane.

· Frequency Period: Indicates the frequency with which the collection set is executed (e.g., relative, weekly, monthly, etc.).  This field is calcuated for the user based on the frequency periods of the collections added to the collection set.  It is not editable.  Displayed in the Add/Edit Screen, Summary Pane

· Primary: Indicates whether a collection is primary or secondary (See Primary-Secondary Dependencies).  Displayed in the Add/Edit Screen.

· Primary/Secondary. Indicates whether a collection is primary or secondary (See Primary-Secondary Dependencies).  Displayed in the Detail Pane.

1.42 Directories

1.42.1 Definition

Directories are physical locations where SPS-I will place interface files and log files.  They fall under one of two categories:  mapped drive directories or file transfer protocol (FTP) directories.  Mapped drive directories consist of a drive letter (e.g., ‘C’ is usually the hard drive) and a path (e.g., \interfaces\logfiles).  FTP directories refer instead to a protocol address (e.g., 999.99.999.999 or machine-name) and a path.

1.42.2 Adding Directories

(For definitions of individual elements, see Directories Field Definitions.)

Follow the steps below to add a directory.

165. Right-click on the Directories Branch in the Tree Pane. 

166. Select Add Directory in the pop-up menu that appears.

[image: image128.png]User Accaunt:

Select Address.





167. SPS-IM will display the Add Directory window. 

168. Enter a Logical Name for the directory.  Each directory must have a unique name.  

169. Select a directory Type for the directory.  All new directories default to mapped drives.  If the new directory is an FTP directory, select FTP from the drop-down list.

170. Follow the steps below to add a mapped drive directory.

· Enter a Drive Letter for the directory (e.g., C).

· Enter a Path for the directory (e.g,\directory\subdirectory)

171. Follow the steps below to add an FTP directory.

· Select an IA Server from the drop-down list.  This server will act as an endpoint in the FTP connection.  If the IA Server to be used is not listed, enter a new server name in the format \\servername.
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· Click Select Address.  The FTP Information window will appear.
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· Enter the address of the remote machine to which you wish to connect.

· Enter a user name for the remote machine.

· Enter a password for the user name entered above.

· Enter a port, if necessary.

· Enter an account, if necessary.

· Click Connect.  All valid paths visible on the remote machine will appear in the Path Info box.

· Select a path and click Save.

· The Directories window now contains all pertinent information supplied via the FTP Information window, such as the Address, Path, Port and User Name.

172. Click OK to save the directory, or click Cancel to cancel the transaction without saving any data.

1.42.3 Viewing Directories  

(For definitions of individual fields, see Directories Field Definitions.)
Follow the steps below to view details about a directory.

· Select the Directories Branch in the Tree Pane to display a list of directories in the Summary Pane.  Specifically, the Summary Pane will display Logical Names of all directories and indicate how many times each has been selected as a log file directory or an interface file directory (see Interfaces Branch). 

· Select a single directory in the Summary Pane.  Metadata concerning the selected directory will appear in the Detail Pane.

Detail Pane metadata includes the Logical Name of the directory and its Drive Letter and Path for all mapped drive directories and the Logical Name, IA Server, Address, Port, Directory and User Name for all FTP directories.

1.42.4 Editing Directories

(For definitions of individual elements, see Directories Field Definitions.)

Follow the steps below to edit a directory.

· Select the Directories Branch in the Tree Pane to display in the Summary Pane an alphabetical list of all existing directories.   

· Right-click on a directory and select Edit Directory in the pop-up menu that appears.  SPS-IM will display the Edit Directory window populated with existing data values.

· Modify the directory data as appropriate, following the steps described under Adding Directories.  A directory's type cannot be edited.

· Click OK to save changes, or click Cancel to cancel the transaction without saving any edits.

1.42.5 Deleting Directories

Follow the steps below to delete a directory.

· Select the Directories Branch in the Tree Pane to display in the Summary Pane an alphabetical list of all existing directories.   

· Right-click on a directory and select Delete Directory in the pop-up menu that appears.  SPS-IM will display a message box asking, “Delete the XXX Directory?”, with XXX being the name of the selected directory.

· Click Yes to delete the directory.  The Summary Pane will be updated to reflect the deletion.  Otherwise, click No to cancel the without deleting.

Directories serve as repositories for interface files and log files (see Interfaces Branch Overview).  To prevent problems with execution, SPS-IM will not allow users to delete a directory that has been selected for use by an interface.  To delete such a directory:

· Remove the directory from all interface(s) with which it is associated (see Editing Interfaces).

· Delete the directory.

1.42.6 Directories Field Definitions

· Address:(FTP directories).  The remote machine to which interface files and/or log files will be delivered via FTP.

· Logical Name: Indicates the name of the directory.  Limited to 100 Characters.  Displayed in Add/Edit Directories window, Summary Pane, and Detail Pane.

· Drive Letter: (mapped drive directories).  Indicates the letter of the path for the directory as mapped from the IA NT Host. Displayed in Add/Edit Directories window and Detail Pane.

· IA Server: (FTP directories).  The IA NT Host which will act as an endpoint in the FTP connection.  Displayed in Add/Edit Directories window and Detail Pane.

· Password:  (FTP directories).  The password to use when logging on to the remote machine referenced by Address.  Displayed in Add/Edit Directories window.

· Path: For mapped drive directories, indicates the path for the directory as mapped from the IA NT Host.  For FTP directories, indicates the path for the directory as it exists on the remote machine.  Limited to 255 Characters.  Displayed in Add/Edit Directories window and Detail Pane. 

· Port:  Optional (FTP directories).  The port of the remote machine referenced by Address.  Displayed in Add/Edit Directories window and Detail Pane.

· User Name: (FTP directories).  The user name to use when logging on to the remote machine referenced by Address.  Displayed in Add/Edit Directories window and Detail Pane.

1.43 PD² Databases

1.43.1 Definition

SPS-I pulls data from and inserts data into PD² databases.  PD² databases reside on servers, or host machines.  The data entered within the PD² Databases Branch allows SPS-I to connect to PD² databases as needed.  Once created, a PD² database can be selected when adding each PD² site to designate it as the source or destination of data for interfaces at that site.  

1.43.2 Adding PD² Databases

For definitions of individual elements, see PD² Database Field Definitions. 

Follow the steps below to add a PD² database.

173. Right-click the PD² Database Branch in the Tree Pane and select Add PD² Database in the pop-up menu that appears.  SPS-IM will display the PD² Databases window.
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174. Select or enter the IA Server name.  This is the host IA machine.  Connection to this machine enables verification of the database name, database server name, login name, and login password.  If the IA Server Name is incorrect or if you cannot connect to it, SPS-IM will display an error message.  If  no IA Server names appear in the dropdown list and you do not know the IA Server name, contact your system administrator.

175. Enter the Database Name.  This is the physical database  name of the PD² database you are using.

176. Enter the Database Server Name.  This is the entry in the IA machines sql.ini file that points to the database server that the PD² database resides on.

177. Enter the Sybase Database Server Login Name. 

178. Enter the Database Server Login Password and Confirm Password.  To protect password security, SPS-IM will display asterisks as the password is typed.  Retype the password in the Confirm Password field to ensure that the password has been typed correctly.  SPS-IM will display an error message if the values in the Password and Confirm Password fields do not match exactly.  

179. Click OK to save the PD² Database information.  SPS-IM will add the PD² Database information to the list in the Summary pane.

180. To cancel the transaction without saving any information, click Cancel.

1.43.3 Viewing PD² Databases  

For definitions of individual elements, see PD² Database Field Definitions. To add or edit PD² Database information, see “Adding PD² Databases” or “Editing PD² Databases”.

Follow the steps below to view details about a PD² database.

· Select the PD² Database Branch in the Tree Pane to display a list of PD² databases in the Summary Pane.  Specifically, the Summary Pane will display Server Names and Database Names, with databases grouped by server. 
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· Select a single PD² database in the Summary Pane.  Metadata concerning the selected PD² database will appear in the Detail Pane.

Detail Pane metadata includes Database Name, Server Name, and Login Name.

1.43.4 Editing PD² Databases

For definitions of individual elements, see PD² Database Field Definitions. 

Follow the steps below to edit a PD² database.

· Select the PD² Database Branch in the Tree Pane to display a list of PD² Databases in the Summary Pane.

· Right-click on a single PD² database and select Edit PD² Database in the pop-up menu that appears.  SPS-IM will display the PD² Databases window populated with the existing data values.

· Modify the PD² Databases data as appropriate, following the steps described under Adding PD² Databases.  Note:  If the correct IA Server name does not appear in the dropdown list, type the correct name into the dropdown edit area.

· Click OK to save the changes, or click Cancel to cancel the transaction without saving any edits.

1.43.5 Deleting PD² Databases

Follow the steps below to delete a PD² database.

· Select the PD² Database Branch in the Tree Pane to display a list of PD² Databases in the Summary Pane.

· Right-click on a single PD² database in the Summary Pane and select Delete PD² Database in the pop-up menu that appears.  SPS-IM will display a message box asking, "Delete the XXX Database?", where XXX is the name of the PD² database.

· Click Yes to delete the PD² database. The Summary Pane will be updated to reflect the deletion.  Otherwise, click No to cancel without deleting.

PD² databases serve as repositories for procurement data (see Interfaces Branch Overview).  To prevent problems with execution, SPS-IM will not allow users to delete a PD² database that has been selected for use by a site.  To delete such a database:

· Disassociate the PD² database from the site (by selecting a different PD² database)

· Delete the PD² database.

PD² Database Field Definitions

· IA Server: Indicates the host IA server machine name though which you connect to the database server.  Limited to 20 characters.  Displayed in PD² Databases window.

· Database Name: Indicates the name of the PD² database.  Limited to 20 characters.  Displayed in PD² Databases window, Summary Pane,  and Detail Pane.

· Server Name: Indicates the physical name of the database server hosting the PD² database.  Limited to 20 characters.  Displayed PD² Databases window, Summary Pane, and Detail Pane.

· Login Name: Indicates the user login name for the database server hosting the PD² database.  Limited to 30 Characters.  Displayed in PD² Databases window, Summary Pane,  and Detail Pane.

· Login Password: Indicates the user login password for the database server hosting the PD² database.  Limited to 255 Characters.  Displayed in PD² Databases window.

· Confirm Password: Indicates the confirmation of the user login password for the database server hosting the PD² database.  Displayed in PD² Databases window.

1.44 External Systems

1.44.1 Definition

External systems are those systems that interface with PD².  Most external systems support logistics or finance processes.  Interfaces between PD² and external systems are executed at PD² sites and external sites, respectively.  

1.44.2 Adding External Systems

(For definitions of individual elements, see External Systems Field Definitions.)

Follow the steps below to add an external system.

· Right-click on the External Systems Branch in the Tree Pane and select Add External System in the pop-up menu that appears.  SPS-IM will display the Add External System window.
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· Enter the external system’s Acronym and Name.  The Acronym may be up to 10 characters long, and the Name may be up to 100 characters long.  Both fields are mandatory.

· Click OK to add the external system.  SPS-IM will display an error message if the Acronym or Name fields are blank or if the Acronym or Name has already been used.  Otherwise, SPS-IM will add the new external system to the list in the Summary Pane.  To cancel the transaction without adding the external system, click Cancel.
1.44.3 Viewing External Systems

(For definitions of individual elements, see External Systems Field Definitions.)

Follow the steps below to view details about an external system.

· Select the External Systems Branch in the Tree Pane to display a list of external system Acronyms in the Summary Pane.

· Select a single external system in the Summary Pane to display the Acronym and Name of the external system in the Detail Pane.

1.44.4 Editing External Systems

(For definitions of individual elements, see External Systems Field Definitions.)

Follow the steps below to edit an external system.

· Select the External Systems Branch in the Tree Pane to display a list of external systems in the Summary Pane.

· Right-click on a single external system and select Edit External System from the pop-up menu that appears.  SPS-IM will display the Edit External System window populated with existing values.

· Edit the external system’s Acronym and Name as appropriate.

· Click OK to save the changes. SPS-IM will display an error message if the Acronym or Name fields are blank or if the new Acronym or Name has already been used.  To cancel the transaction without saving the edits, click Cancel.
1.44.5 Deleting External Systems

Follow the steps below to delete an external system.

· Select the External Systems Branch in the Tree Pane to display a list of external systems in the Summary Pane.

· Right-click on a single external system and select Delete External System from the pop-up menu that appears.  If there are no interfaces associated with the external system, SPS-IM will display a message box asking, “Delete the XXX System?”  Where XXX is the name of the external system.  If there are interfaces associated with the external system, SPS-IM will display a message box stating “System cannot be deleted because X Interface(s) are associated with this System.”  Where X is the number of interfaces associated with the external system.

· Click Yes to delete the external system.  The Summary Pane will be updated to reflect the deletion.  Otherwise, click No to cancel without deleting.

External systems are created so that they can be selected within the Interfaces Branch as systems that exchange data with PD².  Deletion of an external system that has been selected to interface with PD² in the Interface Branch would impact execution and is, therefore, prohibited by SPS-IM. To delete such a external system:

· Remove the system from all interface(s) with which it is associated (see Editing Interfaces).

· Delete the external system.

External Systems Field Definitions 

· External System Acronym: The acronym, short name, or nickname of the external system.  May be 1 to 10 characters in length.  Displayed in Add/Edit External System window and Summary Pane.

· External System Name: Indicates the full name of the external system.  May be 1 to 100 characters in length.    Displayed in Add/Edit External System window, Summary Pane, and Detail Pane

1.45 Sites

1.45.1 Definition

Sites are locations or organizations supported by either PD² (PD² sites/core sites) or external systems (external sites).  Each installation of SPS-IM may administer the interfaces for multiple PD² sites, and each PD² site may interface with multiple external sites.  Users must specify a PD² database for each PD² site.  

Interfaces are executed between PD² sites and external sites.  This relationship is established by selecting sites while adding or editing interfaces in the Interfaces Branch.

1.45.2 Adding Sites

(For definitions of individual elements, see Sites Field Definitions.)

Follow the steps below to add a site.

181. Right-click the Sites Branch in the Tree Pane and select Add Site in the pop-up menu that appears.  SPS-IM will display the Add Site window containing three tabs: General Information, Discriminators, and Domain Maps.  If there are no collections requiring discriminators, then the Discriminators tab will not be displayed.  If there are no collections requiring domain maps, then the Domain Maps tab will not be displayed.

182. Select the General Information tab.
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· Enter the Site Name.  The Site Name should must be unique (up to 50 characters long). 

· Select whether the site is a PD² Site or an External Site.  If PD² Site is selected, SPS-IM will display a drop down list containing PD2 databases.

· If the site is a PD² site, select the PD² database that runs at the site.  Each PD² site must have one, and only one, PD² database.  If more than one PD² database is present at (or supports) a single geographic location, create separate PD² sites for each PD² database.

· If desired, enter any descriptions of the site or site point of contact information in the Site Comments field.  Comments may be up to 250 characters long.

183. Select the Discriminators tab.
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· Site Discriminators: Some collections contain elements such as the UIC or DODAAC that uniquely identify a site.  These elements are called site discriminators and are sometimes used to either add data to the transaction or filter the data being transferred.  Site discriminators can be associated with either PD² sites or external sites.  The value of a site discriminator at each site is entered in the Sites Branch.

· From the Select collections requiring discriminators that are used by this site selection list, select all collections that may be executed at the site.  The selection list will only include those collections that require a site discriminator.  When a collection is selected, if the discriminators required for the collection are not already displayed, SPS-IM will display the discriminators required for the collection.  When a collection is deselected, if the discriminators required for the collection are not required by any other selected collection, SPS-IM will remove the discriminators required for the collection.  Discriminator names may not be changed.

· In the Value at Site column, enter the value of each discriminator for the site.

184. Select the Domain Maps tab.
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· Site Domain Maps

· Domain maps equate PD² element values to collection element values.  For example, the PD² domain value for Pennsylvania is “PA;” but if a collection always referred to the state as “Penn,” then a domain map would be required to translate from one value to the other.  Some collections contain elements requiring domain maps where the values of the collection element can be different for each site.  These site-specific domain map values are entered in the Sites Branch.

· From the Select collections requiring domain maps that are used by this site selection list, select all collections that will be executed at the site.  The selection list will only include those collections that require a site specific domain map.  When a collection is selected, if the domain maps required for the collection are not already displayed, SPS-IM will display the domain maps required for the collection in the Domain Map drop down list.  When a collection is deselected, if the domain maps required for the collection are not required by any other selected collection, SPS-IM will remove the domain maps required for the collection from the Domain Map drop down list.

· From the Domain Map drop down list, select a domain map name.  SPS-IM will display any PD2 Value and External Value domain map pairs that are associated with the selected domain map.

· To add a domain map pair for the selected domain map, click Add.  To delete a domain map pair from the selected domain map, click Remove.  A message box will be displayed to confirm the delete.  Click Yes to delete the domain map pair.  Click No to cancel deletion.

· In the PD² Value column, enter the value of the domain map pair used in the PD² system.

· In the External Value column, enter the value of the domain map pair used at the site.

· Repeat for all domain maps in the Domain Map drop down list.

· Click OK to save the site information.  SPS-IM will verify that the Site Name is unique and is not blank.  If it is a PD² site SPS-IM will ensure that a PD2 database has been selected.  Finally, SPS-IM will verify that each required site discriminator has a value, that all required domain maps have at least one domain map pair, and that each domain map pair has values for PD2 Value and External value.  SPS-IM will display an error message if any validations fail.  Otherwise, SPS-IM will add the new site to the list in the Summary Pane.  To cancel the transaction without saving any data, click Cancel.

1.45.3 Viewing Sites

(For definitions of individual elements, see Sites Field Definitions.  To add or modify data in the Site Branch, see Adding Sites and Editing Sites.)

Follow the steps below to view details about a site.

· Select the Sites Branch in the Tree Pane to display a list of PD² sites and external sites in the Summary Pane.  Specifically, the Summary Pane will display the Type of Site (PD² or external) and Site Name.

· Select a single site in the Summary Pane.  General information concerning the selected site will be displayed in the Detail Pane

Detail Pane general information includes Site Name, PD² Database Name (for PD² sites only), and Comments.

1.45.4 Editing Sites

(For definitions of individual elements, see Sites Field Definitions.)

Follow the steps below to edit a site.

· Select the Sites Branch in the Tree Pane to display a list of PD² sites and external sites in the Summary Pane.

· Right-click on a single site and select Edit Site in the pop up menu that appears.  SPS-IM will display the Edit Site window populated with existing data values.

· Modify the site data as appropriate, following the steps described under Adding Sites.

· Click OK to save the changes, or click Cancel to cancel the transaction without saving any edits.

1.45.5 Deleting Sites

Follow the steps below to delete a site.

· Select the Sites Branch in the Tree Pane to display a list of PD² sites and external sites in the Summary Pane.

· Right-click on a single site and select Delete Site in the pop up menu that appears. If there are no interfaces associated with the site, SPS-IM will display a message box asking, “Delete the XXX Site?”   Where XXX is the name of the site.  If there are interfaces associated with the site, SPS-IM will display a message box stating “Site cannot be deleted because X Interface(s) are associated with this Site.”  Where X is the number of interfaces associated with the site.

· Click Yes to delete the site.  The Summary Pane will be updated to reflect the deletion.  Otherwise, click No to cancel without deleting.

Sites are created in SPS-IM so that they can be selected within the Interfaces Branch as places where interfaces are executed.  An interface must be executed between a PD² site and an external site.  SPS-IM prevents a site from being deleted if an interface is executed there.  To delete such a site:

· Edit all interfaces that are executed at the site and remove the site (see Editing Interfaces).

· Delete the site as specified above.

1.45.6 Sites Field Definitions 

· Comments:  Optional. Indicates comments for the site.  May be 1 to 250 characters in length.  Displayed in Add/Edit Site window and Detail Pane.

· Discriminator Name:   Optional.  Indicates the name of a discriminator for the site.  Displayed in Add/Edit Site window.

· Domain Map:  Optional.  Indicates the name of a site domain map.  New site domain maps cannot be entered in SPS-IM.  Displayed in Add/Edit Site window.

· External Value:  Optional.  Indicates the value of the domain map item in the external system.  Displayed in Add/Edit Site window.

· Site Name:  Mandatory.  The name of the site.  May be 1 to 100 characters in length.  Displayed in Add/Edit Site window, Summary Pane and Detail Pane..

· PD2 Database:  Mandatory for PD² sites.  Indicates the name of the PD2 database for the PD² site. Displayed Add/Edit Site window and Detail Pane.

· Type of Site:  Mandatory.  Indicates whether the site is a PD² site or an external site.  A PD² site must include a PD2 database.  Displayed in Add/Edit Site window.

· UIC:   Optional.  The Unit Identification Code for the site.  Displayed in Add/Edit site window.

· Value at Site:  Optional.  Indicates the value for the specified discriminator for the site.  Displayed in Add/Edit Site window.

· PD2 Value:    Optional.  Indicates the value of the domain map item in PD2.   This field is not editable.  Displayed in Add/Edit Site window.

1.46 Interfaces

1.46.1 Definition

An interface is the movement of, or access to, data.  An SPS-I interface represents the movement of data between PD² and an external system.  SPS-I interfaces are executed between PD² sites and external sites.  They consist of collections that are grouped into one or more collection sets and stored as files on directories.

Items within all other branches of the Tree Pane exist only so that they can be used as “building blocks” for interfaces.  It is by adding data to the Interface Branch within SPS-IM that the SPS-I Administrator specifies the execution parameters that determine when and where an interface will be executed, and what collection sets (and thus, collections) it will contain.

1.46.2 Tab Relationships

Adding or editing an interface involves three distinct stages, each represented by a tab in the Add/Edit Interface window. 

· The Collection Sets tab identifies the external system involved in the interface and all collection sets that will be executed as part of the interface.

· In the Sites tab the SPS-I Administrator:

· Identifies all the PD² sites at which the interface will be executed,

· Pairs each PD² site to each external site with which it will interface, and 

· Specifies the name and location of the log file for each interfacing site pair.

· In the Execution Details tab, collection sets are combined with site pairs.  For each site pair, the SPS-I Administrator:  

· May suspend or permanently cancel the execution of individual collection sets, 

· Stipulates the execution schedule for each collection set, 

· Names the physical file(s) into which each collection (in each collection set) is placed at execution, 

· Specifies the directory into which each physical file is placed, and optionally  

· Specifies a predetermined “external directory” where files may be copied via File Transfer Protocol (FTP).  

[image: image137.wmf]
Note:  The Collection Sets and Sites tabs must be completed before the Execution Details tab.

1.46.3 Site Interfacing Relationships

An interface between PD² and an external system is physically executed between PD² sites and external sites.  These interfacing site pairs are specified when adding an interface in SPS-IM.  It is important to note that an interface may be executed between a single PD² site and many external sites.  Thus, the same PD² site may be part of multiple interfacing site pairs.

1.46.4 Scheduling Execution

Scheduling an interface to execute for a site pair must be done directly on the Interface Agent (IA) server.  This requires an SPS-I Administrator to establish a connection to the IA server during scheduling.  To do so, the SPS-I Administrator must enter the IA server’s physical name, a valid user id and password, and the full directory path to the IA executable on the server (spsi.exe).

1.46.5 Adding Interfaces

(For definitions of individual elements, see Interfaces Field Definitions.)

185. Right click on the Interfaces Branch in the Tree Pane and select Add Interface from the pop-up menu that appears.  SPS-IM will display the Add Interface window, which contains three tabs: Collection Sets, Sites, and Execution Details. 
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186. Select the Collection Sets tab to specify the external system and collection sets associated with the interface.

1.46.5.1 Collection Sets Tab

187. In the drop down list box labeled Interface Between PD² and, select the external system participating in the interface.  SPS-IM will update the title bar of the Add Interface window to display the interfacing systems (i.e., PD² - <External System>).  This will be the identifier for the interface.

188. Select a collection set to add to the interface from the Available Collection Sets list on the left side of the Collection Sets tab.  A description of the collection set will appear below the Available Collection Sets list.  

189. Click the Add Collection Set to Interface arrow to include the selected collection set in the interface.  SPS-IM will add the collection set to the Included Collection Sets list on the right side of the Collection Sets tab and remove it from the Available Collection Sets window.  

190. Repeat until all collection sets that need to be associated with the interface have been added.

191. To remove a collection set from the interface, select the collection set to be removed from the Included Collection Sets list then click on the Remove Collection Set from Interface arrow.  SPS-IM will remove the collection set from Included Collection Sets list and add it to the Available Collection Sets list.  If the collection set being removed has already been scheduled to execute in the Execution Details tab, SPS-IM will display a warning message.  Click OK to remove the collection set anyway.  The collection set will no longer be executed as part of the interface.  Click Cancel to return to the Collection Sets tab without removing the collection set from the interface.

192. Select Sites Tab to specify interfacing site pairs for the current interface.

1.46.5.2 Sites Tab
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Note:  There are two ways to specify the PD² and external sites for an interface— by adding sites to the new interface individually, or by inheriting the list of sites from an existing interface.

193. From the PD² Sites list at the top left of the Sites tab, select one or more PD² sites and click the Add Site(s) to Interface arrow.  SPS-IM will add the PD² sites to the Execution Sites list at the bottom of the tab.  

194. Repeat until all PD² sites at which the interface will execute are added.  If a PD² site does not appear in the PD² Sites list, it must be added under the Sites Branch. Note:  If the interface needs to be executed between one PD² site and multiple external sites, the PD² site must be added from the PD² Sites list multiple times (once for each external site).  

195. In the Execution Sites list, select an External Site for each PD² site listed. 

-OR-

196. Choose to inherit sites if either the list of PD² sites, or the PD²/external site pairs associated with an existing interface exactly match those of the new interface.  If addition, there is an option to inherit the Collection Sets of an existing interface.

197. Choose an interface to inherit sites from in the Inherit Site List From drop down list box at the top right of the Sites tab.

198. Select PD² Sites Only to inherit only the list of PD² sites from the interface; or select PD²/External Site Pair to inherit the site pairs from the interface. 

199. Select the Collection Sets check-box to inherit the Collection Sets of the selected interface.

200. Click the Inherit button. SPS-IM will add the PD² sites or the site pairs to the Execution Sites list at the bottom of the tab.  (Note:  Future changes to the site list of the “inherit from” interface will not automatically be reflected in the site list of the new interface.)

· Select a Log File Directory and Log File Name for each PD² site/external site pair.  Combined, these two values will determine where the execution log will be stored and what it will be named.  Each site pair can have its own, individual log file, or one log file can contain execution details for multiple site pairs.  

· To edit the Log File Directory and Log File Name parameters for a PD² site/external site pair,  double-click on a PD² site/external site pair or select a PD² site/external site pair and click the Edit button.  The Log File/Directory Maintenance pop-up window appears.  
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· Select the Log File Directory from the Log File Directory drop down list box.  

· Select the Log File Name from the Log File Name drop down list box.  To create individual log files, enter a unique Log File Name or Log File Directory for each site pair.   To consolidate execution details for multiple site pairs into a single log file, enter the same Log File Name and Log File Directory for different site pairs.

· To create or modify Log File Names, see section Modifying File Names.

· Click the OK button to apply the changes, or the Cancel button to cancel the changes.  Control will return to the Sites tab.

· Once a Log File Directory and Log File Name have been specified, the full destination path of the log file will be displayed underneath the PD² site/external site pair.

· To remove a site pair (row) from the Execution Sites list, select the PD² Site in the Execution Sites list and click on the Remove Site from Interface arrow.  SPS-IM will remove the entire row from the Execution Sites list.  If the interface has already been scheduled to execute (in the Execution Details tab) between the PD² site and the external site in the row being removed, SPS-IM will display a warning message.  Click OK to remove the site pair anyway; the interface will no longer execute between the PD² site and external site.  Click Cancel to return to the Sites tab without removing the site pair.

· Select Execution Details Tab to specify file names and execution schedules for each site pair’s collection sets.

1.46.5.3 Execution Details Tab 

(In the Execution Details tab, the collection sets added in the Collection Sets tab are scheduled to execute between the PD² sites and external sites that were specified as site pairs in the Sites tab.)
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201. Select the Execution Details tab.  This tab will remain disabled until at least one collection set and one site pair have been added. 

202. Select a site pair from the drop down list at the top of the tab.  Directly below the drop down list, SPS-IM will display the first included Collections Set’s Name, Status, IA Server, Execution Username, and Schedule.  All data added in the Execution Details tab are specific to the site pair selected.  Execution details must be provided for each site pair in the Site Pair drop down list before the Interface may be saved.

203. Scroll to the desired collection set using the navigation control buttons to the left Collection Set information. 

204. Choose a Status for the collection set from the Status drop down list.  

· Active Status: To execute the collection set for the site pair.  

· Suspend Status: To temporarily disable the collection set from executing for the site pair. 

· Inactive Status:  To deactivate the collection set for the site pair.  When an Inactive status is specified all Execution Details for the collection set will be deleted for the site pair.  A warning message appears before the removal takes place.  The user may accept the removal of the Execution Details by pressing the OK button or canceling the removal by pressing Cancel button. 

205. Click on the Schedule button to schedule the execution of the collection set.  SPS-IM will display the Scheduler Login window.
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· Enter the IA Server Name. 

· The Full IA Application Path (the path of the directory that contains the IA executable file). 

· A valid Server User Id and Password. [Note: The username required during the scheduling of the interface must not exceed twelve characters.  The twelve character limitation applies only to the SPS-I IM Scheduler Login Screen.  There is no such limitation when using the “Add Scheduler Task” wizard located in the Scheduled Tasks folder.]

· Clicking the OK button will accept the entered parameters and display the Job Scheduler window.  
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· Select the frequency that the collection set will execute from the Schedule Task drop down list box (once, monthly, weekly, or quarterly). 

· Enter the time the collection will execute in the Start Time box. 

· Optionally, edit the desired scheduling options below the Start Time box.  The scheduling options will vary based upon the execution frequency selected.

· Optionally, click the Advanced button to specify execution options of greater detail.

· Click OK to save or Cancel to exit.  Control returns to the Execution Details tab.

206. For each Collection Set, there may be one or many Collections listed in the Collections pane of the Execution Details tab.  For each Collection, there may be one or many file names listed in the Collections pane of the Execution Details tab.  Each Collection listed in the Collections pane possesses required execution parameters (such as directory paths and file names).  To enter/edit these parameters, double-click on a Collection in the Collections pane or select a Collection in the Collections pane and click the Edit button.  The Collection Execution Details window appears.
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207. Scroll to the desired Collection using the navigation buttons in the upper left hand corner of the Collection Execution Details window.

208. Select an execution directory from the Directory drop down list.

· For an “Incoming” collection, select the Delete After Processing option to remove the collection file from the Directory once IA has processed all included records successfully.

· For an “Outgoing” collection select the Overwrite option to overwrite an existing collection file in the Directory.  Leaving this option unchecked will Append records to an existing collection file in the Directory.

209. Select an optional destination directory from the External Directory drop down list.  An External Directory may represent either a mapped drive from the IA server or an FTP destination server.

· If an FTP Directory is selected from the External Directory drop down list, the FTP Options will appear.

· Overwrite Option:  When checked, IA will overwrite an existing file on the FTP server.  If this option is left unchecked, IA will append to an existing file on the FTP server.

· Binary Option:  When checked, IA will transfer the file as a binary type file.  If this option is left unchecked, IA will transfer the file as an ASCII type file.

210. Select a File Name from the File Name drop down list for each File Name Template listed in the File Name(s) pane.

· To add to or modify the File Name list, see section Modifying File Names.

· Multiple File Names may be required by some collections.

· To group two or more collections into the same physical file, select the same File Name and Directory for each.

· For an “Incoming” collection, IA will look for a file with the specified File Name in the specified Directory.

· For an “Outgoing” collection, IA will append to or create a file with the specified File Name in the specified Directory.

· After selecting a Directory and File Name, the full path of the file (as seen from the IA server) is displayed in the Path box.

211. Click the OK button to apply the changes and return control to the Execution Details tab.  Click Cancel to disregard any changes and return control to the Execution Details tab.

212. Repeat steps 2-11 for each interface site pair in the  drop down list.

213. Select OK to save the new interface.  SPS-IM will perform various validations on the data and display a message box describing any problems.  If no problems are discovered, SPS-IM will add the new interface to the list of interfaces in the Summary Pane.  To cancel the transaction without saving the new interface, click Cancel.

Modifying File Names

· Click the Files button to open the file name editor.
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· Add a new File Name:  Enter a new filename in the New File Name box. Click the Add button to add the file name to the File Names list.

· Edit a  File Name:  Select a file name in the File Names pane.  Edit the file name and click the Edit button to apply the change to the File Names list.

· Delete a File Name:  Select a file name in the File Names pane. Click the Delete button to remove the file name from the File Names list.

· Adding Macros to a File Name: Double-click on a macro in the File Name Macros list to add a macro identifier to the text in the New File Name box.  Multiple macros in file names are allowed.

· After all changes have been made to the File Names click the OK button to save or the Cancel button to cancel any changes.

1.46.6 Rescheduling Interfaces from the Suspend Mode

When interfaces are in the “Suspend” mode, sites are required to set them in the “Active” mode using the Execution Details Tab.  From the Execution Detials tab, change the Status from “Suspend” to “Active” using the Drop Down menu.  Then follow the appropriate steps as listed in section 1.41.5.3. (Execution Details Tab)

1.46.7 Viewing Interfaces

(For definitions of individual elements, see Interfaces Field Definitions.  To add or modify data in the Interfaces Branch, see “Adding Interfaces” and “Editing Interfaces.”)

There are two options for viewing details about an interface.  Follow the steps below to view the collection sets that comprise an interface.

· Select the Interfaces Branch in the Tree Pane to display a list of interfaces in the Summary Pane.
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· Click on an interface in the Summary Pane.  SPS-IM will list in the Detail Pane the collection sets associated with the interface and the collections within each collection set.

Follow the steps below to view site pairs and execution details for each interface.

214. Expand the Interfaces Branch in the Tree Pane to display a list of interfaces beneath it in the Tree Pane.
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215. Select an individual interface in the Tree Pane to view the site pairs and the collection sets associated with the interface, in the Summary Pane.  Specifically, SPS-IM will display each site pair for which the interface is executed, and the collection sets that are active for each site pair. If the interface is suspended the site pair / collection set row in the summary pane is red and an hourglass appears to the right of the row.

216. Select a site pair / collection set row in the Summary Pane to view in the Detail Pane execution details specific to the collection set at the site pair.  Detail Pane contents include:  the Collection Set Name; the Log File Name and Log File Directory for the site pair; the Execution Schedule for the site pair; and the Collection Name, Time Stamp, Directory, External Directory,  and File Name for each collection in the collection set. 

1.46.8 Editing Interfaces

Follow the steps below to edit an interface.  Note:  Editing an interface will directly impact the execution of that interface.  Proceed with caution.

217. Either select the Interfaces Branch in the Tree Pane to view a list of interfaces in the Summary Pane, or expand the Interfaces Branch and select an individual interface in the Tree Pane to view a list of site pairs for the interface.  

218. Right-click on a single interface or site pair in the Summary Pane and select Edit Interface in the pop-up menu that appears.  SPS-IM will display the Edit Interface window populated with existing data values.  Modify the interface data as appropriate, following the steps described under Adding Interfaces.

219. If a collection set is removed from an interface in the Collection Sets tab, that collection set will no longer be executed at any site pairs associated with the interface.  Similarly, if a site pair is removed from the interface in the Sites tab, the interface will not execute between the sites in the site pair.

[image: image149.wmf]
Note:  The Inherit Sites feature in the Sites tab is disabled during edits unless all site pairs are removed from the interface.

220. To temporarily disable a collection set from being executed for a specific site pair, select the site pair from the drop down list at the top of the Execution Details tab, highlight the collection set, and choose Suspend.  SPS-IM will disable the collection set for the site pair, but save the execution data to allow the collection set to be returned to Active status at a later data.  Alternatively, to permanently disable the collection set, choose Inactive in the Execution Details tab.  SPS-IM does not force SPS-I Administrators to enter execution details for inactive collection sets.

221. Click OK to save the changes, or click Cancel to cancel the transaction without saving any edits.

1.46.9 Deleting Interfaces

Follow the steps below to delete an interface.

· Select the Interfaces Branch in the Tree Pane to display a list of interfaces in the Summary Pane.

· Right-click on a single interface in the Summary Pane and select Delete Interface in the pop-up menu that appears.  SPS-IM will display a message box warning the SPS-I Administrator that collection sets and site pairs will be removed from the interface if the interface is deleted.

· Click OK to delete the interface.  The Summary Pane will be updated to reflect the deletion.  Otherwise, click Cancel to cancel without deleting.

1.46.10 Interfaces Field Definitions

· Active:   Optional.  Indicates that the collection set will be executed as part of the interface for the specified site pair.  Add/Edit Interface window-Execution Details tab

· Directory:   Required.  The name of the directory where the file containing the collection will be placed when executed for the site pair.  Add/Edit Interface window-Execution Details tab, Detail Pane

· External Directory:   Optional. The name of the directory (used by government developed software) to which the file containing the collection will be moved after interface execution.  Add/Edit Interface window-Execution Details tab, Detail Pane

· External Site:   Required.  The Name of an external system’s site that will execute an interface with a PD² site.  Add/Edit Interface window-Sites tab, Summary Pane, Detail Pane

· File Name:   Required.  The name of the physical file into which the collection will be placed when executed for the site pair.  Add/Edit Interface window-Execution Details tab  Detail Pane

· Full IA Application Path:   Required.  The path pointing to the IA executable file. Scheduler Login window

· IA Server Name:   Required.  The name of the IA server.  Scheduler Login window

· IA Server User ID:   Required.  The userid required to login to the IA server. Scheduler Login window

· Inactive:   Optional.  Indicates that the collection set will not be executed as part of the interface for the specified site pair.  Add/Edit Interface window-Execution Details tab

· Included Collection Set:   Required.  A collection set that will be executed as part of the interface.  Add/Edit Interface window-Collection Sets tab, Summary Pane, Detail Pane

· Interface Between PD² And:   Required.  The name of the external system participating in the interface with PD².  Add/Edit Interface window-Collection Sets tab, Tree Pane, Summary Pane.

· Log File Directory:   Required.  The name of the directory where the log file containing execution data for an interfacing site pair will be placed.  Add/Edit Interface window-Sites tab, Detail Pane

· Log File Name:   Required.  The physical name of the log file containing execution data for an interfacing site pair.  Add/Edit Interface window-Sites tab, Detail Pane

· Suspended:   Optional.  Indicates that the collection set has been disabled from executing as part of the interface for the specified site pair.  Add/Edit Interface window-Execution Details tab

· PD². Site:   Required.  The name of a PD² site at which the interface will execute.  Add/Edit Interface window-Sites tab, Summary Pane, Detail Pane

· Password:   Required.  The password for the IA Server User ID. Scheduler Login window- Job Account Information Group Box

· Schedule Task:   Required. The frequency with which the interface will run, i.e., weekly, monthly, quarterly. Schedule Tab.

· Server Name:   Optional. The name of  the server on which the Interface is scheduled to run.  Add/Edit Interface window-Execution Details tab.

· Start time:  Required.  The time that the interface will begin executing. Schedule Tab.

· Time Stamp:  Required.  The initial date and time that interface execution  is scheduled to begin. Defaults to current date and time.  Add/Edit Interface window-Execution Details tab,  Detail Pane

· UserID:   Display Only. The userid under which the interface will run on the server.  Add/Edit Interface window-Execution Details tab.

1.47 Statistics

1.47.1 Definition

The Statistics Branch displays data regarding past interface executions for a specified time period.  Data is displayed either at a summary level that includes aggregate data on interfaces, site pairs, and collection sets, or at a detailed level, including specific information on individual interface executions.

An interface execution denotes the processing by IA of a single collection within a collection set, at a specified time, between a PD² site and an external site.  Summary-level data is displayed, or individual execution records can be viewed, for all interface executions processed over a user-specified time period.  The time period, which can range from one day to six months, is called the display period.

Interface execution records are aggregated in the Summary Pane by interface/site pair, site pair/collection set, or collection set/collection.  Data regarding each interface execution is displayed as a single execution record (row) in the Detail Pane.  The volume of execution records available for display at a given time can be increased or decreased by editing the display period.

1.47.2 Viewing Statistics

Follow the steps below to view summary-level data on interface executions

· Select the Statistics Branch in the Tree Pane to display statistic aggregate choices (Collection Sets,  Interfaces, and Site Pairs) in the Summary Pane.  

· Select Collection Sets, Interfaces, or Site Pairs in the Summary Pane.  SPS-IM will display interface execution data aggregated by collection set/collection (Collection Sets), interface/site pair (Interfaces), or site name/collection set (Site Pairs).
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Summary-Level Detail Pane data includes: Display Period, Total Records (for the selected aggregate combination), Records Passed and Records Rejected.

Follow the steps below to view detailed data for individual interface executions.

222. Expand the Statistics Branch in the Tree Pane to display statistics views (Collection Sets,  Interfaces, and Site Pairs) in the Tree Pane.  
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223. Select Collection Sets to view records by Collection Set and Collection Interfaces to view records by  Interface and Site Pair, or Site Pairs to view records by Site and Collection Set.

224. Select a view combination in the Summary Pane to display a list of all of the execution records for that view in the Detail Pane.

225. Select a column heading in the Detail Pane to sort the records by that column.

226. Execution Record Detail Pane metadata includes:  Collection Name, Collection Set, Site Pair, Results, Start and End Date, Direction, Records Received, Records Rejected, and Resolution (outgoing executions only).

1.47.3 Adding/Editing Comments

SPS-IM provides SPS-I Administrators the ability to record text comments for all interface execution records.  SPS-I Administrators can use comments to record any problems that occurred or corrective steps taken to resolve interface problems.  Note:  IA automatically populates resolutions for each outgoing execution record.  

Follow the steps below to add or edit comments for execution records.

227. Expand the Statistics Branch in the Tree Pane to display statistics views (Collection Sets,  Interfaces, and Site Pairs) in the Tree Pane.  

228. Select Collection Sets to view records by Collection Set and Collection,  Interfaces to view records by  Interface and Site Pair, or Site Pairs to view records by Site and Collection Set.

229. Select a view combination in the Summary Pane to display a list of all of the execution records for that view in the Detail Pane.

230. Right-click an execution record in the Detail Pane and select View Comments and Execution Report… from the pop-up menu that appears.  SPS-IM will display the Statistics window populated with existing comments for that execution.  If comments have not already been added, the comments field will be blank.
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231. Add new comments or edit the existing comments in the Comments tab.  

232. Click OK to save the comments.  The Statistics window will close and the SPS-IM workspace will re-appear.

1.47.4 View the Execution Report

IA will produce an execution report for selected collections.  The format and content of an execution report can vary based on the collection.

Follow the steps below to view a collection’s execution report.

233. Expand the Statistics Branch in the Tree Pane to display statistics views (Collection Sets,  Interfaces, and Site Pairs) in the Tree Pane.  

234. Select Collection Sets to view records by Collection Set and Collection,  Interfaces to view records by  Interface and Site Pair, or Site Pairs to view records by Site and Collection Set.

235. Select a view combination in the Summary Pane to display a list of all of the execution records for that view in the Detail Pane.

236. Right-click an execution record in the Detail Pane and select View Comments and Execution Report… from the pop-up menu that appears.  SPS-IM will display the Statistics window.  View the execution report on the Execution Report tab.
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237. If desired, click the Save As… button to export the execution report to a text file.

1.47.5 Edit the Display Period

Follow the steps below to update the display period for execution records.  

238. Right-click the Statistics Branch in the Tree Pane and select Manage… from the pop-up menu that appears.  SPS-IM will display the Statistics window populated with existing values.
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239. Set the display period by selecting the number of units (1 to 6) then the time units (days, weeks, or months).  For example, select “3” and “weeks” to display three weeks’ worth of execution records in the Summary Pane.

240. Click OK to save the updates or Cancel to delete without saving.  Note:  Updating the display period will adjust the period used to calculate the aggregate data displayed in the Summary-Level Detail Pane.

[image: image155.wmf]
Note:  Updating the display period will adjust the period used to calculate the aggregate data displayed in the Summary-Level Detail Pane.

The statistics branch of SPS-I provides the tool for reading and interpreting rejection records from external interfaces such as your customers.  Initially, the statistics view provides a listing of rejections for a given execution.  To interpret those rejections, view the rejection log, which displays the list of errors with reasons for rejection in a text file format.  After reviewing this log, transmit it to your customer via e-mail, or another established mode of communication, for resolution and re-transmittal of customer requests.

1.47.6 Clearing Statistics

Follow the steps below to clear (permanently delete) execution records.  

· Right-click the Statistics Branch in the Tree Pane and select Manage… from the pop-up menu that appears.  SPS-IM will display the Statistics window populated with existing values.  

· Check the Clear Statistics posted before box.  An edit box will appear to the right.  Enter a datetime in mm/dd/yy hh:mm:ss format.  If omitted, the time defaults to 12 AM.
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· Click OK to save the updates or Cancel to delete without saving.

1.47.7 Statistics Field Definitions

· Display Period:  Mandatory.  The time period that determines how far back execution records are displayed or aggregated.  Displayed in the Edit Display Period window and the Summary-Level Detail Pane.

· Records Received:  The number of records that passed initial validation for an execution, or the aggregate number of records that passed initial validation for all executions in the selected direction during the display period.  This number does not necessarily represent the number of records successfully processed to completion, but rather represents the number of records input to the interface process.  Displayed in the Summary-Level and Execution Record Detail Panes.

· Records Rejected:  The number of records that failed for an execution, or the aggregate number of records that failed validation for all executions in the selected direction during the display period.  Displayed in Summary-Level and Execution Record Detail Panes. 

· Total Records:  The total number of records processed (passed or failed) for an execution, or the aggregate number of records processed of all executions in the selected direction during the display period.  Displayed in the Summary-Level Detail Pane. 

· Interface: The name representing  the movement of data between PD² and an external system.  Displayed in the Summary Pane (Interfaces).

· Collection Name:  The name of the collection that was executed.  Displayed in the Summary Pane (Collection Sets) and Execution Record Detail Pane (Interfaces, Site Pairs).

· Collection Set:  The name of a group of collections included in an execution.  Displayed in the Summary Pane (Site Pairs, Interfaces) and Execution Record Detail Pane (Collection Sets).

· Site Pair:  The PD² site and external site between which the execution took place.  Displayed in the Summary Pane (Collection Sets, Site Pairs) and Execution Record Detail Pane (Interfaces).

· Results:  The result of the execution; either Successful, Unsuccessful, or Commenced for interface executions and Delivered or Delivery Failed for interface deliveries.  Displayed in the Execution Record Detail Pane.

· Start and End Dates:  The date and time that IA began and completed execution.  Allows the user to see how much time each record took to execute.  Displayed in Execution Record Detail Pane.

· Direction:  Movement of data between PD2 and an interface file during an execution.  Incoming:  interface file data incoming into PD2; Outgoing:  data outgoing from PD2 to an interface file. Displayed in the Execution Record Detail Pane.

· Resolution:  Indicates whether outgoing execution records with a result of unsuccessful or commenced were successfully re-processed in a later execution.  Displayed in the Execution Record Detail Pane for outgoing executions.

· Execution Report:  Optional.  A report produced by IA detailing the results of a single interface execution on a record-by-record basis.

· Comments:  Optional.  Allows the user to record any problems or corrective steps taken regarding an incoming execution record.  Displayed in Edit Comments window and Execution Record Detail Pane for incoming executions.

1.48 SPS-I Continuity of Operations 

1.48.1 SPS-I General Administration Tasks

Once SPS-I is installed at a site, maintaining SPS-I will primarily entail monitoring interface execution status using the Interface Manager (IM), and maintaining the components of SPS-I:  the Interface Agent (IA) server, the Interface Database (IDB), the PD² database, and the SPS-I file server where the interface files will reside.  This document provides general guidance for the SPS-I Administrator in administering  SPS-I following successful installation of the software.

1.48.2 Monitoring the Interfaces Using the Interface Manager Statistics Branch

The primary tool for the SPS-I Administrator is the Interface Manager, which is typically installed on and accessed from the Administrator’s desktop.  Once the site’s interfaces have been scheduled to run automatically, the SPS-I Administrator will primarily monitor the status of the interfaces using the Statistics Branch within the Interface Manager.  The Statistics Branch displays data regarding past interface executions for a specified time period.  

The SPS-I Administrator should check the Statistics Branch on a regular basis in order to monitor interface execution status and quickly resolve any error which may occur during SPS-I processing. 

1.48.3 SPS-I Exception Handling

1.48.3.1 Definition of Unsuccessful SPS-I Process

Monitoring the Interfaces Using the Interface Manager Statistics Branch, details the possible results that SPS-I will record for each interface execution.  Those results are:

· Successful:  Indicates that the interface execution ran without error.  The SPS-I Administrator should not need to take further action.

· Unsuccessful: Indicates that the scheduled interface execution did not complete successfully.  The SPS-I Administrator will need to investigate the cause of the failure and take appropriate measures to resolve the problem. 

· Commenced: Indicates that the interface execution is currently in process.

· File Not Found: Indicates that SPS-I did not find a file on the SPS-I file server.

· No statistic in the Statistics Branch of Interface Manager for a scheduled interface execution.  This typically signifies that the scheduled run did not occur due to server resource unavailability or improper scheduling.

The following define an unsuccessful SPS-I execution:

· An Unsuccessful statistic in the Statistics Branch of Interface Manager.

· An Unsuccessful statistic in the Statistics Branch of Interface Manager with the Resolution column not equal to Reprocess Successful. (outgoing interfaces only)

· Commenced statistic in the Statistics Branch of Interface Manager for an extended period of time.  This can be determined by the interface execution’s Start Datetime in the Statistics Branch.  Please take into account that each interface will vary in the average processing time.

· No statistic in the Statistics Branch of Interface Manager for a scheduled interface execution.  This typically signifies that the scheduled run did not occur due to server resource unavailability or improper scheduling.

When one of the conditions above exists, SPS-I Administrator will have to investigate and resolve the error.  The following sections describe the recommended steps that the SPS-I Administrator should take in resolving an unsuccessful SPS-I interface execution.

1.48.3.2 SPS-I Exception Handling for PD² Incoming Interfaces

As part of the incoming SPS-I processing, the incoming file will be deleted from the SPS-I file server.  Therefore, if the SPS-I did not process the interface successfully (as defined above), the SPS-I Administrator will need to take measures to recover the backup file created by SPS-I during processing and reschedule the interface.

The following sections describe the recommended steps to follow when SPS-I performs an unsuccessful interface execution for any of the three incoming interfaces mentioned above.

Unsuccessful

An incoming interface may have an unsuccessful result for several reasons, many of which cannot be predefined since many hardware, network and communications variables exist.  See SPS-I Troubleshooting Techniques for a list of possible problem areas and potential resolutions.  

A few of the common reasons for SPS-I not being able to process successfully include:

· SPS-I could not connect to the Interface Database (IDB).

· An SPS-I application error occurred during interface execution.

· A data transformation error occurred during interface execution.

· SPS-I could not connect to the PD² database.

· A Sybase error occurred during interface execution.

· SPS-I rejects all records in the incoming file.

In the case when SPS-I unsuccessfully processes a file, the interface logfile should be examined prior to taking any steps to determine the exact error that occurred during SPS-I processing.  For example, SPS-I will record an “unsuccessful” statistic when all records in the incoming file are rejected; however, the SPS-I Administrator may not need to reprocess a file when this occurs since the records might have correctly rejected due to invalid record types.  

Re-executing Interfaces

SPS-IA provides the capability for users to re-execute certain interfaces.  Specifically, users can re-execute outgoing interfaces with a “fixed” frequency period (e.g. all records for month 1 or week A) as opposed to a relative frequency period (e.g. all records since the last successful execution).  Users may choose to re-execute interfaces that were not successfully executed originally, that were lost in transit, or that were not loaded properly into the external system.  
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Note:  All record instances for outgoing, relative executions that were unsuccessful will be included in the next execution.  This is true because relative executions include all record instances that meet the selection criteria since the last successful execution.

Follow the steps below to re-execute an interface execution:

241. Locate the appropriate incoming file in the backup directory.  SPS-I creates a backup of the incoming interface with the following naming convention: ‘filename.extension.19981215094910’ which signifies ‘<filename>.<YYYY>.<DDDD>.<HHMMSS>’.  Ensure that the correct backup file is chosen based on the backup filename and the interface execution time documented in the Statistics Branch.

242. Copy the correct backup file from backup directory to the appropriate “active” SPS-I directory.

243. Rename the backup file so that SPS-I will recognize the file for processing as specified in the Interface Branch, Interface Execution Tab, Filename Drop-down menu. 

244. Return to the Interface Manager Statistics Branch.  

245. Locate and select the unsuccessful interface execution.  

246. Right click on the unsuccessful process and select ‘Re-Execute’.  Notice that the SPS-I Administrator may elect to create a “Comment” for the unsuccessful task.

247. Click ‘Yes’ to continue.

248. SPS-I will then prompt you to schedule the task as normal.  Enter the following:

· Enter the IA Server Name

· Enter the Full IA Application Path. 

· Enter the IA Server User ID

· Enter the IA Server User ID Password

· Click OK.

249. Schedule the task for one time regardless of its regular schedule. 

250. Click ‘NO’ when asked again to re-execute the process.
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Note:  SPS-I will create a new task in the Task Scheduler and will not modify the regularly scheduled task.  Once SPS-I has reprocessed the file, the “special” task will disappear from the NT Task Scheduler screen; the original task will remain exactly as scheduled and will run again at its next regularly scheduled.

251. When SPS-I has finished processing, check the Statistics Branch for a result of “Successful” for the newly scheduled task.  For your convenience, SPS-I provides the capability to add comments to a statistic.  If desired, the SPS-I Administrator may add a comment to the statistic for the “Unsuccessful” run stating that it was reprocessed successfully.  If the process remains unsuccessful, check the appropriate logfile to determine the error.  If applicable, retry until successful.

252. Manually delete the file from the SPS-I file server.

253. Take no additional steps before next regularly scheduled interface execution.

See SPS-I Troubleshooting Techniques for additional information on possible problem areas and potential resolutions.

Unsuccessful, Resolution <> Reprocess Successful.

Incoming collections will never contain a value in the Resolution column in the Interface Manager Statistics Branch.  Instead, when a scheduled task is unsuccessful, the SPS-I Administrator may elect to “Re-Execute” the incoming interface. Doing this creates another scheduled task and another statistics.  See above for a description of how to Re-Execute an incoming interface.

Commenced for an Extended Period of Time

When SPS-I begins processing an interface, a result of “Commenced” is recorded in the Statistics Branch.  In the case where the SPS-I process does not complete after a reasonable amount of time, the “Commenced” result will remain.  When this occurs, the SPS-I Administrator may choose either to end the scheduled task or to continue waiting until the task finishes processing.

If the SPS-I Administrator chooses to end the scheduled task, he/she may do so in the following way:

· From the SPS-I NT server, open Windows Explorer and select Scheduled Tasks folder under My Computer Branch.

· Highlight the appropriate Scheduled Task, right click on the task and select End Task.

By following these steps, the SPS-I Administrator will end the currently scheduled task but will not disturb the task’s regular schedule or delete the file from the SPS-I file server.  SPS-I will process the interface again at the next scheduled time and will process the file that remains on the SPS-I file server. 

If the SPS-I Administrator would like to immediately reschedule the task, he/she should do so through the Interface Manager Interface .

See SPS-I Troubleshooting Techniques for additional information on possible problem areas and potential resolutions.

No Statistic 

Sometimes, a regularly scheduled interface may not “kick off” and begin processing.  The SPS-I Administrator can determine this if no statistic is recorded in the Statistics Branch for the anticipated interface execution.  The most common reasons for the interface not running as scheduled are:

· The Collection Set within the interface is marked as “Suspended” or “Inactive” in the Interface Branch, Interface Execution tab, of the Interface Manager.  The SPS-I Administrator should mark the Collection Set within the interface as “Active” for the process to resume.

· The interface is not currently scheduled to run through the Interface Manager.  The SPS-I Administrator should schedule the interface to run for the process to resume.

· The SPS-I NT server has been turned off-line or is unavailable.  The SPS-I NT server should be turned on-line or made available for the process to resume.

· The user specified for the scheduled task has become invalid since last scheduled run.

See SPS-I Troubleshooting Techniques for additional information on possible problem areas and potential resolutions.

1.48.4 Maintaining the SPS-I Components 

In addition to the ongoing task of monitoring the SPS-I interface processing, the SPS-I Administrator will need to perform, or ensure that others perform, periodic maintenance tasks.  The following table provides a list of tasks for the SPS-I Administrator to ensure are performed on a periodic basis.

	Task No.
	Activity
	Recommended Frequency

	1
	SPS-I File Server Maintenance 
	

	1.1
	Perform regular backups of the SPS-I File Server to ensure interface logfiles and interface file backups are saved.
	Daily

	1.2
	Utilize the SPS-I interface file backup capability.  The option to perform interface file backups, as well as the location of the backup file, is specified in the IA Profile and is editable using the IA Configuration Utility.  (See IM Training Manual for instructions on how to access the IA Configuration Utility.)
	Set-up automatically during SPS-I installation.

	1.3
	Remove SPS-I logfiles from the SPS-I file server to keep the SPS-I logfile to a manageable size.  
	Daily/Weekly

	2
	IA Server Maintenance 
	

	2.1
	Reboot the IA server for the following reasons:
	

	1.
	To recapture system RAM left in an unrecoverable state by applications and/or OS.  All software has the potential to leak memory.  PowerBuilder itself has memory leaks that are unavoidable.  In many cases, rebooting the server is the only way to reclaim the memory.
	

	2.
	To exercise server startup conditions which may have changed. The Interface Agent application relies on connectivity to other servers to perform tasks.  At a minimum, SPS-I relies on connectivity to the PD² and IDB database servers, the SPS-I file server (if different from the IA server). It is beneficial to be proactive in discovering and solving connection or overall system configuration problems so that such problems are not a surprise during the resolution of other issues.  
	Daily

	2.2
	Remove SPS-I default logfile from the SPS-I file server to keep the SPS-I default log to a manageable size.  The location of the SPS-I default log is specified in the IA Profile and is editable using the IA Configuration Utility. (See IM help file for instructions on how to access the IA Configuration Utility.)
	Daily/Weekly

	3
	IDB Maintenance 
	

	3.1
	Perform routine IDB Sybase backups.
	Daily

	3.2
	Perform routine database server backups to ensure all backup files are saved.
	Daily

	4
	PD² Database Maintenance 
	

	4.1
	Perform routine PD² Sybase backups.
	Daily

	4.2
	Perform routine database server backups to ensure all backup files are saved.
	Daily

	5
	IM Maintenance 
	

	5.1
	Regularly monitor interface status through the Interface Manager Statistics Branch to ensure that all collections have a status of “Successful.”
	Daily/Hourly based on set interface schedule

	5.2
	Re-execute incoming collections with a status of “Unsuccessful” if required. 
	As required


See next section for detailed information regarding SPS-I backup and recovery procedures.

1.48.5 SPS-I Backup and Recovery

SPS-I, like any mission critical software system, requires  application and data recovery capabilities and procedures to respond to catastrophic failures, such as the loss of server/workstation hardware or software.  

Backing up data and software configurations is a critical standard operating procedure since technical disasters are unpredictable.  In times of emergency, a business activity must have the capability to recreate a stable technical environment for mission critical tasks to proceed.  

The following five components of SPS-I will need backup and recovery procedures: 

· Interface Agent (IA),

· Interface Manager (IM), 

· Interface Database (IDB), 

· PD² database components (stored procedures and SPS-I tables), and

· Directory component where the inbound and outbound files reside.

This Backup and Recovery section will address the issues associated with each of the components and provide the required level of backups necessary for an adequate recovery of the component.  Options for obtaining the required level of backups will be presented for each component.

Software Components

SPS-I includes two software components:  the Interface Agent and the Interface Manager.  The following sections describe the recommended backup and recovery procedures for each of these software components.

Interface Agent

The recommended installation for IA is on a dedicated NT 4.0 workstation or server.  In some installations, IA will instead be installed on the database server.  For rapid recovery in case of failure, the IA components should be fully backed up.

IA installations consist of: 

· Powerbuilder files 

· Sybase files 

· Registry entries 

· A separate application that is setup as a service for scheduling, FTP, and database checks

· Internet Explorer 4.0 (IE 4.0) with the Task Scheduler component installed

When Interfaces are scheduled, a scheduled task is created within the task scheduler and maintained by the operating system and IE 4.0.

Once SPS-I is fully installed and operational, the IA setup should not change.  In case of failure, the IA software, IE 4.0, and task scheduler software could be reinstalled.  The entries for the task scheduler, however, would be lost and the interfaces would have to be re-scheduled.

Options for a full backup and recovery of the IA installation include:

· Running a program to take a snapshot of the partition(s) holding the IA, IE 4.0, and task scheduler software for rapid reinstallation.  Programs, such as Ghost, create an image which can be stored off the IA machine for safety.  For a full recovery the image can be placed on a replacement machine and restored quickly.

· Network backup devices such as ArcServe can be used to backup the IA machine.  Backups can be scheduled on a regular basis and the IA information is stored off the IA machine for safety.  Recovery would include restoring from the backup archives.

· An individual tape backup device can be used to backup the IA machine.  Tape backups can be automated to run regularly.  Recovery would involve restoring the IA components from the tape to a replacement machine.

· The IA machine can be setup with mirrored or RAID harddrives to ensure fault tolerance in case of harddrive failure.  If a single drive failed the data would still be stored and available from the mirrored drive.  This would eliminate any IA machine downtime or software recovery.  A backup of the partitions, however, should still be taken to ensure against a loss of the entire machine.

Note:  If IA is setup on the database server, then separate backup and recovery procedures are required for IA and the database components.  The backup procedures for the database components will not backup the IA components.

Interface Manager

The recommended platform for IM is an NT 4.0 workstation or server, or on a Windows 95 machine.  Each site may have up to three IM machines setup upon installation.  This provides for redundancy in case of failure.  For rapid recovery in case of failure, however, the IM components can also be fully backed up.

IM installations consist of: 

· Powerbuilder files 

· Sybase files 

· Registry entries 

· A separate application that is setup for remote scheduling, FTP, and database checks to the IA server

Since IM will be setup on multiple machines during the installation, there is a less critical need for a rapid recovery in case of a failure.  The other machines with IM could be used while a re-installation of the IM software is undertaken.  There is no data maintained on an IM machine that would not be replaced by an IM re-installation.

Options for a full backup and recovery of the IM installation include:

· Running a program to take a snapshot of the partition(s) holding the IM software for rapid reinstallation.  Programs, such as Ghost, create an image which can be stored off the IM machine for safety.  For a full recovery the image can be placed on a replacement machine and restored quickly.

· Network backup devices such as ArcServer can be used to backup the IM machine.  Backups can be scheduled on a regular basis and the IA information is stored off the IM machine for safety.  Recovery would include restoring from the backup archives.

· An individual tape backup device can be used to backup the IM machine.  Tape backups can be automated to run regularly.  Recovery would involve restoring the IM components from the tape to a replacement machine.

· The IM machine can be setup with mirrored or RAID harddrives to ensure fault tolerance in case of harddrive failure.  If a single drive failed the data would still be stored and available from the mirrored drive.  This would eliminate any IM machine downtime or software recovery.  A backup of the partitions, however, should still be taken to ensure against a loss of the entire machine.

Note:  If IM is setup on the database server, then separate backup and recovery procedures are required for both IM and the database components.  The backup procedures for the database components will not backup the IM components.

1.48.5.1 Database Components

SPS-I contains two database components:  the PD² database and the Interface Database.  The following sections outline the recommended backup and recovery procedures for each of these database components.

PD2 Database

Due to the amount of data being regularly processed, the PD2 database should be backed up on a daily basis.   This backup procedure should be automated to take place after business hours on Monday through Saturday nights.  Dumps of the database should be moved to tape and also stored off-site for maximum data safety.

The backup devices should have been installed when PD2 was installed.  If these do not exist or additional information on automating the backups is required, the procedures for creating backups of the PD2 database and automating the process are detailed in the SPS Installation Guide supplied at the time of the site’s initial installation. 

SPS-I Interface Database 

It is also recommended that the SPS-I Interface Database be backed up daily.  For security purposes, a database dump device should be created to store the backups on a physical device separate from the hard drive containing the database.  The backup process for the SPS-I Interface Database should also be automated to run nightly and can be run in conjunction with the nightly backups of the PD2 database. Dumps of the database should be moved to tape and also stored off-site for maximum data safety.

An initial backup of the IDB is taken upon installation of SPS-I.  The procedures for creating backups of the IDB database and automating the process are detailed in the SPS Installation Guide supplied at the time of the site’s initial installation.  These procedures have been tailored to SPS-I.

IDB Database Backups

Backup Devices will be created with the following logical names and in a sub-directory under sybase named “backups:”

Production:
(Site UIC)_SPSI_IDB_BACKUP

\sybase\backups\ (Site UIC)_SPSI_IDB_BACKUP.DMP

sybsystemprocs:
sybsystemprocs_backup

\sybase\backups\ sybsystemprocs_backup.dmp

master:

master_backup

\sybase\backups\ master_backup.dmp

sybsecurity:
sybsecurity_backup

\sybase\backups\sybsecurity_backup.dmp

Note:  All Databases have “_backup” or “_BACKUP” appended for the logical backup name and “_backup.dmp” or “_BACKUP.DMP” for the corresponding physical name

Note:  All SPS-I database names are in UPPER case and system databases are in lower case.

1.48.5.2 File Server/Directory Component

The file server/directory component consists of all the mapped drives that SPS-I will use to transfer data as well as the location of where SPS-I will store its backup files.  Since technical disasters are unpredictable, a failure could occur on any machine to which IA writes or reads files.  This could result in the loss of data if the files cannot be replaced.

For SPS-I backup files, the backup directory should be included in a regularly scheduled backup program.  Since most installations have the SPS-I backups stored on the same machine as IA, this directory should be included in the backup procedures used for IA.  

For maximum data safety, a mirrored or RAID drive setup would allow for up-to-the-minute backups in case of drive failure.  At a minimum, the backup directory should be backed up on a daily basis.

For SPS-I directories, drive failure could mean the loss of data present on the drive back to the point of the last backup.  If data accumulates regularly and the IA software is not scheduled to run daily, then regular backups of the file directories should be conducted.

For many SPS-I installations, the file directories are created on the IA machine.  These directories can be included in any regular IA machine backup processes or with those set up for the IA backup directory.

1.48.6 SPS-I Troubleshooting Techniques

Once SPS-I is installed at a site, SPS-I should continue to run successfully.  However, any change in the SPS-I configuration may cause SPS-I to stop functioning correctly.  The following table provides a checklist to help the SPS-I Administrator troubleshoot issues which impede successful SPS-I operations.

1.48.6.1 SPS-I Troubleshooting Checklist

	Change
	Symptom
	Solution

	Hardware/OS

	IA machine operating system no longer working or harddrive failure.
	IA machine harddrive crash; cannot access files or programs.
	1. Reload operating system and all software.

2. Internet Explorer and Task Scheduler will need to be reloaded.  

3. IA software will need to be reloaded and configured.  

Call AMS help desk.

	IM machine OS no longer working or harddrive failure.
	IM machine harddrive crash; cannot access files or programs.
	1. Reload OS and all software.  

2. IM software will need to be reloaded and configured.  

Call AMS help desk.

	Network Domain changes or user network accounts change.
	1. Scheduled jobs no longer run; Task Scheduler log indicates that jobs cannot execute due to invalid user ids or passwords.

2. IM machine cannot schedule interfaces.
	1. Grant new users(s) administrator privileges on the IA server.  

2. Reschedule Interfaces using IM.

3. Check that jobs are executing as scheduled.

	Other new software installed on IM or IA machine
	IM or IA software can no longer execute
	1. Ensure that application files for IA and/or IM still exist 

2. Ensure that environment and path settings for IA/IM are still set and correct.

3. May need to reinstall IM and/or IA if application files missing.  Call AMS help desk.

	File server Directories

	Directory path changes.
	Error in log when trying to write out or retrieve file.
	Either rename actual directory path back to original path or change directory information in IM for the directories affected.

	Directory access rights change.
	Error in log when trying to write out or retrieve file.
	Either rename directory back to original name or change directory information using WiSQL scripts provided in the \spsi\bin directory on the NT server for the directories affected.

	Directory mapping on IA machine changes.
	Error in log when trying to write out or retrieve file.
	Either rename directory back to original name or change directory information in IM for the directories affected.

	Destination machine or IA machine not functioning or turned on.
	Possibly no log files or error in log files when trying to write or retrieve file.
	Repair destination machine or turn IA machine on.

	PD² Databases

	User id or password changed or user deleted.
	Log error indicates IA unable to connect to PD² database.
	1. Change user id or password in PD² back to original value or 

2. Change user id or password in IM for PD² database in IM to reflect new values or 

3. Re-create old user in PD² database or 

4. Create new user in PD² database, update affected database entry using WiSQL scripts provided in the \spsi\bin directory on the NT server.

	Database moved to another server.
	Log error indicates IA unable to connect to PD² database.
	1. Add new server entry to sql.ini file and update IM entries for database server, or

2. Change TCP/IP address in sql.ini entry for the database server.

	Database not started or connection capability via TCP/IP lost to IA machine.
	Log error indicates IA unable to connect to PD² database.
	1. Contact PD² database administrator to restart database, or 

2. Contact network administrators to re-establish TCP/IP connectivity.

	Database tempdb needs more space.
	Log file indicates sql error in executing stored procedure because out of space in tempdb
	Increase size of tempdb by adding an additional device.

	Stored procedure cache percentage not big enough.
	Log file indicates error in executing stored procedure due to too low a percentage of memory assigned to the stored procedure cache.
	1. Increase the percentage of memory assigned to stored procedure cache in the Sybase instance configuration settings. 

2. Let users know of downtime. 3.Shutdown and restart Sybase.

	IDB Databases
	
	

	User id or password changed or user deleted.
	Log error indicates IA unable to connect to IDB database.
	1. Change user id or password in IDB back to original value or 

2. Change user id or password in Config utility for IA to reflect new values or 

3. Re-create old user in IDB database or

4. Create new user in IDB database, update affected database entry in IA Config utility.

	Database moved to another server.
	Log error indicates unable to connect to IDB database.
	1. Add new server entry to sql.ini file and update IA Config utility entries for database server, or 

2. Change TCP/IP address in sql.ini entry for the database server.

	Database not started or connection capability via TCP/IP lost to IA machine.
	Log error indicates unable to connect to IDB database.
	1. Contact IDB database administrator to restart database, or 

2. Contact network administrators to re-establish TCP/IP connectivity.

	Collection Sets
	
	

	Collection set order of collections changed or collections added/removed.
	Wrong collections being written to files or incomplete data being placed into PD.
	1. Re-establish original collection order, and/or 

2. Re-add deleted collections into proper order, or

3. Remove unwanted collections from order

	Sites
	
	

	Site discriminator data changed for a site.
	Invalid site data being written to the outgoing file or invalid data being written into PD.  Possible invalid log errors for inbound data.
	Review site discriminators for sites using the affected collections and re-enter proper data.

	PD² values changed to differ from entered site discriminator values.
	Invalid site data being written to the outgoing file or invalid data being written into PD.  Possible invalid log errors for inbound data.
	Change site discriminator values to correspond to new PD² values.

	Site domain map data changed for a site.
	Invalid site data being written to the outgoing file or invalid data being written into PD.  Possible invalid log errors for inbound data.
	Review site domain maps for sites using the affected collections and re-enter proper data.

	PD² values changed to differ from entered site domain map values.
	Invalid site data being written to the outgoing file or invalid data being written into PD.  Possible invalid log errors for inbound data.
	Change site domain map values to correspond to new PD² values.

	Interfaces
	
	

	Site-pair collection set marked as inactive.
	No interface executed for that site-pair collection set.
	1. Mark collection set as ‘active’

2. Re-enter all collection required information

3. Re-schedule collection set

	Site-pair Collection set marked as suspended.
	No interface executed for that site-pair collection set
	1. Mark collection set as ‘active’

2. Re-schedule collection set

	Different file names required for either inbound or outbound files.
	Log error messages indicating inbound files not found, or external system errors on file names for outbound files.
	Change existing filenames to be required new names.  This will automatically update any interfaces using the existing file names.


1.48.6.2 SPS-I Configuration Checklist

Use the following checklist to help determine where a change may have occurred in SPS-I configuration that would impact its operation.

	Step
	Check
	Check-off

	1
	Check that Sybase databases are up and running.
	

	2
	Check that Sybase logins and users used by IM and IA are still valid in the databases and test that logging in still works.
	

	3
	Check that IA machine is powered up and IA software and registry entries still exist.  Ensure that IA registry entries in IA Config utility still point to proper IDB.
	

	4
	Check that Internet Explorer 4.0 and Task Scheduler are still installed and the interface schedule entries still exist.
	

	5
	Check that network ids used to schedule jobs still exist and that schedule log file does not indicate any issues with the scheduling software.
	

	6
	Check that IA machine still has mapped drives as specified in IM.
	

	7
	Check that IA machine can still ping database servers and databases, i.e. test that wisql.exe can still connect to databases.
	

	8
	Check that log severity is still set to 3, 2, or 1 to ensure that log messages are detailed enough to help determine issue.
	

	9
	Check that IM still can connect to IDB.
	

	10
	Check that IM can still schedule jobs successfully.
	

	11
	Check that external systems are still writing out files with the same names, to the same directories, or expecting files with the same names in the same directories as before.
	

	12
	Check that all PD² data required for system business rules is being entered in PD² correctly.
	


1.48.7 SPS-I Administration Key Points

· Add data to the Interface Branch to specify the execution parameters that determine when and where an interface will be executed, as well as what collections sets (hence, collections) it will contain.

· An interface execution denotes the process of a single collection within a collection set, at a specified time, between a PD² site and an external site. Summary-level data is displayed, or individual execution records can be viewed, for all interface executions processed over a user-specified time period.  The time period, which may range from one day to six months, is called the display period.

· When viewing interface execution details, data regarding each interface execution is displayed as a single execution record (row) in the Summary Pane.  The volume of execution records available for simultaneous display in the Summary Pane can be increased or decreased by editing the display record.

· The Statistics Branch displays data regarding past interface executions for a specified time period.  Data is displayed either at a summary level that includes aggregate data on incoming or outgoing executions, or at a detailed level, including specific information on individual interface executions.
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