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1. DESCRIPTION OF SERVICES:  The contractor shall support the Director, Security Forces of the Air Mobility Command, AMC/SF; Chief, Security Force Operations Division, AMC/SFO; and Chief, Plans and Programs Division, AMC/SFX.  This support includes technical assistance in the areas of  Air Base Defense Operations and Budget, System Security Standard Protection Level Operations and Budget, and Force Protection/Antiterrorism Operations and Budget, to include recommended forecasting, planning, execution, vulnerability documentation, and Combatant Commander force protection data calls.  
1.1 Mission Area Planning.  The contractor shall provide a broad range of technical and analytical assistance in preparing for and supporting Air Force Security Forces initiatives.  Specifically, the Contractor will aid in tracking and analyzing threat intelligence affecting AMC installations, AMC-asset enroute and final destination locations in support of contingencies and crisis situations.  Contractor will assist in development of Antiterrorism (AT), Force Protection (FP), Installation Security (ISP) and Air Base Defense (ABD) plans for Major Active, Guard and Reserve bases in the United States and conducts comparable planning for staging and enroute locations in OCONUS environments.  This effort supports all Theater Combatant Commanders in Strategic, Intra- and Inter-theater movement schemes.  Contractor will aid in developing command funding requirements for multimillion dollar programs in Program Elements 28047F, 27588F, 27589F, 41896F and Chairman, Joint Chiefs of Staff Combating Terrorism Readiness Initiative Funds (CBTrif).  Contractor will assist in scheduling and conducting higher headquarters security assistance visits, staff assistance visits, and vulnerability assessments (VAs) with Defense Threat Reduction Agency and the Headquarters USAF VA Teams.  Contractor will aid and assist in the development of AMC guidance and supplements to headquarters instructions and presentations to Commander Air Mobility Command (COMAMC) as a specified commander and Commander Transportation Command (COMTRANS) as a Unified commander and to the appropriate senior staffs as warranted.  Contractor will assist in organization of FP-related Executive Council (FPEC), FP Working Groups, and oversees subordinate actions of all subgroups. The contractor shall assist AMC/SF and Force Protection managers as required in drafting, coordinating, revising, tracking, and preparing comments on multiple related documents written to support HQ AMC/SF.  The contractor shall prepare papers in Air Force and AMC approved formats, including products like financial analysis, manpower assessments, equipment reviews, threat intelligence analysis, and briefing materials on Force Protection activities and issues necessary to obtain support and approval within the Air Force and joint requirements arena.  In addition, the contractor shall assist in formulating, coordinating and developing justification for the acquisition of needed Force Protection capability improvements ranging from individual/personal equipment to full sensor detection and facility upgrades in support of national assets.  To accomplish these tasks, the contractor shall participate in technical and programmatic meetings to include attending such meetings at other contractor or government facilities.  Support shall include both quick response and long-term analysis tasks.  The contractor shall demonstrate strong analytical ability, exceptional communication skills and computer literacy.

Additionally, the contractor shall:

(a) Assist in development of an AMC/SF strategic financial plan designed to fund base level vulnerability and equipment fixes.

           (b) Aid in liaison with theater Force Protection cells on vulnerability tracking, vulnerability assessments and force protection related budget data calls.

(c) Analyze, staff and track installation vulnerability lists and funding submissions, including Combating Terrorism Readiness Initiative Funds and make recommendations for allocation decisions based on that analysis.  

           (d) Assist in organization of and publish meeting minutes for the AMC Vulnerability Action Group Meetings.

           (e) Analyze and assess threat intelligence information.  Provide a daily threat          

assessments for AMC bases and other Areas of Responsibility as requested.

(f) Provide computerized and oral intelligence briefings covering analytical, formal training, contingency and long-range planning tasks.

           (g) Provide oral and written threat assessments to the AMC Threat Working Group.


  (h) The contractor shall assist in deriving current Force Protection deficiencies and make recommendations for future capabilities through an iterative process, which incorporates decision-making methods to include modeling, simulation, or other analytical tools that may be needed and appropriate.


  (i) The contractor shall assist AMC/SFO and SFX action officers in the identification of security requirements and deficiencies associated AMC base vulnerabilities.  The contractor must be able to create appropriate graphs and quantitative displays to depict information or data.  

1.2 Modification Management.  The contractor shall provide technical and analytical support by monitoring the Force Protection, System Security Standard, Air Base Defense and Antiterrorism programmatic, financial, manpower, equipment, training and construction initiatives.  The contractor shall correlate applicable programming and planning documents and identify disconnects and shortfalls.  As requested, the contractor shall perform various utility, programmatic, and financial analysis of each modification.  

1.3 Acquisition Management Support.  The contractor shall provide collective Force Protection and Security Force program management support, including analytical, developmental, production and sustainment activities.


(a) Assist in the development and/or update of program management strategies, plans, and agreements.  Assist in the identification and analysis of program risks and issues; provide recommendations for resolution.


(b) Provide recommended solutions for program management support functions that may include, but are not limited to, review and evaluation of various Base Defense, System Security Standard, Antiterrorism and Force Protection, Force Protection training and other support and execution program plans.  


(c) Analysis, track and recommend to key management indicators or metrics to assess each functional area in the execution of program requirements and recommend ways to improve as necessary for all functional execution efforts. 

(d) Assist in conducting investment strategy planning for long range Force Protection, System Security and associated Defense programs by assessing, integrating, and recommending requirement priorities and funding actions among various Government agencies.  
1.4 Requirements Analysis.  The contractor shall conduct research and gather antiterrorism and force protection data from various Department of Defense (DOD), Air Force and AMC sources (budget, finance, construction, logistics, etc.) to support AMC/SF and advocacy on issues.  The contractor will conduct in-depth evaluations of threat intelligence, force protection equipment, and emerging technology programs for performance, supportability and application against various mission areas and provide recommended solutions to the government.  The contractor shall have specific knowledge of Security Forces plans and programs.

1.5 Specific Support Services.  

1.5.1  Assist in development of an AMC strategic financial plan designed to fund and fix base level vulnerabilities and serves as functional analyst to identify trends, shortfalls, and identify avenues of correction for MAJCOM deficiencies.  

1.5.2  Contractor will act as formal liaison advisor with Force Protection, base defense and other planning cells on vulnerabilities, vulnerability assessments and budget data calls.  Reports and data sheets will be developed from these contacts to act as decision tools for AMC Security-related implementation.

1.5.3  Contractor  will staff, track and analyze installation shortfalls, vulnerability lists, security deficiencies and funding submissions, to include POM inputs, budgeting cycle Amended POM submissions and source funds like Combating Terrorism Readiness Initiative Funds and make recommendations for program modifications as indicated by the analysis. 

1.5.4  Contractor will assist in organizational development of and publishing of meeting minutes for the AMC Vulnerability Action Group Meetings, Executive Council Group, Threat Working Group, Physical Security Equipment Action Group, Requirements Working Group and other senior-level functional requirements as needed.  This reporting action will include the ability to analyze and assess threat intelligence information across the spectrum and provide computerized and oral intelligence analysis briefings to offer recommendations to address both crisis action and deliberate planning processes.

1.5.5  Contractor will deliver written and oral assessments to MAJCOM working and coordination groups participating in deliberate and crisis action planning to conduct applicable military activity.  

1.5.6  Contractor will research, interpret and apply national policy statements, Executive Orders, DOD Policy and Air Force policy.

1.5.7  Contractor will create and publish Staff Summary Sheets and briefings using basic Power-Point Skills to report unit and site progress on AT/FP-related programs and issues.

1.5.8  Participation, support and conduct of Vulnerability Assessments and assist with the preparation of follow-up reports for an estimated 12 trips per year.

1.5.9  Analyze and identify action items and assist in devising solutions for the Force Protection Working Group and/or Force Protection Board to manage a multimillion-dollar Force Protection and construction-related budget and provide analysis and monthly updates on execution and obligation rates for budget items.

1.5.10  Track, analyze and support staff efforts for 12 AMC Installations on all matters related to AT/FP plan execution and capabilities statements for CONUS and OCONUS areas.  Contractor must synthesize these reports into status profiles for all AMC and AMC-gained installations and make recommendations for solutions to command vulnerabilities and shortfalls.

1.5.11  Contractor will collate and analyze data in order to maintain Commander Transportation  (COMTRANS) Strategic Metrics and other Unified Command Data to provide analysis and planning considerations for AMC/SF implementation and/or decisions.

1.5.12  Contractor will prepare and offer recommendations for management activities related to AMC hosted AT/FP Conferences at home station or at designated AMC bases.  These deliverables will include itinerary, agenda, presentation and sundry deliverables for activities held prior to, during and after these conferences and/or workshops.  

1.5.13  Assist, analyze and manage the Air Force Vulnerability Assessment Management Program (VAMP) and offer advice to installation-level AT Program Managers on budgetary application and manpower additives to achieve sustained force protection levels.

1.5.14  Develop, analyze, coordinate and advise senior staff and unit commanders on force protection facility construction standards, to include, but not limited to, installation entry control points, headquarters offices, communications facilities and other sensitive facilities.

1.5.15  Attend and conduct formal briefings at FP, AT and associated facility design program design reviews.  These briefings will be the result of approved analysis and synthesis of threat data, shortfalls, fiscal constraints and supporting documentation to make recommendations for program changes and/or upgrades.

1.5.16  Offer advice and assistance in developing and articulating manpower and budget requirements, especially to correct or address identified AT/FP gaps in unit and MAJCOM programs.

1.5.17  Analyze, track and offer advice concerning higher headquarters policy, studies, Federal Advisory Commission (e.g. Cole Commission and Scowcroft) and other reports and directives and, in turn, offer recommendations to assimilate relevant information into command guidance and program actions to overcome those deficiencies in the POM process.

1.5.18  Track, analyze and prioritize recommendations for management decisions to implement programs, budget and planning initiatives to support and induce corrective actions or mitigating measures to thwart potential attacks and exploit suspected vulnerabilities.

1.5.19  Review and offer advice on direction of AT actions to implement the TRANSCOM Force Protection Oversight Program and the Air Staff STRAT Plan 2000.

1.5.20  Assist in formulating and delivering senior level staff briefings to AMC/CC regarding the status of AMC AT/FP programmatic health in general and support to specific wings in particular.  

1.5.21  Collate, refine and assist in developing immediate, mid- and long-term strategies to address Force Protection Sustainment Team (FPST) Report results to better defend our CONUS installations.

1.5.22  Analyze, coordinate and offer potential courses of action for fused intelligence activities with other staff functional experts to solidify the AMC “perimeter first” defense strategy to include formalized training reviews, authorship and implementation for Active, Reserve and Contract support forces in CONUS and OCONUS environments.

1.5.23  Assist in identification and validation of facility and equipment justifications to obtain and expend Defense Emergency Response Funds (DERF) and Combating Terrorism Readiness Initiative Funds (CbTrif).

1.5.24  Assist in conducting frequent Staff Assistance Visits to offer advise and expertise in monitoring future program implementation and installation support initiatives indicated by the Long Range Planning and Advanced Technology cycles of the Air Force Research Labs and Battle Labs programs.

1.5.25  Analyze, design, develop, and assist in implementation and evaluation of broad, sweeping changes to 12 installation security plans (ISPs) and installation security instructions.  Those deliverables will address but are not limited to:

a. Discern the content of existing security plans and apply complex security plans to diverse locations to include ARC-gained and OCONUS environments.

b. Assist in the conduct of security workshops and conferences to educate AMC security force members who act as plans and programs managers.

c. Attend professional business, industry, and military security conferences, facility design, security strategy development forums and training seminars to monitor evolutionary trends and changes.

d. Analyze and track the management and installation of complicated and ever-changing electronic security systems, to include but not limited to biometrics technologies, protection level 1 through 4 alarm systems, and closed circuit television systems.

e. Assist in initiating programming action for replacement of electronic security systems to manage the Prime Nuclear Airlift Force (PNAF) security program, to include recommendations for oversight of specific base actions, assistance in coordination with other MAJCOMS and Air Staff counter-parts, during policy development, maintenance, and program security enhancements.

1.6 DELIVERABLES:  

	SOW Paragraph
	DESCRIPTION
	FREQUENCY

	1.5.1
	AMC Strategic Financial Plan
	Monthly

	1.5.2
	Assessment Budget Data Calls
	Monthly

	1.5.3
	Program Modification Recommendations Reports
	Draft Within 6 months of contract award.

Final report within 12 months of contract award

	1.5.4
	Meeting Minutes for AMC Vulnerability Action Group Meetings, Executive Council Group, Threat Working Group, Physical Security Equipment Action Group, Requirements Working Group.
	Within 3 days after meeting.

	1.5.5
	Crisis Action Report
	Within 3 days of notification

	1.5.6
	Status Report
	15th of every month

	1.5.7
	Staff Summary Sheets
	Within 3 days of notification

	1.5.8
	Vulnerability Assessment follow-up Reports
	Monthly

	1.5.9
	Status Reports
	15th of every month

	1.5.10
	Status Profiles
	Initial Report within 3 months of contract award.

	1.5.11
	Metrics Report
	15th of every month

	1.5.12
	Conference Recommendations
	NLT 30 days before scheduled conference

	1.5.13
	Report on AF Vulnerability Assessment
	Initial Report within 3 months of contract award

	1.5.14
	Report on Force Protection Facility Construction Standards
	Initial Report within 3 months of contract award.

	1.5.16
	Report AT/FP
	Initial Report within 3 months of contract award.

	1.5.17
	Report POM Process
	Initial Report within 3 months of contract award.

	1.5.18
	Report Vulnerability Assessment
	Initial Report within 3 months of contract award.

	1.5.19
	Review TRANSCOM Force Protection Oversight Program
	Initial Report within 3 months of contract award.

	1.5.20
	Briefing Charts
	NLT 3 days prior to scheduled briefing

	1.5.21
	Report Defense of CONUS installations
	Initial Report within 3 months of contract award.

	1.5.22
	Report on course of action for fused intelligence activities
	Initial Report within 3 months of contract award.

	1.5.23
	Report on use of DERF and CbTrif Funding
	Monthly

	1.5.25
	Report ISP
	Draft within 6 months of contract award


1.7 DATA.  The Government has unlimited rights to all deliverables of this Task Order.

1.8 TRAVEL.  Contractor personnel may be required to travel to support this order.  All proposed travel to be performed by the contractor will be pre-approved, by submission of an estimated cost to the Government Quality Assurance Evaluator, prior to any travel.  Once approved, the contractor shall make arrangements and pay for all necessary commercial travel expenses.  After completion of travel, the contractor shall submit expense vouchers to the QAE and the contracting officer.  The QAE will verify all travel costs to ensure all are allocable and reasonable prior to approving for payment.  Government shall reimburse the contractor for the expenses not to exceed the limits set forth in the Department of Defense Joint Travel Regulations, Volume 2 and the Federal Acquisition Regulation.  The Government will not reimburse local travel and related expenses to the contractor for daily travel to or from worksite at HQ AMC/SF.

1.9. SECURITY INSTRUCTIONS.  Secret clearances will be required to meet the minimum requirements of the project.  All Contractor personnel who will be assigned to the contract in capacities that require access to background and reference materials will be required to possess at least a SECRET clearance before assignment to the project.   Specific security requirements are identified in the DD Form 254, Department of Defense Contract Security Classification Specification.  Note: At least one portion of service provided must have or have access to a Top Secret-Special Compartmented Information Clearance.

2.0
SERVICE DELIVERY SUMMARY

	Performance Objectives
	SOW Para
	Performance Threshold

	Assist and development AMC strategic financial plan to fund and fix base level vulnerabilities.  Functional analyst to identify trends, shortfalls, and identify avenues of correction for MAJCOM deficiencies 
	1.5.1
	98% of the time Financial Plan will be provided monthly and reflect with most current information. 

	Formal liaison advisor with AMC Force Protection, base defense and other planning cells on vulnerabilities, vulnerability assessments and budget data calls.

Develop reports and data sheets from force protection, base defense and other planning cells on vulnerabilities, vulnerability assessments and budget data calls to be used as decision tools for AMC Security related implementation
	1.5.2
	99% of the time attends all planning cell meetings.

98% of the time reports and data sheets will be will be delivered monthly to reflect the most current information.

	Analyze, staff and track installation vulnerability lists and funding submissions, including Combating Terrorism Readiness Initiative Funds and make recommendations for allocation decisions based on that analysis
	1.5.3
	Draft documentation will be delivered within 6 months of contract award with final report delivered within 12 months of contract award 100% of the time

	Organize and publish meeting minutes for the AMC Vulnerability Action Group Meetings, Executive Council Group, Threat Working Group, Physical Security Equipment Action Group, Requirements Working Group and other senior-level functional.  Analyze and assess threat intelligence information across the spectrum and provide computerized and oral intelligence analysis briefings to offer recommendations to address both crisis action and deliberate planning processes
	1.5.4
	98 % meeting minutes will be organized and published within 3 days after meeting.



	Deliver written and oral assessments to MAJCOM working and coordination groups participating in deliberate and crisis action planning to conduct applicable military activity
	1.5.5
	100 % of the time within 3 days of notification


3. GOVERNMENT FURNISHED PROPERTY AND SERVICES

3.1 The Government will provide security badges and passes for access to controlled areas upon verification of security clearances and contractor provided National Agency Check (NAC).

3.2 The Government will make available to the Contractor pertinent procedures, plans and other documentation in a timely manner that will not jeopardize the performance period of the work.

3.3 The Government will provide office space, furniture, telephone service, office supplies, and materials for Contractor personnel required to work on-site at SF facilities, Scott AFB, IL.

3.4 The Government will make available at the SF facilities, Scott AFB, IL, any computer hardware and/or software required to fulfill the assigned requirements of this SOW and any associated work plan/schedule.  Computer terminals and access to computer resources provided will be sufficient to enable the Contractor to perform assigned tasks and meet all schedules.  
4. GENERAL INFORMATION

4.1 Period of Performance.  The period of performance shall be for 12 months from date of contract award with four (4) additional one (1) year options.

4.2 Place of Performance and Hours of Operation.  The HQ AMC/SF facility is located at Building P-40 North, Scott AFB, IL.  Normal operating hours is 0730-1630, Monday through Friday, excluding federal holidays.


4.3 Performance of Services During Crisis Declared by the National Command Authority or Overseas Combatant Commander.  The contractor shall support contingency operations and joint exercises as a member of HQ AMC/SF Staff directed support team.  Participation will include areas of responsibility stated in the statement of work.  Contract terms may be negotiated and modified if contractor employees are required to provide support to the military in case of contingency.
APPENDIX A

GLOSSARY OF TERMS
ABD:  Air Base Defense

ACC:  Air Combat Command

AFRL: Air Force Research Lab 

AFOSI: Air Force Office of Special Investigations 

AMC:  Air Mobility Command

Antiterrorism (AT): Defensive measures used to reduce the vulnerability of individuals and

property to terrorist acts, to include limited response and containment by local military forces 

Antiterrorist Resident Training: Defensive measures used to reduce the vulnerability of individuals and property to terrorist acts, to include limited response and containment by local military forces. Formal classroom instruction in designated DoD courses that provide specialized instruction on specific combating terrorism topics, i.e., personal protection, terrorism analysis, regional interest, and AT planning.

AT/FP Attack scenarios: In the context of the VA, potential attacks that conform to the mode of operations displayed by terrorists known to be operating in the AOR of the assessed facility 

ASSESS: Analytic System and Software for Evaluating Safeguards and Security 

Ballistic Protection Vests (BPV): Vests, which can be utilized by personnel to mitigate the penetration ability of small arms fire and light shrapnel. Also known as "second chance vests 

BITS: Base Information Transfer System 

BEEPC: Base Entry Exit Point Check Chemical Agent Monitors 

BER: Blast Effects Ratio 

CBTRIF:  Combating Terrorism Readiness Initiative Fund. Used to fix emergency and emergent requirements intent on offsetting critical threats.  Managed and allocated via the Joint Staff under the DDD/ATFP umbrella (formerly J-34)

CCT: Contamination control team/Combat Control Team

CCTV: Closed circuit television. A system that provides imaging surveillance of a designated 

area, with transmission of the camera imagery delivered to a monitoring unit. The monitoring unit may be manned for continual observation and/or recorded and archived. The CCTV may be sensor-activated by a designated cue, or it may operate continuously 

CDC: Child Development Center 

CEAC: Civil Engineer Alarm Center 

Column Jackets (CJ): Retrofit measures, which seek to protect structural columns from explosive or seismic insults by encasing them in a protective shell (e.g., steel or concrete), or by                                                                                       wrapping them in a material to hold a failed column together (such as carbon filament wraps) 

COMACC:  Commander, Air Combat Command

COMAMC:  Commander, Air Mobility Command

COMTRANS:  Commander, Transportation Command

CINC: Commander in Chief

CMT: Crisis management team 

CMU: Concrete masonry unit

DCC: Dial Control Center/Disaster Control Center 

DDC: Direct Digital Control 

DFS:  Direct Flow System 

DERF:  Defense Emergency Response Fund 

DFAS: Defense Finance and Accounting Service 

DM: Dorm Manager 

DTRA: Defense Threat Reduction Agency (Formerly DSWA)

ECP: Entry control point. Designated point of entry to a controlled or restricted area. May be 

manned or controlled by automated systems 

EIS: Emergency Information System 

Electronic Security Systems (ESS): Systems that help prevent unauthorized entry or access to key 

assets, locations, or personnel. Elements of an electronic security system may include intrusion detection systems, automated entry systems, alarms and CCTV systems 

Emergency Response: Personnel, procedures, and equipment used to respond in a timely manner to an incident involving damage to equipment, structures, or injury to personnel. A response 

may be the result of a natural disaster, accident, or attack from some external source, such as a terrorist action or act of war. Typical emergency response teams include fire, medical or police personnel; others may be designated as part of the team 

Environmental control: Heating, ventilation, and air conditioning (HVAC) systems control the temperature and air quality of facility 

EOD: Explosive Ordnance Disposal 

Executive protection: See high-risk billet 

Force Protection (FP): Security program designed to protect military members, civilian 

employees, family members, facilities, and equipment in all locations and situations. This is accomplished by planned and integrated applications of combating terrorism, physical security, operations security, and personal protective services; and supported by intelligence, counterintelligence, and other security programs 

FPEC:  Force Protection Executive Council
Force Protection Vulnerability Assessment (FPVA): An assessment of an installation's personnel protective features and postures against potential terrorist attack, including suggestions for improving this posture and mitigating attacks 

Force Protection Vulnerability Assessment Team (FPVAT): A VA team comprised of specialists in terrorist options, physical security, structural protection, infrastructure, and operations readiness 

FPO: Force Protection Officer 

FPST:  Force Protection Sustainment Team

FPWG:  Force Protection Working Group

FRF: Fragment retention film. A thin, optically clear film applied to glass to minimize the spread of glass fragments when the glass is shattered 

HAZMAT: Hazardous materials (including chemical biological and radiological materials) which pose a threat to health, safety, or the environment 

HE: High explosive 

High-risk Billet: Authorized personnel billet (identified and recommended by appropriate authority) that may be an especially attractive or accessible terrorist target because of grade, assignment, travel itinerary, or symbolic value 

HPAC: Hazard Prediction Assessment Capability

IBD:  Integrated Base Defense (Ground and Air Defense Protection)

IDS: Intrusion detection system 

Infrastructure: All fixed and permanent installations, fabrications, or facilities in support and 

control of military forces; to include support systems such as utilities and communications 

Infrastructure Assessment (IA): Study of the elements of protection against the effects of weapons of mass destruction (WMD) (nuclear, biological and chemical agents); and terrorist incident-induced fires (alarm, evacuation routes, fire suppression, fire-fighting equipment, and fire-fighting procedures). Also, studies made of the protection of utilities against terrorist at- tacks: electrical power systems (its generation, distribution, transmission, and control); environmental control systems (temperature, humidity, air-handling elements); and life support systems (food, water, and air supplies) 

180 Degree Damage Contours: Lines of equal damage. These lines delineate the required standoff around a facility to provide a given level of protection against a specific threat 

JAWG: Joint Action Working Group/Joint Antiterrorism Working Group 

JRAC: Joint Rear Area Coordinator 

JSIVA: Joint Staff Integrated Vulnerability Assessment. A Force Protection Vulnerability 

Assessment conducted by direction of the Chairman, JCS, through the Deputy Director for Operations (Combating Terrorism) (JCS/J-34), to DSWA. This on-site, 7-day, 7-person DSWA team assesses an installation's personnel protective features and postures against potential terrorist attack; followed by suggestions to the installation commander for improvement options and mitigating measures. DSWA is now incorporated under the Threat Reduction Agency (DTRA) 

LAN:   Local Area Network

Life support system: Critical system and supplies to sustain human life including food, water, and air 

LOP: Level of protection. Degree of protection provided to an individual based on a variety of factors, including location (e.g., in a hardened building or out-of-doors), proximity to an attack 

(e.g., directly exposed in the line of fire, concealed in a structure, or behind a barrier), and the type of attack (e.g., HEDR chemical weapon)

MDG: Medical Group

MOA: Memorandum of Agreement 

MODA: Ministry of Defense and Aviation 

MOU: Memorandum of Understanding 

MP: Military police 

MSG:  Mission Support Group

MWD: Military working dog 

NAC:  National Agency Check

NBC agent: Nuclear, biological and chemical substance, typically associated with some type ofweapon or delivery system (weapons of mass destruction)                                   

NCC: Network Control Center 

OG:  Operations Group

Operational Security (OPSEC): Measures taken by a military unit, activity, or installation to protect itself against all acts designed to, or which may impair its effectiveness 

Operations Readiness Assessment (ORA): Examination Of the emergency response capabilities, emergency medical training, mass casualty situations (including triage and emergency transport), individual protection equipment, and decontamination and recovery procedures in response to an NBC incident 

Operational Risk Management (ORM):  Inherent Commander responsibility to assess risks to assets in a given environment for the sake of mission accomplishment or any non-duty related activity 

OSS: Operations Support Squadron 

PA: Public address/Public Affairs 

PEC:  Program Element Code.  Provides distribution of funding for DOD service application in functional categories to meet mission needs.

PL:  Protection Level/Priority Level.  Established as basis for System Security Standard program for specific asset security.  May be in grades 1-4.  The lower designation indicates higher priority.

Physical Security: That part of security concerned with physical measures designed to 

safeguard personnel; to prevent unauthorized access to equipment, installations, material and documents; and to safeguard them against espionage, sabotage, damage, and theft 

PMR:  Program Management Review

POL: Petroleum, Oil and Lubricant 

POM:  Program Objective Memorandum

Population Dynamics (PD): Daily or specific congregations of personnel (military, contractor, family members, visitors, etc.) at various locations and various times, during which they might become the target or victims of a terrorist action 

POV: Privately owned vehicle 

Post to manpower ratio: Ratio of required posting versus available manpower. A high ratio (one to one or greater) indicates sufficient manpower. Less than one to one indicates under-manning. In the area of physical security, use of sensors and detectors can aid the installation in effectively utilizing man power, and consequently, help lower the post to manpower ratio 

Primary blast effects: Blast injuries caused by the explosive air blast itself (i.e., high pressures and high temperatures) 

RAM: Random Antiterrorism Measure 

Range to effect curves: Charts, which graphically display the distance between a bomb of a given explosive yield to a given effect, including physical injury (e.g., eardrum rapture, lung damage, death), and structural damage (e.g., glass breakage, brick wall shatters, structural column failure) 

RMBS: Remotely Monitored Battery-operated Sensors 

RSA: Regional Support Activity 

Sacrificial Jacket: A protective cladding around a structural element designed to absorb the energy of a given assault (such as an explosive blast), protecting the element 

SAW Mini-CAD: Surface Acoustic Wave Miniature Chemical Agent Detector 

Secondary Blast Effects: Blast injuries caused by fragments (e.g., glass, concrete pieces) from 

an explosive air blast interacting with structures 

SF: Security Forces-as associated to a specific site or installation. May be active, guard, reserve, DoD or contract 

Structural analysis: The evaluation of the capability, safety, adequacy, and performance of a facility's supporting elements 

Structural responses: The reactions of a structure to an imposed load, including dead, live, wind, and snow loads, as well as the unforeseen blast and seismic loads 

Terrorist options assessment: Examination of the installation and its activities from a terrorist's viewpoint, including the areas of operational security, population dynamics, executive protection, and emergency response and evacuation 

TCS: Tasks, conditions, and standards 

Threat analysis: Continual process of compiling and examining all available information concerning potential terrorist activities that could target a facility. The analysis reviews terrorist groups' existence, capabilities, intentions, history, and targeting, as well as the security environment within which friendly forces operate. Threat analysis is an essential step in identifying the probability of a terrorist attack and its results 

TRANSCOM:  Transportation Command one of the DOD unified commands considered a war fighting CINC

TOC: Tactical Operations Center 

TTG: Thermally tempered glass 

TTWG: Terrorist Threat Working Group 

UPS: Uninterrupted Power Supply 

VA: Vulnerability Assessment 

VAMP:  Vulnerability Assessment Management Program.  Computer based program used to track deficiencies and vulnerabilities through closure.

VAT: Vulnerability Assessment Team 

WEC: Weapons Effect Curve 

WER: Weapons Effect Ratio 

WMD: Weapon of mass destruction. See NBC agent 


